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EXEGUTIVE
OVERVIEW

sEcTloN I

1.1

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

EXECUTIVE OVERVIEW
As a member of the Los Angeles UASI area the Port of Los Angeles will be upgrading their
existing Public Safety radio system to support the same P25 Trunking Radio platform in use
throughout the region. The Port of Los Angeles currently operates a Motorola radio system
including a core, dispatch consoles, conventional simulcast cell, standalone remote sites, and
subscriber radios.

This project will add P25 trunking and data features to the existing core, upgrade the microwave
backhaul system, implement a P25 trunking simulcast cell, and expand the capabilities of the
existing UHF backup channel. By partnering with Motorola, the Port can leverage its existing
investments into the system and subscribers and is able to match the technology platform under
implementation across the region.

The system upgrade project will include an lnter RF Subsystem lnterface (lSSl) layer that will
allow the Port of Los Angeles to directly connect their system to the other City of Los Angeles
radio systems along with the LA-RICS regional radio system. This connection willallow Port
dispatchers and officers to seamlessly communicate with other dispatchers and officers from the
rest of the region.

This project will include the upgrade / implementation of the following major components.

Adding P25 Trunking and Data Features to the existing system core.
I mplement a 7 lB09MHz Trunking Simulcast Cell
Enhance the existing P25 conventional UHF backup channel
Upgrade and implement additional hops to the existing Microwave System
Upgrade the software and capacity of the existing Dispatch Consoles
Add a redundant Core and Comparators to the radio system
Upgrade two (2) existing BDA's to support 7iB00MHz

To meet the UASI grant funding cycles the Port will break the radio system upgrade project into
multiple phases. The first phase, covered in UASI 18, is expected to include the implementation
of the primary core, backup core, dispatch consoles, data and interoperability features. The
second phase, covered in UASI 19, will complete the installation of the trunking upgrade and will
include implementation of the 7/B00MHz simulcast cell, UHF simulcast cell, additional
interoperability connections, system testing, coverage testing, and potential in-building
amplifiers.

This multi-phase upgrade project will bring a mission critical, best-in-class trunking radio system
to the Port of Los Angeles and will provide the Port with a communication platform that provides
direct connection and interoperability with neighboring agencies throughout the county.
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1.2
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1-2 Executive OveNiew

CAPACITY ANALYSIS
ln order to meet the voice and data needs for the Port of LA a traffic loading study was
conducted by Motorola. As a result, it is recommended the upgraded 700MHz sub-system
consist of B RF channels / frequencies.

Capacity Analysis lnputs / Goals:

. Bush HourVoice Users (lncluding lSSl): 600

. Traffic Loading: 4.994 Erlangs

. 0.4oh GoS (Grade of Service)

. Data Users: 500

. Data GPS Cadence:60 Seconds

. Active Talkgroups: 24

. Data Message Reliability: 95%

Capacity Analysis Results:

. Number of Total Channels: B

Voice Only Channels: 5 (10 Talkpaths)
ControlChannels: 1

Data Protected Channels: 2

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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sEcTloN 2

2.1

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

SYSTEM
DESGRIPTION

ASTRO 25 INFRASTRUCTURE
Motorola Solutions, lnc. (Motorola Solutions) proposes our ASTRO@25 platform with lntegrated
Voice and Data (lV&D) to provide secure and reliable communications for the Port of Los
Angeles (the Port). ASTRO 25 offers a future-ready, wireless platform that combines
uncompromising, real-world performance and reliability.

ASTRO 25 offers the Port a Project 25(P25),
standards-based lnternet Protocol (lP)
solution with a flexible, modular network.
ASTRO 25 can expand to accommodate
additional radio users, increased geographic
coverage, enhanced data applications, and
connectivity to other networks, ensuring that
the Port will have efficient and cost-effective
communications for decades to come.

RF SITES

ASTRO 25 also provides advanced call
processing capabilities designed to meet the
needs of public safety. On an ASTRO 25
network, flrst responders can share voice
and data communications between members
of the same team, across an agency, or
among different agencies. ln addition, the
network's centralized command and control
capabilities will enable the Port to deploy
resources, track personnel, and maintain communication security more efficiently and
effectively.

The system's P2S-compliant lV&D operation allows data traffic to travel seamlessly over the
ASTRO 25 radio system, improving in-field efficiency and providing a platform for additional
capabilities. By creating a data transport layer capable of suppofiing both industry-standard lP
and customer-developed applications, lV&D will provide the Port with a number of important
benefits:

. Conserves valuable airtime.

. lncreasescommunications accuracy.

. Allows queries in the field without involving dispatch.

Because ASTRO 25 automatically prioritizes voice communications over data transmissions, the
Port's personnelwill always be able to transmit and receive mission-criticalcommunications.
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2.2 PROPOSED SYSTEM ARGHITECTURE
Motorola Solutions is pleased to provide the Poft of Los Angeles with a proposal for upgrading
the existing UHF conventional radio system to a P25 trunked 7/B00MHz radio system. The
new/upgraded system will implement the 700 MHz layer on{op of the existing UHF conventional
system. Two backup, single channel, UHF layers will be added to provide the Port with a back-
up and city-wide communication plan lt will also integrate other subsystems in use at the Port.
The proposed system upgrade includes the following major components and services:

. Upgrade Conventional core to a Trunking core at the latest shipping release
Add P25 Trunking features to the existing core
Add P25 data features to the existing core
Add Enhanced data capabilities

. lnclude a redundant geo-separated core to the system

. Upgrade the existing dispatch positions

. A NICE logger recorder

. Add a five site, 700MHz simulcast cell

. lmplement a UHF backup cell

. Upgrade/lncrease the Backhaul system to support the new design

. lmplement VHF receivers for Marine communication.

. lmplement a WAVE RolP system.

The figure below is a graphic representation of the proposed system upgrade.
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Figure 2-1 : System Architecture
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2.3

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

The "master site"-where core equipment is located-provides a central point of control for the
operation of the radio communication system. From the master site, the Port's system
administrators will have access to the hardware and software components that control call
processing, network management, and system configuration. Common Server Architecture
(CSA) reduces physical space and individual component requirements at the master site by
using Virtual Management Servers (VMSs) to host server applications in a Virtual Machine (VM)
environment.

The proposed ASTRO 25 Standalone Repeater (ASR) Sites provide base radios to route the
Port's voice trafiic to the system for distribution to other sites. The base radios also repeat each
transmission to support other local user radios. ASR sites support packet data and route data
traffic to the site controller. The site controller then routes these data packets upstream to the
zone controller for further processing and routing.

The proposed Simulcast Sites provides simultaneous broadcast of the same voice or message
from multiple transmitters on the same frequency. Simulcast sites provide consistent
communications throughout large geographical areas, such as a large city, metropolitan area,
county, or country. The architecture of a simulcast cell includes a simulcast prime site, which
controls the celland communicates with the system's master site, and one or more simulcast
remote sites, which provide simulcast coverage to users. Because each simulcast celloperates
like a single-site system, the Port's users benefit from simplified roaming and talkgroup
configurations.

The proposed ASTRO 25 radio system includes a Digital ConventionalSimulcast, which will
enable digital simulcast operation with lP transporl in the Port's conventional system.

The proposed Conventional Base Radio Sites provides coverage over the distance of the
transmitter/receiver signals. A mobile or portable radio within range of the base radio or
consolette can communicate with the dispatch operator and other mobile/portable users.

The proposed Voting Sites provide multiple satellite receivers to cover "dead spots" created by
buildings or nature. Since the receivers operate on the same frequency, a field radio may
simultaneously hit multiple sites when transmitting. A voting comparator compares and selects
the best signal. This signal is then forwarded to the transmitter for rebroadcast to the user
radios, as well as the console for dispatch operator monitoring.

CORE UPGRADE
The functionality and features of the Core will include the latest release of the ASTRO P25
systems. Features such as:

. TDMA operation for increased capacity

. Transcoding and Dynamic Assignment to fully utilize TDMA and FDMA resources

. User Login Alias Update for easier user identification

. Provision Management to facilitate additions/modifications to the system

. Enhanced Data to support a richer set of data-driven applications

. Location on PTT to enable tracking of subscribers with minimal system impact

. Key Management Facility to automatically manage and control encryption keys

These features will be described in more detail later in this document.

The new Core configuration also includes lnter-RF Subsystem lnterface 8000 (lSSl). With this
feature, the Los Angeles Port has the capability and flexibility of connecting to three (3) other
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2.4
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P25 systems, facilitating interoperability. This connection is available to P25 systems operating
in different frequency bands, different system releases, or different manufacturers.

Another enhancement to the current system is the implementation of Dynamic System
Resilience (DSR). The design includes two Cores, located at different geographical location in
the Harbor District. The Primary Core will be located at the Police Headquarters Building and
the secondary core will be located at Knoll Hill.This system configuration maintains critical radio
communications in the event one core is lost, by immediately switching to the secondary Core.
The switch occurs automatically, typically in less than 30 seconds. The fact that each core is at a
separate location, enhances the total system resilience.

Geographic redundancy is also applied to the Prime Site for the 700MHz simulcast cell. Prime
sites for this cell will be located at both the 300 Water Street location and the Police
Headquarters Building. This again enhances system resilience in the same manner as DSR for
the core. Switch-over will occur automatically, within 60 seconds but typically in less than 30
seconds.

RF SUB.SYSTEM DESIGN
The RF design is the base for defining the operational areas with the minimum voice and data
guidelines. The goal of the RF design is to maximize the coverage over the operational area,
while using the existing assets available to the Port of Los Angeles. The RF design is
comprised of three distinct layers:

. One 700 MHz layer

. One UHF Citywide layer

The site and channel distribution for the 700 MHz trunk design is shown in Table 2-1, and its
coverage concentrates on the Harbor District. Additional information and coverage maps are
included in the 700 MHz Coverage section of the proposal.

Table 2-1: 700MHz Sub-System

The site and channeldistribution forthe conventional, UHF design is shown infade2-2

Table 2-2: UHF Sub-System's

Port of Los Angeles
Trunked Radio System Upgrade & Interoperability Project

MLETC Trunk 700 MHZ/TDMA 8 Harbor District

Marine Exchange Trunk 700 MHZ/TDMA 8 Harbor District

Long Beach Water Trunk 700 MHZ/TDMA 8 Harbor District

Knoll Hill Trunk 700 MHZ/TDMA 8 Harbor District

Black Jack Trunk T00Iv4JIZ1TDMA 8 Harbor District

Site Band/Modulation Channels Cell

MLETC Conventional Digital FDMA I Citywide

Marine Exchange Conventional Digital FDMA 1 Citywide

Long Beach Water Conventional Digital FDMA I Citywide

Black Jack Conventional Digital FDMA I Citywide

2-4 System Description Motorola So/utlons Confidentiat Restricfed 4F



Mt. Lukens Conventional Digital FDMA I Citywide

Mt. Lee Conventional Digital FDMA I Citywide

Baldwin Hills Conventional Digital FDMA I Citywide

2.5.1

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

The VHF Voting site consists of 3 receiver-only RF locations with a voting site at the Police HQ
Building. lt is intended to improve inbound coverage of the Marine Band in the Port area. The
VHF sites are listed in Table 2-3.

Table 2-3: VHF Voting System

2.5 SYSTEM RESILIENCY

Dynamic System Resilience
Dynamic System Resilience (DSR) maintains critical radio system communications in the event
in case one core is lost by switching immediately to a second core. Having the cores in different
locations further enhances system resilience.

The DSR option maintains full system functionality, including network management features and
core component redundancy, assuring your system
remains active at your most critical time of need-thus
maintaining strategic communications and preserving the
safety of your jurisdiction.

The switch between master sites is automatic and
seamless, with minimal interruption to radio system users. DSR provides redundant data
components that switch independently of voice components.

Dynamic System Resilience provides:

Real-time synchronization-Without operator intervention, core configuration data syncs
for rapid core switch-over.

Fast switchover-Most systems return to wide-area trunking operation in less than 30
seconds.

Geographic Redundancy-Having cores in two locations provides the highest level of
system outage protection to deliver constant communications.

Failure testing-Manual core switching enables periodic testing of failure protection and
both cores.

a

a

a

a
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MLETC Conventional Analog 1 Marine VFIF

Berth 84 Conventional Analog I Marine VIIF

Gaffey Street Conventional Analog I Marine VHF

CellChannels

MAINTAIN COMMUNICATIONS
DURING SYSTEM FAILURES

($ Uotorota So/ufions Confidential Resticted



ASTRO2S
BACKUP GORE

ln a tlrigld.zone system with D$& each ASTRO 25 core has ll single
zon€ sit€ and call poceesing capacity. Under normal operations, the
backup core mainhins synchrcnlation with tle primary core soXhe:,

backup core is ready to quicldy become active at any time.

Figure 2-2: Dynamic System Resilience

2.5.2 Geographically Redundant ASTRO 25 Prime Sites
Geographically redundant ASTRO 25 prime sites keep
wide-area simulcast subsystems operating even after a
catastrophic loss of one of the prime sites. lf the prime site
becomes unavailable, the system automatically restores
wide area operation with the secondary prime site.

The ASTRO 25 system keeps users connected through a major catastrophe:

. Full functionality is provided on all the channels at the subsites.

. Redundant systems are easy to operate
Allequipment is centrally managed
Simple, familiar system configuration and maintenance
Multiple locations appear to the system as a single prime site

A typical configuration is shown below.

Novembell, 2019
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PRIMARY PRIME SITE

TRAK.I SSC1

SECONDARY PRIME SITE

ssc3 TMK2

cMlb ......... cM30b

L2 L2 L1

ssc2

Ethemet Site Links
(to Master Site A/B)

PRIME SITE
GATEWAY(A)

Ethemet Site Links
(to Master Site ArB)

PRIME SITE
GATEWAY(B)

Extended
LAN Link

(intra-prime site link)

REMOTE
SUBS|IE I

REMOTE
SUBSITE 32

ACCESS ROUTER 2

CMla ........, CM30a

L1

ACGESS ROUNTER 1

2.6
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L1 L,I

Sample Geographically Redundant Prime Site Gonfiguration

Figure 2-3: Sample Redundant Prime Site Configuration.

SYSTEM TNTEROPERABTLTTY (tSSt)
Critical communications may come from a variety of sources and equipment. The proposed
system will provide the Port with a gradual migration path to future system enhancements by
supporting the following legacy Motorola Solutions equipment and technologies:

The proposed solution will provide the Port with extended interoperability features to connect the
proposed system with other elements of the Port's communications.

Certain situations require first responders from different departments and jurisdictions to work
together. ASTRO 25 provides the interoperability needed to coordinate a multi-agency response
and communicate effectively during these mutualaid incidents. Through the lnter-RF
Subsystem lnterface 8000 (lSSl 8000) feature, the Port will have the flexibility to connect as a
node on another P25 network regardless of that other system's radio frequency bands,
manufacturer type, and release versions-allowing the creation of regional multi-system
communications networks. These larger networks will allow multiple agencies to communicate
seamlessly and share the costs of network infrastructure while still maintaining control over their
own internal communications.

To enhance the interoperability added through lSSl 8000, the proposed ASTRO 25 radio
system includes lnter-System Data to enable data services for radios roaming between systems
that are connected through lSSl 8000. Wlth lnter-System Data, the Port's lV&D data users will
retain use of data applications and encryption while roaming across an lSSl connection.

ACCESS ROUTER4

Key:
SSC = Simulcast Site Conlroller
CMla = Redundant Prefened Comparator 1

CMlb = Redundant Non-Prefened
Comparato|I
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SYSTEM VOICE ENCRYPTION
The proposed system supports end{o-end encryption using the AES encryption algorithm to
ensure that only authorized radios can listen to encrypted transmissions on the network.

The Advanced Encryption Standard (AES) is an improvement over Data Encryption
Standard (DES) algorithms and uses keys of 128,192, or 256 bits to encrypt blocks of 128-bit
traffic. The Motorola Solutions secure voice solution uses a256- bit key.

SYSTEM CYBERSECURITY
ln addition to system-level security capabilities, ASTRO 25 includes a robust set of cybersecurity
service standards that will provide communications continuity and security for the Port's system,
such as:

Centralized Authentication - Provides one control point for identification, authentication, and
authorization services, using Centralized Authentication, Authorization, and Accounting
(AAA) with Active Directory (AD)for allWndows, Solaris and Linux platforms. Remote
Authentication Dial-ln User Service (RADIUS) extends the service to infrastructure network
devices.
Secure Network Communications * Provides secure point-to-point connections between two
different machines through Secure Shell (SSH).
Secure Network Management - Secures network traffic between network managers and
SNMPv3-enabled elements through the inherent authentication and encryption capabilities
of SNMPv3.
Router Access Control Lists (ACLs) - Ensure that only authorized traffic can traverse the
network by filtering traffic at core, exit, gateway, and site routers.
Ethernet Switch Port Security - Prevents unauthorized access to the system through the
ports on a network switch by providing an additional layer of security at the physical location
of the equipment.
Secure Software Download (SWDL) - Ensures that transfer operations are authenticated
and encrypted, based on the Secure File-Transfer Protocol (SFTP), impeding interception of
transmissions by unauthorized devices.
Backup and Recovery - Enables the quick restoration of system devices under failure
conditions through the centralized management of data backup and restore operations.
Transparent Element Hardening - Removes nonessentialtools, services, and utilities from
the Windows Operating System, which could be used by an attacker to gain unauthorized
access to system settings or data.

SYSTEM CAPACITY AND SPECTRUM
MANAGEMENT
The level of traffic on the Port's system may vary depending on the time of day, day of the week,
and emergency situations. Motorola Solutions takes great care to design systems that can meet
peak performance levels without requiring resources that remain unused during slow periods.
The proposed ASTRO 25 radio system includes features to ensure that resources are efficiently
used.

The proposed system will support both P25 Frequency Division Multiple Access (FDMA) and
P25 Time Division Multiple Access (TDMA) to provide the Port with the efficiency and

a

a

a

a

a
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interoperability to accommodate a diverse fleet of user and mobile radios. With FDMA, radio
frequencies are divided into smaller frequency bands, each with its own carrier frequency.
TDMA divides each channel into two time slots, leveraging 2:1 channel efficiency to double
talkpath capacity in the same radio frequency bandwidth allocation. Motorola Solutions'TDMA
operation complements FDMA operation on the ASTRO 25 platform. Channels can be
selectively configured to operate as either TDMA-only or FDMA-only. With TDMA operation
enabled, voice calling capacity is increased over FDMA alone, without having to abandon FDMA
operational stations and user radios.

Dynamic Dual Mode will enhance the ease of use and system operation for the Port's mixed
fleet of P25 FDMA and P25 TDMA user radios. System administrators will not need to pre-
assign base stations as P25 TDMA or P25 FDMA, because the system will automatically assign
the appropriate station mode based on the needs of the radio user.

Dynamic Transcoding enables communications between the Port's FDMA and TDMA user
radios, so that all sites and radios will be able to participate in a call regardless of the originating
call type (see figure titled "Dynamic Transcoding" below). The call type is determined on a site-
by-site basis, so more sites willoperate in TDMA-even in the Port's mixed fleet of FDMA and
TDMA radios. Each site operates in the best mode based on the channel resources available
and capabilities of the radios at that site. Radio users communicate without a console patch or
the need to downgrade the call. Radio users from TDMA-only and FDMA-only sites are able to
join a Dynamic Talkgroup without changing the call type at either site, increasing the efficient
use of channels and frequencies throughout the system.

Figure 2-4: Dynamic Transcoding - Enables communications between the Port's FDMA and TDMA user radios, so that all sites
and radios will be able to participate in a call regardless of the originating call type.

Dynamic Talkgroup Assignment allows the Port's dispatch operators to automatically coordinate
between P25 TDMA radio users and P25 FDMA radio users, with no need to track or patch
radio users together. Talkgroups will be automatically assigned as FDMA or TDMA modes
depending on the capabilities of the affiliated user radios.
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SYSTEM VOICE COMMUNICATIONS MANAGEMENT
The successful completion of calls is a vital factor in the ASTRO 25 radio system design.
Targeting communications is important for both privacy and efficiency. Some information may
be sensitive and intended for a specific person, while other information may be important for an
entire group of radio users. Communications that are relevant for one group should not distract
another group, and some radio users may need priority over other radio users when the system
is busy. The proposed system for the Port includes a collection of features to maximize
communications availability, target and prioritize communications, and minimize the effort
required by radio users to complete calls.

The zone controller manages call processing in the system. lf a zone controller failure prevents
channel requests from being acknowledged, the Automatic Retry feature will continue sending
channel requests from the individual user radio untilthe request is acknowledged, or until a total
of 16 automatic retries occur. lf a radio user presses the push{otalk (PTT) button and fails to
find an open channel, Busy Queuing/Call Back will deliver a busy tone and place the call into a
busy queue. As channels become available, they will be assigned to calls in the queue using
pre-assigned priority levels. Radio users will be notified of the assigned channel through a call-
back tone.

To ensure uninterrupted communications, Recent User Priority will give priority over other radio
users to radio users who have been recently assigned a voice channel. Recent User Priority will
provide priority system access for up to 10 seconds between transmissions to a talkgroup
engaged in a conversation. Misdirected Radio Protection uses embedded signaling to ensure a
radio from one talkgroup cannot accidentally be assigned to a voice channel being used by a
different talkgroup. lf a user radio is accidentally assigned to a different talkgroup channel, the
radio will recognize that it has been assigned incorrectly and automatically revert to the control
channel. With Continuous Assignment Updating, the control channel will continue to transmit the
channel assignment for as long as a talkgroup is using an assigned channel. This ensures a
radio just coming into service will be sent to the appropriate voice channel to join the rest of its
talkgroup. Radio Talkgroup Muting will allow the radio user to mute all voice traffic for the
currently selected talkgroup, including emergency voice received. The radio can be
automatically unmuted by the dispatch operator or another radio user by sending the muted
radio a CallAlert.

The proposed system provides the Port with 10 Priority Levels, allowing system administrators
to segment radio users according to their communications needs. Priority 1 is always reserved
for emergencies. Priorities 2 through 10 can be assigned on a per radio or talkgroup basis.
These priorities are only applicable when the system is busy. Priority Monitor allows the radio
user to scan talkgroups in their system, and mark up to two talkgroups in their scan list as
Priority. A non-priority conversation will be interrupted by Priority 1 or Priority 2 talkgroup activity.

Dispatch operators can selectively call and carry on a Private Callwith another individual radio,
as long as that radio is not already engaged in another Private Call. The calling radio receives
an acknowledgment of a successful Private Call. lf the receiving radio has a display, it shows the
calling party's radio lD. To protect channel availability for mainstream operations, Private Call
management can control how many resources are dedicated for private calls at a trunking RF
site. The system administrator can pre-configure and limit the number of simultaneous private
calls that are active at a particular site, or even disallow private calls entirely.

Dispatch operators can make a simultaneous call to multiple talkgroups, with all radios
configured for talk-back capability. Dispatchers can program this Multi-Group Call to operate in
one of two ways:

Port of Los Angeles
Trunked Radio System Upgrade & Interoperability Project
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1. The requesting radio user waits for all requested talkgroups to finish all calls in progress.
2. The requested call immediately interrupts other conversations in progress without waiting for

active radio users to de-key. Radio users who are transmitting on a voice channel do not
hear the call until they de-key.

The proposed system provides a dispatch function called Dispatch Consoleffalkgroup Merge to
allow multiple talkgroups to operate together on one voice channel, improving channel
efficiency.

The proposed system allows the Port to establish Conventional Talkgroups to separate voice
communications between multiple agencies sharing an RF conventional channel. Radio users
and dispatch operators using the same talkgroup can communicate with each other, while radio
users from other talkgroups on the same channel cannot hear them. Dispatch Operators receive
and transmit only to their associated radio user groups (or agencies), enabling dispatch
operators to clear their own emergencies without affecting other talkgroups.

When using an ASTRO 25 radio equipped with GPS, the Geo Select feature dynamically
changes that radio's operating talkgroup based on their current location. Wth Geo Select,
dispatch operators can draw a boundary on their MotoMapping application so that radio users
in, arriving to, or departing from the deflned area are automatically placed in the correct
talkgroup. The Geo Select feature will provide the following capabilities to the Port:

. Enables hands free, automatic talkgroup selection and optionally notifies personnel with text
message and/or alert tone as they enter and exit designated areas.

. Allows radio users to be shifted to the right talkgroup as they approach incident scenes and
worksites.

. Enables radio users to override the assigned talkgroup.

. Supports permanent or dynamic boundaries.

The Enhanced Geo Select feature enables an APX radio to immediately take action upon
crossing a defined geographical boundary, or "geofence". This feature allows for quicker incident
response times and simplified operations for radio users based on their geographic location. By
providing automatic incident alerts and auto talkgroup channel selections, Enhanced Geo Select
results in more effective communications and enhanced safety for field personnel.

OPEBATIONAL FLOW:

l. A critlcal incident
or important change to
operations occurs.

2. Dlspatcher draws
a geofence (polygonl

boundary in mapping
application and selects
radio actions.

3.Geofence
boundaries and actions
are sent down to
radios before radio

enters geofence.

4. Radio detects
geofence crossing as

it samples GPS and the
radio performs the pre-
programmed actions.
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Figure 2-5: Enhanced Geo Select Opelational Flow
:The proposed system offers the capability to designate certain channels as "Mutual Aid" channels, so
'that emergency responders can communicate and lend assistance across jurisdictional boundaries.
,This may be required due to an emergency response that exceeds local resources, such as a disaster
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or a multiple-alarm fire. Radio communications between these organizations may be shared on a
Mutual Aid radio channel.

2.11

PROVIDE SUPPORT
ACROSS

JURISDICTIONAL
BOUNDARIES

MutualAid channels have been, and usually still are, conventional analog channels; however, all
digital and mixed-mode channels are supported. These conventional MutualAid channels count
against the overall station count in the overall system channel capacity.

SYSTEM DATA COMMUNICATIONS MANAGEMENT
The proposed system's Project 2S-compliant lntegrated Voice and Data (lV&D)operation allows
data trafiic to seamlessly use the the Port's ASTRO 25 radio system, improving in-field
efficiency. The lV&D service creates a data transport layer capable of supporting both industry-
standard lP and customer-developed applications.

Over-The-Air Rekeying (OTAR) employs encryption keys to keep communications secure, and
updates those keys automatically without the delays, inconvenience, and administrative cost of
having radio users bring their radios into the shop for manual reprogramming.

POP25, or Programming over P25, updates the configuration parameters of fielded user radios
over-the-air while the radios remain in use, enabling quick reprogramming of the entire fleet of
radios with no disruption to operations.

The Over{he-Air (OTA) Software Update feature provides a more efficient way to distribute
radio software to an entire fleet of APX radios. This feature allows updates to be sent as a
background service over the ASTRO 25 trunking radio system, without interrupting dayto-day
operations. The OTA Software Update feature saves time, effort, and expenses related to
system updates by eliminating the need to pull radios out of the field and into the shop for
manual radio maintenance.

The figure below demonstrates how APX radios receive different types of updates from Radio
Management via the OTA Software Update feature.

((, ,)))

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

ASTRO 25
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Figure 2-6: Firmware Download Process

Location Capabilities pinpoints the geographic location of user radios, enabling dispatch
operators to deploy nearby personnel for quick response and to swiftly aid first responders who
are in need of assistance.

The Location on Push-to-Talk (PTT) feature enables ASTRO 25 trunked radio systems to
continuously track the location of individual radio users while they are involved in voice
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calls. With each transmission, the APX radio with Location on PTT will send its Global
Positioning System (GPS) location to the dispatch mapping application. ASTRO 25 Location on
PTT provides timely, accurate location information when needed most - during emergencies
and critical incidents that require intense voice collaboration.

ASTRO 25 Advanced Messaging Solution helps radio users convey detailed information, offload
voice traffic, share knowledge, run queries and communicate with other devices through SMTP
email in situations where verbal communication is less desirable because the environment is too
loud or radio users do not want to be overheard.

Enhanced Data introduces a new type of data channel to support short, periodic inbound
messages, such as GPS location, on APX user radios. Dispatch operators use these inbound
messages to track radio users'status and location. ASTRO 25 Enhanced Data provides up to
12 times the capacity of a P25 standard data channel. For agencies using carriers for
broadband traffic, Enhanced Data moves the short-burst inbound traffic to the ASTRO 25
network, avoiding carrier charges and coverage limitations. Converting P25 FDMA channels to
TDMA makes room for additional channels for voice and data. Channels can be dedicated to
data to optimize throughput and access times, while emergency voice traffic continues to
automatically take priority. Enhanced Data enables several data-driven applications (i.e.
SCADA, geofencing, telemetry, and biometrics) over the ASTRO 25 radio system. When
supporting a variety of special-purpose applications, Enhanced Data can help provide a more
timely and detailed view of resource locations and conditions.

Transit25 enables the addition of a third-party transit application to the proposed ASTRO 25
lV&D system, in order to transmit messages to a fleet of vehicles. Transit25 can be used to
track the location of vehicles that belong to the fleet, and communicate between vehicle and

ispatch operator using both data and voice.

Group Services uses talkgroups to broadcast data, sending information to multiple APX radio
users simultaneously. Group Services allows APX radios to take advantage of two data
features: Talkgroup Text Messaging and Alias Group Download. These functions provide
simultaneous, mass transmission of text and alias information to all APX radios in a voice
talkgroup. Group Services improves operational efficiency by eliminating the need for texts to be
sent one radio at a time and aliases to be entered manually. Group Services works in the
background, giving voice traffic priority on the talkgroup.

Alias Group Download allows system administrators to remotely update the push{o-talk (PTT)
lD alias information for APX radios that are enabled for Group Services. Alias Group Download
eliminates the need for physical access to a radio to do a codeplug update to change the radio
PTT lD alias, instead, activating PTT updates the radio's lD alias, saving time and eliminating
errors caused by entering the alias information in two places.

AMS Talkgroup Text Messaging improves dispatch operator efficiency and the safety of
personnel in the field by sending one-to-many text messages over the voice channel to APX
radios that are enabled for Group Services. This ASTRO 25 feature allows dispatchers to
quickly broadcast high priority text alerts, including Be On the Look Out (BOLO), AMBER Alert,
All Points Bulletin (APB), and Weather Alert.

ext messages can also be used to discreetly advise personnel of sensitive situations,

i ..orr=rs coMMUNrcAroN 
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iproviding incident information in a form that can be quickly referenced. These one-way
joutbound messages are transmitted simultaneously to the entire talkgroup, rather than being
jsent individually to each radio user over the data channel.

ALL RADIOS IN A TALKGROUP
RECEIVE TEXT MESSAGES

SIMULTANEOUSLY

This feature helps dispatchers to coordinate field personnelwith uniform text messages and
alerts. AMS Talkgroup Text Messaging supports text messages from the following sources:
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. MCC 7500 and MCC 7100 console positions.

. Advanced Messaging Solution (AMS) through Smart Client, PremierOne CAD, and Mobile
Clients.

. Third-party CAD systems.

LOCATION SERVICES
Location Capabilities pinpoints the geographic location of user radios, enabling dispatch
operators to deploy nearby personnel for quick response and to swiftly aid flrst responders who
are in need of assistance.

The Location on Pushto-Talk (PTT) feature enables ASTRO 25 trunked radio systems to
continuously track the location of individual radio users while they are involved in voice
calls. With each transmission, the APX radio with Location on PTT will send its Global
Positioning System (GPS) location to the dispatch mapping application. ASTRO 25 Location on
PTT provides timely, accurate location information when needed most--during emergencies
and critical incidents that require intense voice collaboration.

The figure below demonstrates how a portable radio sends its location via PTT to a dispatch
operator.

( l))

Figure 2-7: Location on PTT Over Voice Channels

The Enhanced Geo Select feature enables an APX radio to immediately take action when
crossing a defined geographical boundary, or "geofence", allowing for quicker incident response
times with automatic incident alerts and auto talkgroup channel selections.

Radios no longer need to send their information to the mapping application and wait for the
mapping application to send geofence commands back to the radio, radios respond virtually
immediately to new geofence and radio action information.

1
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OPERATIONAL FLOW:

l. A critical lncident
or imporlant change to
operations occurs.

2.13
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2. Dispatcher draws
a geofence {polygon}
boundary in mapping
application and selec!s
radio actions,

3. Geofence
boundaries and actions
are sent down to
radios before radio
enters qeofence,

4. Radio detects
geofence crossing as
it samples GPS and the
radio performs the pre-
programmed actions.
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Figure 2-8: Enhanced Geo Select Operational Flow

SYSTEM CONFIGURATION MANAGEMENT
The ASTRO 25 system will provide the Port's system administrators with a centralized approach
to configuring the proposed system.

Wth the Unified Network Configurator (UNC), the Port's system administrators will be able to
configure networks and devices in the ASTRO 25 system through easy editing screens and
configuration "wizards." Role-based radio user setup, auto discovery of devices/configurations,
and minimized data entry reduces configuration errors and initialconfiguration time. Personnel
can quickly access historical configuration and forensic information, and quickly roll back to
previous configuration versions, if necessary.

The UNC can direct comparison between the current system configuration with any planned
changes, simultaneously displaying the configurations and enabling the scheduling of any
changes for distribution during off hours, minimizing the impact of system changes on
communications. The UNC is highly secure, supporting SSH and SNMP passwords and
providing an automated mechanism to seamlessly roll passwords and passphrases.

The Provisioning Manager (PM) enables the Port's system administrators to provision the
infrastructure and devices in the ASTRO 25 radio system through a GUl. The PM offers a well-
rounded set of features:

Streamlined Web-Based Graphic User lnterface - Requires fewer keystrokes to manage
critical information. Provides a central point for the configuration of operational parameters
for mobile and portable radios, dispatch operator positions, and system administrators.
Batch Creation of Radios and Talkgroups - Minimizes data entry and reuses
confi gu ration information th rough "M ulti-l nsta nce Creation. "

Enhanced Agency Partitioning - Allows system administrators to define data partitions of
system management resources among various agencies and radio users.
Provisioning Manager Audit - enables stricter enforcement of system policies and
provides an efflcient way of troubleshooting configuration issues. Allows the system
administrators to navigate between an audit record and the corresponding configuration
record.
External Provisioning Manager lnterface - Provides an interface that partners with an
identified third-party vendor (Genesis, MCM, Premier One, NGI) to provide an integrated

a
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2-16 System Description

solution for critical customer applications on the system, such as, Asset Management,
Billing, and Fleet Mapping applications.

. Radio and Radio User fields Combined into One Window - Provides efficient
management of user radio provisioning by eliminating the need to enter device information
multiple times.

. lmporUExport Capabilities - Offer a convenient mechanism to export and import data from
external applications using .csv protocol.

With the PM's integrated database, system administrators are required to enter data only once,
improving accuracy, saving time, and maintaining data integrity.

SYSTEM PERFORMANCE MANAGEMENT
The ASTRO 25 performance suite willenable the Port's system administrators to monitor,
manage, and report on system performance in near real-time, as well as proactively plan for
expansion. The performance suite comprises both Motorola Solutions and third-party
management applications that are certified, integrated, and supported by Motorola Solutions.
Together, these applications provide a complete picture of how the system is operating.

GenWatch3@enables the Port's system administrators to view and monitor live traffic, report on
system activity, and manage system resources down to the user-radio level. lt provides at-a-
glance views of network performance from every angle-system, site, channel, slot, agency,
talkgroup, and user radio. GenWatch3 monitors networks from a centralized location and sends
alerts during criticalsystem events. Key Performance lndicators display real-time activity on
calls, busies, connections, and peak usage.

ZoneWatch is a performance management toolthat has customizable displays and grids to
monitor real-time communications activity. The information displayed will help the Port's system
administrators become proactive in resource planning decisions, such as when additional
channels are needed. ZoneWatch also receives fault information related to repeater sites,
console sites, and the zone controller from the Unified Event Manager (UEM).

Affiliation Display provides a dynamic view of the affiliated sites for all operating radios, allowing
the Port's system administrators to monitor how radio users travel between different sites and
communicate with assigned talkgroup members and those outside of their talkgroup. Affiliation
Display traces the state/location of each user radio on the system and can also identify each
user radio's location and afiiliation information by site, console site, radio, channel, and
talkgroup.

The Radio Control Manager (RCM) allows the Port's dispatch operators to monitor and manage
radio events, issue and monitor commands, and make informational queries of the system
database. The RCM allows dispatch operators to perform the following tasks:

. Send commands to radios over the air and monitor their status.

. Check the status of a radio.

. Monitor events sent from radio users in near real time as the information becomes available
in the system.

lnfoVista will provide the Port with interfaces to obtain data from multiple network devices that
support Simple Network Management Protocol (SNMP), including the master site gateways,
Ethernet LAN switches, and Cooperative Wde Area Network Routing (CWR). This data
includes CPU utilization, memory utilization, buffer utilization, port characteristics, and traffic
analysis. ln particular, lnfoVista performs the following tasks:
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. Collects Management lnformation Base (MlB) data at specified time intervals.

. Reports and graphs MIB data for single or multiple devices, spanning daily, weekly, monthly,
and yearly time periods.

. Uses pre-configured report templates to provide customized reports for network transport
devices.

lnfoVista sends warnings and major traps to the Unified Event Manager (UEM) for the key
statistics that it collects. The traps sent to UEM are generated from the daily reports for the
individualdevices. All key statistics have two thresholds:

. Threshold warning (Tw) - lf the statistic exceeds this value, a warning trap is sent.

. Threshold major (Tm) - lf the statistic exceeds this value, a major trap is sent.

These warning messages can be acted on immediately or collected into lnfoVista performance
management reports that can be used to troubleshoot network performance and plan for
increases in capacity.

The Software License Manager will provide the Port with a central interface for network
management licenses, reducing the time, effort, and complexity of software and license
management. The Software License Manager enables the management of system capacity,
system features, application user sessions, and trial licenses. A consolidated view of software
licenses in the system allows system administrators to view current licenses, determine whether
licenses are underutilized, and purchase new features and capabilities.

Flexible Air Traffic lnformation Access (ATIA) allows an external computer to record and archive
air traffic information for all the call processing activities and other site events in the system.
ATIA messages include the date, time, and description of the event that occurred, such as a
user radio registration, call request, or site handover. This information provides system
administrators with details of what is happening on the system. ATIA stream data can be
integrated with third-party applications to produce detailed reports custom- built to the Port's
specific requirements.

Historical Reports will provide the Port with statistical data that is gathered at specific, predefined
time intervals. System administrators can use these reports to monitor and analyze information
about sites, channels, talkgroups, and radio users. This data is displayed using predefined
report templates and parameters. Historical reports allow system administrators to do long{erm
analysis of traffic data.

Radio Control Manager (RCM) Reports willallow the Port to create, view, print, schedule, and
export standard reports from actual RCM server database information. These reports use a
common format so the data can be displayed and manipulated through standard spreadsheet
applications. RCM Reports enable system administrators to display and analyze data showing
RCM activity on the system.

Dynamic Reports monitor and report usage trends to improve radio and talkgroup system
management. System administrators will be able to closely examine what happens during a shift
or set period of time, for example, checking the busy count to see if calls are being missed.
Through the analysis of data delivered by Dynamic Reporls, the Port can develop plans for
system expansion and design upgrades to improve communications.
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SYSTEM FAULT UIANAGEMENT
System performance depends on the proper functioning of the system's soffuvare and
components. The proposed system includes the following features to facilitate the detection,
isolation, and resolution of events that are reported by system components.

The Unified Event Manager (UEM) provides criticalfault management, including processing and
presentation of events that are sent by managed devices. Historical and real{ime traffic screens
will give the Port's system administrators access to radio events, radio status, and any device
alarms.

The UEM supports the following main functions:

. Device discovery - The UEM is optimized to quickly discover the managed devices in the
system.

. Fault management - Fault management in the UEM includes processing and presentation
of events sent by a managed device.

. Supervision - The UEM periodically checks its ability to communicate with the devices it
manages.

. Synchronization - The UEM performs synchronization automatically, by validating the
health of a device with the information stored in the fault management database.

The UEM will provide secure communications with the Port's managed devices. lf a loss of
communication with a managed device occurs, that failure will be reported to the UEM, which
will alert administrators according to the severity of the event. The UEM's alarm view
dynamically updates based on the condition of the reported device (that is, the alarm will be
cleared from the alarm view when a device sends a clear event to the UEM).

The UEM is the system's main fault manager, aggregating all system health information and
managing the status of non-Motorola Solutions equipment through SDM3000 Remote Terminal
Units (RTUs). Devices from other manufacturers managed by the UEM include power and
security equipment, microwave radios, and environmental alarms for doors, and controltower
lights.

UEM Enhanced Navigation enables advanced navigation and data visualization capabilities in
the UEM client. The user can navigate through zone and system health information using a drill-
down navigation concept, traversing through additionalviews and visualizing data related to
infrastructure health. The enhance navigation enables the following features:

. System Map.

. Site View.

. Network Element View.

. Visualization of RTU Digital lnpuVDigital OutpuVAnalog lnput information.

. Advanced drill-down navigation.

The UEM Microwave View enables an advanced map view of microwave radio infrastructure,
enabling system administrators to view the status of all microwave radios in a system on a
single map screen. The microwave radios are represented as symbols on a static or
geographical map, including the capability to mark the link relation between specific microwave
radios.

The UEM Simple Network Management Protocol (SNMP) Element Management Toolkit
enables third-party vendors to define SNMP messages between their devices and the UEM,
allowing system administrators to monitor faults on critical third-party devices directly from the
UEM.
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UEM EmailAlarm Notifications will allow the Port's system administrators to configure e-mail
notifications for events and alarms in the Unified Event Manager (UEM) application. Alarm
notifications can also be fonvarded to a mobile device such as a cell phone or personaldigital
assistant (PDA).

North Bound lnterface (NBl) describes an interface offered by many Network Management
System (NMS) products, such as Unified Event Manager (UEM), which allows for NMS features,
functions, and data to be accessible for Operations Support System (OSS) and Manager of
Managers (MoM). NBI uses SNMPv3 and the User-Based Security Model (USM)to provide
secure communication between the UEM and NMS. NBI offers the following services:

. NBI Event Forwarding - The events reporled on the UEM are sent to registered NMS
products using SNMPv3 traps.

. NBI Notification Persistence - The UEM stores the last 300 fonruarded events to enable
the NMS to quickly retrieve any events it may have missed.

. NBI Event Synchronization - The UEM provides the means for the NMS to query and
obtain a set of events from the UEM datastore. This feature is typically used to obtain events
missed due to lost traps or when connectivity between the UEM and NMS is lost temporarily.

. Getting QuickSync events - The UEM provides the means for the NMS to query and
obtain a set of events from the UEM datastore. This feature is typically used when the
missed trap is within the most recent 300 traps captured in the NMS.

. NBI Alarm Synchronization - The UEM provides the means for the NMS to query and
obtain a set of alarms from the UEM datastore. This feature is typically used to re-
synchronize fault information on the NMS after an exlended outage.

SYSTEM ALERTING CAPABILITIES
Certain circumstances require the immediate alerting of personnel. \Mether a specific individual
or an entire group of radio users needs to be notified, the proposed system will provide the Port
with the capabilities needed to alert dispatch operators and radio users of important information
and critical situations.

The Call Alert feature uses the control channel to enable a dispatch operator or radio user to
page another dispatch position or individual radio without affecting voice channel capacity. Call
Alert sounds a tone on the receiving radio and returns an acknowledgement to the initiating
radio. lf the receiving radio is in a voice call, the alert tone sounds in the background, so the
voice message continues to be clearly heard.

:-
rThe Emergency Alarm and Emergency Call features provide the alerting capabilities needed for critical
;situations. With Emergency Alarm and Emergency Call, a radio user can quickly inform the dispatch operator of
ia lifethreatening situation. The simple press of the radio's emergency alarm button sends an audible and
:visible alarm and the user radio's lD to the dispatch operator and, potentially, other talkgroup members.

2.16

ALERT DISPATCH OF AN :

EMERGENCY WITH THE
PUSH OF A BUTTON

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

System Descflption 2-19

The dispatch console receives immediate notification, even when the system is busy, and an
available channel is assigned immediately to the emergency call. lf the system is busy, the
Port's dispatch operators will be able to choose between two alternatives for handling
emergency trafiic:

. Top of the Queue - The emergency caller is put at the top of the busy queue. As soon as
the first radio user on any channel de-keys, the emergency caller is assigned that channel.
This approach prevents contention for the channel.

. Ruthless Preemption - The zone controller re-assigns the channel with the lowest priority
call to the emergency caller-a feature unique to Motorola Solutions trunking systems.
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With Site Selectable Alerts, the proposed ASTRO 25 radio system will allow the Port to
customize preconfigured alert tones and voice messages to all APX user radios at selected RF
sites. The alert sounds in the background of an active call and on idle radios. User radios display
a short message. Up to 15 alerts can be configured in advance, and then selected by user radio
to be broadcast once or repeated at a specified cadence. Preconfigured notifications are ideal
for alerting team members to take appropriate actions, such as "vacate the area", "move to
Stage 3", or "return to the command post".

2.17 SYSTEM BACKHAUL EFFICIENCY
The efficiency, reliability, and capacity of the ASTRO 25 radio system backhaulare crucialto
overall network performance. The proposed solution for the Port includes MPLS Routers to
efficiently manage and segregate lP trafiic between destinations.

2.18 SYSTEM COMPONENTS
An ASTRO 25 radio system is comprised of a master site and one or more radio frequency
sites. This section provides descriptions of the components at each location.

2.18.1 Master Site Gore Gomponents
The equipment at an ASTRO 25 master site provides an adaptable and affordable platform for
mission criticalwireless communications in a scalable and virtualized configuration. The master
site equipment comprises the system's core components, including a common server
architecture (running the applications that provide command and control for the system) and
LAN switches (routing information to and from the master site to the radio frequency sites that
provide system coverage).

218.1 .1 Common Server Architecture
A master site's Common Server Architecture (CSA) deploys server applications with the
Linux/Windows operating systems on a HP DL3B0 Virtual Management Server (VMS) host. The
VMS hosts the following server applications through VMware in a Virtual Machine (VM)
environment:

Air Traffic Router (ATR)- Captures data exhibited by Affiliation Display, Dynamic Reports,
Historical Reports, Radio Control Manager (RCM) Reports, and for systems with the lnter-
RF System Gateway (ISGW employing the lSSl 8000/CSSI 8000 feature. The ATR also
captures foreign talkgroup and foreign Subscriber Unit ldentifier information for ZoneWatch
to display.
Backup and Recovery (BAR) Server - Backs up and restores critical data.
Core Security Management Server (GSMS)- Provides antivirus service and multi-factor
authentication.
User Configuration Server (UCS)- Stores information about user radios, talkgroups,
critical sites, and security information.
Zone Database Server (ZDS) - Exports infrastructure and subscriber information it receives
from the User Configuration Server (UCS) to consoles and site gateways (conventional
channel interface).
Zone Statistics Server (ZSS) - Provides database storage of statistics and back-end
processes required for zone-level functions.

a
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. Zone Controller (ZCl - Provides centralized control for call processing and mobility
management functions.

. License Manager - Stores and manages software licenses.

. Unified Event Manager (UEM) - Provides fault management.

. Unified Network Gonfigurator (UNC) - Provides controlled and validated configuration
management of system devices.

. Authentication Center (AuC) Server - Provides key management function in the system
and stores authentication keys.

. Firewall Management Server (FMS)- Enables ongoing monitoring, management, and
resolution of events and alarms generated by the firewalls.

. Centralized Event Logging Server (Syslog) Seruer - Captures Operating System (OS)
events generated by most devices in the Radio Network.

. Unified Network Configurator (UNC) Device Seruer (UNCDS)- Enables the UNC to
manage up to 15,000 devices.

. System Statistics Server (SSS) - Stores and provides statistical data for the system.

. vCenter Appliance - Manages all fault tolerant Packet Data Gateways (PDGs) and ATRs

. Network Management (NM) Glient - Provides a virtual workstation for system
administrators and technicians to use for various system-related tasks.

. Dynamic Transcoders - Allows talkgroup calls and radioto-radio (private) calls to
communicate between TDMA channels and FDMA channels at different sites.

. lntersystem Gateway (ISGW)- Supports an lSSl interface and a CSSI interface for
interconnectivity with P25 compatible systems and consoles.

. lP Packet Capture (IPCAP) - Captures transactions between network elements and
collects performance data for Virtual Management Servers (VMSs).

2.18.1.2 Firewall

A firewall provides network boundary enforcement and attack detection features. The firewall
restricts traffic to known sources, destinations, and protocols, based on the hosts and services
that are specified in the firewall configuration. All undefined traffic is discarded.

2.18.1.3 LAN Switches
The master site includes one or more LAN switches. The LAN switches aggregate all the
Ethernet interfaces for all servers, clients, and routers at the core.

The proposed system for the Port will include redundant LAN switches for added system
resilience.

2.18,2 Radio Frequency Site Gomponent Descriptions
An ASTRO 25 Radio Frequency (RF) site supports a wide variety of configurations to meet
critical communications requirements for present and future communication needs. Depending
on the RF site configuration, each RF site has severaldifferent components. The following
components are included in the RF sites provided as part of our solution for the Port.

218.2.1 GTR 8000 Expandable Site Subsystem
The GTR 8000 Expandable Site Subsystem (ESS) (see the figure titled "GTR 8000 Expandable
Site Subsystem") enclosure integrates reconfigured GTR 8000 base stations, site LAN switches,
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and GCP 8000 controllers, along with an optional Radio Frequency Distribution System (RFDS),
depending on the needs of the proposed configuration, into a single cabinet.

The ESS provides the following important benefits:

r lntegrated design provides a smaller footprint at the site.
o FronUtop access design and minimized cabling reduces installand service labor
. lncreased power supply redundancy through common power bus.

Figure 2-9: GTR 8000 Expandable Site Subsystem - lntegrates base radios, site controllers, reference distribution modules, and
Ethernet LAN switches in a single cabinet.

Voice traffic is routed from each of the site base stations to the system for distribution to all sites
associated with the call.

218.2.2 Enhanced GGM 8000 Conventional Channel Gateway
Enhanced ConventionalChannel Gateways (ECCGWs) connect dispatch operators to analog or
digital conventional channels in the system. Up to 16 conventional channels can be connected
to the eight analog and eight V.24 ports on a GGM 8000-based ECCGW in any mixture of
analog, MDC 1200 digitalor mixed mode.

ln addition to the 16 channels supported on the analog andV.24 ports, the ECCGW can support
up to 16 digital conventional channels through its lP port. Mixed mode channels must use a
V.24 porl for the digital portion.

gure 2-10: Enhanced GGM 8000 Conventional Ghannel Gateway - Connects dispatch operators to analog or digital
nal channels in the system.
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2.18.2.3 G-Series Site Components
G-series site equipment uses a standard chassis (see the figure titled "G-Series Chassis") for
individual site components. Six basic modules create the entire G-series platform, resulting in
reduced spare parts inventory. Modules have front access to improve serviceability with hot-
swap support to ensure channels are back on the air in minimum possible time. Standard
battery revert and charging capability is built into every G-series power supply. lntegrating these
capabilities eliminates the need for a large uninterrupted power supply and saves valuable site
space.

Figure 2-11: G-Series Chassis - A single chassis and six basic modules create the entire G-series platform, resulting in reduced
spare parts inventory.

GTR 8000 Site Repeater/Base Radio - The GTR 8000 base radio consists of a transceiver
module, power amplifier module, fan module, and power supply. The transceiver module
includes the functionality for the exciter, receiver, and station control. The base radio
software, configuration, and network management, as well as inbound/outbound traffic
handling, are performed through this transceiver module. On-board serial and Ethernet ports
are located on this module for local servicing through Configuration/Service Software (CSS).
The power amplifier module amplifles the low-level modulated RF signalfrom the
transceiver module and delivers the amplified signal on the path to the transmit antenna.
The power supply module supports the transceiver and power amplifier modules, and can
also provide auxiliary power to a connected site controller or receive multicoupler/low noise
amplifier.
GCP 8000 Site Controller- The GCP 8000 Site Controller is used at an ASTRO 25
trunking site to assign voice and data channels, manage and report alarms on site
resources, provide Ethernet switching capability, and provide a frequency reference to GTR
8000 Base Radios. The frequency reference is provided either via a GPS receiver or an ultra
high stability oscillator. The nature of these frequency references eliminates or minimizes
site visits for frequency tuning servicing.
GCP 8000 Conventional Site Controller- The GCP 8000 Conventional Site Controller
provides mission critical call processing and mobility management throughout the ASTRO
25 conventional system. The GCP 8000 interfaces through the Ethernet LAN switch,
providing access to the packet switched network through the core gateway. Equipped with a
single controller module, the GCP 8000 can support the full set of dispatch consoles,
archiving interface servers, and conventional gateways.
GCM 8000 Comparator - The GCM 8000 Comparator supports up to 32 trunking remote
sites and up to 64 conventional sites for simulcast or receiver voting. lt performs frame-by-
frame voting on multiple received signals and recombines the frames to produce a signal
with the best possible audio quality. GPS launch-delay timing ensures seamless broadcast
of the voted frames from multiple voice signals into one high-quality transmit signal.
GPW 8000 Receiver - ln conventional and trunking voting or simulcast voting applications,
the GPW 8000 Receiver increases in-bound signal coverage for subscribers. Physical space
is optimized at receive-only sites with the GPW 8000 space efficient dual receive module
design. The GPW 8000 receiver will allow the Port to reuse legacy receive-only stations.

I
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Trunking GPW 8000 Receivers also support TDMA. A GPW 8000 unit with two TDMA-
enabled receive modules supports four simultaneous voice or data streams.

2.18.2.4 Simulcast High Availability (HA)

The Simulcast Prime Site High Availability feature replaces the standard two LAN switch
configuration (three switches for more than 15 remote sites) at the simulcast prime site with four
LAN switches setup in a mesh configuration. When the same site resources are spread across
four LAN switches, the failure of a single switch will remove fewer resources, improving the
general availability of resources and preserving redundancy.

2.18.2.5 Prime Site Ethernet Switches
Two paired Ethernet switches form the prime site LAN in a system with lP simulcast sites. They
are paired for redundancy so if one of them fails, half of the hosts (site controllers, comparators)
on the LAN are still connected to a working Ethernet switch. ln addition to these switches, a third
Ethernet switch is required for lP simulcast prime sites equipped with more than 15 remote sites.

2.18.2.6 Dual Prime Site Link

ln a dual prime site link configuration, there are two prime site routers, each of which is attached
to a different prime site LAN switch. This ensures that if either switch fails, there is still a path to
a prime site router for connectivity to the master site.

2.18.2.7 Dual Remote Site Link Switches
ln a dual remote site link configuration, two switches are used so that there is no single point of
failure for the remote site's entire lP network.

2j8.2.8 Dual Remote Site Link Routers

The remote site access routers, located at the prime site, provide the lP network routing
interfaces between the prime site and allof the remote sites. ln the dual remote site link
configuration, two remote site access routers each serue as the endpoint for one of the remote
site's Wide Area Network (WAN) links. The remote site access routers support T1, FT1, E1, FE1
and Ethernet links.

2.18.2.9 GGSN Router
Motorola Solutions'General Packet Radio Service (GPRS) Gateway Service Node (GGSN)
router provides for the internetworking between the ASTRO 25 dala system and the Customer
Enterprise Network (CEN), allowing for independent management of lP addresses across
networks.

The GGSN router handles the lP routing services in support of end{o-end lP data messaging
These services include Static and Dynamic lP addressing, lP fragmentation, and ICMP error
reporting messaging for diagnostics and troubleshooting.

2.18.2.10 SDM3000 Remote Terminal Units (RTUs)

The SDM3000 Remote Terminal Units (RTUs) (see the figure titled "SDM3000 Remote
Terminal Unit") enables the Unified Event Manager (UEM) to acquire information regarding the

November 1,2019
Use or disclosure of this proposal is subJect
to lhe restrictions on the cover page.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2-24 System Description Motorola So/utlons Confidential Restricted 4D



fault and conflguration of elements/devices in sites. Each SDM3000 RTU has a web serverthat
provides service access through a standard web browser. An RTU can retrieve the topology
map of the site and alarms stored in the events buffer.

Figure 2-1 2: SDM3000 Remote Terminal Unit- Enables the UEM to acquire information regarding the fault and confrguration of
elements/devices in sites.

2.18.2.11 GGM 8000 Gateway
The GGM 8000 core gateways provide routing control of audio, data, and network management
traffic for devices that fonruard packets beyond their local LAN. The gateways replicate packets
while achieving the fast access levels required by real{ime voice systems.

iFigure 2-13: GGM 8000 Gateway - Provides routing control of audio, data, and network management traffic
lfor devices ihat forurard packets beyond their local LAN.

Note: Redundant gateways have been provided in the proposed system design

2j8.2.12 TRAK 9100 Simulcast Site Reference
The TRAK 9100 Simulcast Site Reference (see the figure titled "TRAK 9100 Simulcast Site
Reference") is a GPS-based frequency and time reference. The TRAK frequency reference
provides the simulcast system 1 Pulse per Second (PPS), 5 Millions of Pulses per Second
(MPPS), and 1 PPS + 5 MPPS composite signals. These signals are used to synchronize the
simulcast transmissions, improving overall performance and coverage. The TRAK 9100
provides a high-level of redundancy, including redundant GPS receivers, a backup rubidium
standard, and redundant power supplies.

Figure 2-14: TRAK 9100 Simulcast Site Reference - Provides the simulcast system 1 PPS, 5 MPPS, and 1 PPS + S MppS
composite signals to synchronize the simulcast transmissions.

2.18.2.13 Radio Frequency Distribution System
The Radio Frequency Distribution System (RFDS) connects base radios and antennas, allowing
for a completely contained and more compact installation footprint. For the transmitters, this can
include isolators, combiners, TX filters, diplexers, and power monitors. For the receivers, this
can include duplexers, site preselectors, and multicouplers.
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218.2.14 Network Time Protocol Server
The Network Time Protocol (NTP) Server performs time-synchronization of devices on a
network. Time synchronization is critical because activities to manage, secure, and troubleshoot
network devices often involve determining the timing of the alarms, events, and other
information captured by the event logs and software applications that manage and support the
system. The NTP can provide synchronization within several milliseconds of Coordinated
UniversalTime (UTC), and NTP servers often employ Global Positioning System (GPS)
receivers to provide time synchronization.

2.18.2.15 Site LAN Switch

The site LAN switch provides a LAN interface for site equipment and a LAN port for the site
gateway. Through the switch, the service technicians gain access to service the site, and also
access to the system's Graphical User lnterface (GUl).

2.18.2.1 6 Terminal Server
The Terminal Server provides serial access to Network Management (NM) servers and network
transport equipment in the Radio Network lnfrastructure (RNl). The terminal server has a
separate direct RS-232 connection to each of its supported devices. ln the event of a major
failure, the Terminal Server provides dial-up access for troubleshooting. This interface is
intended exclusively for Motorola Solutions Service personnel.

2.18.2.17 KMF Web-Based Thin Client
The Key Management Facility (KMF) is a robust encryption key management solution that
supports Motorola Solutions-specific and P25 features, including Over{he-Air-Rekeying
(OTAR). Using the KMF Web-Based Thin Client, users can generate detailed reports, receive
status updates, and monitor system data visualizations. This information can be created,
inventoried, and distributed to encrypted endpoints, including consoles and radios.

Figure 2-15: KMF Web Based Thin Client Sample Screens
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2.18.2.18 KVL 4000 Key Variable Loader

The KVL 4000 (see the figure titled "KVL 4000 Key Variable Loader") is Motorola Solutions'
encryption Key Variable Loader for secure-enabled Motorola Solutions products. Equipped with
the Motorola Solutions MC55 handheld, the key loader is outfitted with state-of{he-art features
and a user interface for increased efficiency and programming flexibility. A large LCD color
display, paired with an easy-to-use alphanumeric keypad, enables simple viewing and data
entry. Built with legendary j

Motorola Solutions quality and :

security, the KVL 4000
withstands everyday use in
federal and public safety
environments.

l
I

lfigure 2-16: KVL 4000 Key Variable Loader - Features a large LCD color
ldisplay and a user Interface for increased efficiency and programming
iflexibility.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

November 1, 2019
Use or disclosure of this proposal is subject

to the restriclions on the cover page.

@ Motorola So/utlons Confidentiat Restricted System Description 2-27



2.19 MCCTsOO DISPATCH CONSOLES
Motorola Solutions proposes our MCC 7500E dispatch console to provide the Port of LA with
the confidence of state-of{he-art secure communications, seamless lP-based connectivity,
flexible system architecture with scalable components, and centralized console management.

Motorola Solutions designs its console to help reduce the total cost of owning an lP-based,
feature-rich dispatch system without compromising quality and reliability. The console provides
the Port of LA with sophisticated network management and easy migration to future capabilities

2.19.1 Dispatch Gonsole Gonfiguration for the Port of LA
The proposed console will interface seamlessly with the Port's ASTRO@ 25 system.

The proposed solution offers the Port g dispatch positions. The figure titled "MCC 7500E
Dispatch Position" shows an MCC 7500E operator position.

Figure 2-17: MCC 7500E Dispatch Position provides a small form factor, familiarGUl, and advanced features.

The table titled "Dispatch Locations" outlines the number of consoles and their location.

Table 1: Dispatch Locations

2.19.2 Embracing lnteroperability and lntegration
Motorola Solutions is an active participant in establishing P25 standards for interoperability. The
proposed console is a key component for the interoperability of the ASTRO 25 system. When a
situation requires coordination between multiple agencies, the proposed dispatcher can patch
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together Mutual Aid radios and required subscribers on the ASTRO 25 system (see the figure
titled "Mutual Aid Components").

lncident conversations are seamless from the moment of the patch initiation and can be
recorded like any talkgroup conversation within the Land Mobile Radio (LMR) network. The
dispatcher can also take part in and monitor conversations for the duration of the incident, as
necessary.

Dispatch
Gonsole

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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Figure 2-18: Mutual Aid Gomponents - Mutual Aid agency radio systems connect to the ASTRO 25 network through a
CCGW.

2.19.2.1 lntegration with the ASTRO 25 Network
The proposed dispatch console seamlessly integrates into the Port's ASTRO 25 system without
interface boxes, digital voice gateways, or backroom electronics for an integrated, mission-
critical network. This tight union between radio infrastructure and console equipment has several
operational benefits to the Port of LA.

The physical space to accommodate the proposed console is comparable to that required for a
personalcomputer. The console can access both trunked talkgroups and conventional radio
channels over the same network. This architecture reduces overall transport costs and the need
for duplicate fixed network equipment.

2.19.2.2 Connection to ASTRO 25 System
The flexibility of the ASTRO 25 system architecture allows the connection of the proposed
console to be suited specifically to the Port's needs.

Dual Site Link

The proposed console site for the Port is remote from the core site and features redundant site
links to provide path diversity. The console site has two logical connections to the core site with
each connection using a different core router.
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Each console site gateway provides an interface that handles the following lP traffic between the
proposed console center and the Port's ASTRO 25 core site:

. Network management traffic.

. Call control and audio traffic for all the calls being handled by the dispatch positions.

. Aux l/O traffic for the Aux l/Os being handled by the dispatch positions.

The site gateways fragment large lP packets according to industry standards, prioritize packets,
and convert Ethernet data to the desired transport medium.

LAN Switches

The site LAN switches provide LAN interfaces for console site equipment and a LAN port for the
link to the core site. Through the switch, service technicians can access the system's
configuration manager and service the equipment.

Advanced Conventional

This option provides the dispatcher with the ability to control ASTRO 25 conventional channels
and/or MDC 1200 channels.

Conventional Base Station lnterfaces

The proposed consoles access and controlthe Port's analog and digitalconventional base
stations through the use of Enhanced Conventional ChannelGateways (ECCGW. The console
processes audio received from the station and controls various features on the stations, such as
frequency selection, private line selection, and repeater on/off.

Additionally, the ECCGWS allow for recovery of MDC 1200 and digital signaling, such as unit lD
and emergency alarm.

2.19.3 Making Consoles Easy to Operate
Motorola Solutions designs its proposed console to provide mission-critical audio between the
dispatcher and users in the field. lt is optimized for real-time audio, prioritizing emergency calls
over other traffic, and minimizing voice queuing. Using robust error mitigation to maintain call
quality even when the system is heavily loaded, the proposed console reduces communication
errors that may force dispatchers or radio users to repeat their transmissions.

2.19.3.1 Customizable Dispatch I nterface
The proposed console provides dispatchers with a graphical user interface (GUl) that can be
customized by agency or by individual users to optimize user efficiency. Based on dispatcher
preference, the proposed GUlcan be customized to show details of trunked and conventional
RF channels on a per-channel basis.

Busy dispatchers can respond to a missed call by simply clicking on an entry in the Activity Log
The number of calls and call information displayed in the Activity Log is customizable to suit the
needs of the user. The status of Auxiliary l/Os can be easily interpreted from the GUlwith the
use of familiar graphical icons, such as a door shown open or closed.

lnbound Event Display

For those users who prefer a call-based GUl, the proposed console supports the lnbound Event
Display (lED) GUl. The IED GUI displays incoming radio events in a queue format. The
dispatcher can manage and respond to these events directly from the queue.
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Filtering and sorting features are available to allow the information in the queue to be tailored to
the needs of the dispatcher. The console can be configured to operate in "quiet mode" when
using the IED GUl. This is well suited to customers who operate in a RequeslTo-Talk (RTT)
environment.

2.1 9.3.2 Auxiliary I nputs/Outputs
The proposed console supports GlobalAuxiliary lnputs/Outputs (Aux l/Os)for remote status
indications or remote controlthrough dispatch positions. GlobalAux l/Os are typically
implemented by hardware that is independent of the dispatch positions in a system and may be
accessible to multiple dispatch positions. Aux l/O Servers provide the Aux l/O feature for the
consoles.

2.19.3.3 Standard Radio Transmission and Reception
A typical proposed dispatch position has a headset and two speakers. One speaker is for
selected audio and the second speaker is for all remaining unselected audio. Additional
speakers can be added to a console allowing dispatchers to configure a specific speaker for a
set of designated audio sources. This simplifies multitasking between multiple audio sources
and allows flexibility in the way the audio is presented to the dispatcher.

Receiving Calls from the Field and Other Dispatchers

The proposed console provides dispatchers with greater flexibility for how to hear calls from field
radio users and other dispatchers. Each dispatcher can define his or her own audio reception
profile by selecting a single audio source, whether conventional or talkgroup, to be heard on a
selected speaker or headset (Single Select). The dispatcher can also define groups of radio
resources that can all be heard on a selected speaker or headset (Multi- Select).

lnitiating Calls to the Field and Other Dispatchers

The dispatcher has several different ways of initiating a call. ln most circumstances, a General
Transmit is appropriate. \Mth the General Transmit, the dispatcher selects a resource on the
console and activates the transmission through a footswitch, headset transmit button, or a
microphone transmit button. lf the dispatcher needs to quickly transmit on a resource that is not
selected, the dispatcher uses the lnstant Transmit function.

An Instant Transmit safety switch prevents accidental activation of functions that may cause
negative consequences. The safety switch can be used with Aux l/Os and preprogrammed
pages, as well as lnstant Transmit switches.

Audio Communication to the Field and Other Dispatchers

The dispatcher can transmit audio in different ways. They can make calls to all users listening to
a specific conventional radio resource or a specific trunking talkgroup. When multiple resources
are required, the dispatcher can select additional talkgroups and/or conventional channels, as
needed using the Multi-Select feature.

The proposed console also enables dispatchers to make private calls to individual field radio
users or dispatchers. Once a private call is established, it can be patched in with another
resource at the dispatcher's discretion.

Controlling Console Audio

The proposed console offers dispatchers several different ways of controlling or muting the
audio on their consoles, such as the following:
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. Audio volume can be changed for any specific resource.

. All non-selected resources on the console can be muted for 30 seconds (All Mute) or
unmuted, if already muted.

. A dispatcher can transmit on a resource while receiving audio from the same resource or
other resources.

. A dispatch position can be configured to automatically mute the other dispatch audio on a
shared resource to prevent acoustic feedback when a co-located dispatch position
transmits.

. RF Cross Mute automatically mutes the receive audio from a specified channelwhen the
dispatcher transmits on another specified channel to prevent acoustic feedback.

Controlling Network Audio

Dispatchers can control audio on the ASTRO 25 network. The dispatcher can enable or disable
radio users to compartmentalize traffic, reduce interruptions, and maintain communications
between dispatch and the field. When this function is enabled or disabled, all dispatch consoles
with this resource assigned are updated with the current status of the feature. This feature can
be controlled from any dispatch position.

2.19.3.4 Emergency Radio Transmission and Reception
As part of a mission-critical communications network, the proposed dispatch console facilitates
immediate prioritization and resolution of emergency communications between the Port's
dispatch and first responders in the field. This enables dispatchers and first responders to focus
on their mission and not their equipment, especially during critical situations.

Receiving an Emergency Call

When a user in the field or another dispatcher initiates an emergency call, the console emits
both visual and audible indications (Emergency Alarm). The audible indication alerts the
dispatcher that an emergency is undenruay; the visual indication directs the dispatcher's attention
to the specific resource making the emergency call. The dispatcher can immediately reserve a
voice channel for the duration of the emergency.

Responding to an Emergency Call

A dispatcher can bypass the standard console interface to auto-open a quick list, which contains
specific controls for recognizing an emergency call, initiating an emergency call, and ending an
emergency call (Auto-Open of Quick List). The dispatcher can then recognize the emergency
call, which ends the audible emergency indication and notifies all dispatchers that the
emergency is being addressed (Emergency Recognize).

The audible emergency indication may also be muted by a dispatcher without recognizing the
emergency alarm (Mute Tones at a Single Op). This can be used in a situation where one
agency is monitoring a channelthat belongs to another agency. That channel can be configured
to not generate audible and/or visual emergency indications.

Ending an Emergency Call

\Men an emergency is over, the dispatcher can end the Emergency Alarm. The visual
indication on the dispatch position GUI is removed, and the console informs the other dispatch
positions that the emergency is over (Emergency End/ Knockdown). The emergency mode
remains active on the initiating radio unit until it is ended (reset) by the radio user.
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2.19.3.5 Radio Patch Control
The dispatcher can patch communication between trunked and/or conventional radios that are
normally unable to communicate with each other due to different features, programming, or
even different frequency bands. A patch group is a group of linked resources that can both
receive messages from a console and transmit to allother members of the patch group.

Setting up a Standard Patch

Patches are supported between trunked resources and/or conventional resources. After the
patch is created, the dispatch position transmits all audio on one resource to all other resources
in the patch group. ln a patch between trunked resources, patched radio users with displays see
the lD or alias of the other patched radio(s), as opposed to that of the console. This minimizes
confusion and the need for the dispatcher to intervene in the call. Patches are automatically
reestablished, if interrupted, so the dispatcher can concentrate on continuing operations.

Predefined Patches

Patches can be predefined and automatically reinitiated each time a dispatch position computer
is restarted (Patch Auto-Start).

2.19.3.6 Call Management and Control
The dispatcher can use the following functionality to manage and control audio for different
types of calls between the dispatch position and radio users or other dispatchers.

Automatic Prioritization of Calls

Calls on the dispatch position are prioritized through a transmission hierarchy. Calls from
primary supervisors take priority over those from secondary supervisors, which in turn take
priority over non-supervisors. lnstant Transmit or All-Points Bulletin (APB) transmissions,
regardless of whether they are from a supervisor, take priority over general or patch
transmissions.

Multiple dispatchers can be designated as primary supervisors on the same system, which is
usefulwhen multiple agencies share one system. \Mth the Network Manager Client installed,
supervisors can disable and enable dispatch console functionality as needed.

Manual Prioritization of Calls

System Access Priority Select allows a dispatcher to prioritize trunked resources on the system
as either normal or tactical. A dispatcher can change the priority of a trunked resource to tactical
to give the resource a better chance of gaining communication access on a busy system. Only
emergency calls have a higher priority than tactical.

When the System Access Priority Select status of a resource is changed, it is updated at all
dispatch consoles in the systems that are monitoring that trunked resource.

Using the Multi-Select Feature

The Multi-Select feature allows a dispatch position to define groups of selected radio resources.
\Men a Multi- Select group is opened, all of the resources in the group are simultaneously
selected. Resources can be added or removed from a Multi-Select group while the group is
open. The dispatcher can transmit on several resources simultaneously or can listen to multiple
resources simultaneously in their headset or select speakers.
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Standard Call lndications

The dispatch position indicates the availability of any given resource, regardless of whether the
resource is involved in a transmission. An inbound call indication provides the dispatcher with a
visual cue of audio activity on a radio resource and allows a dispatcher to see at a glance what
the status of a resource is at any moment.

CallAlerting

A dispatcher can use Call Alert to page an unattended radio or dispatch position through a
series of beeps and an indication of the sender's lD. \Men available, the radio user or
dispatcher sees the unit lD of the calling dispatch console or radio lD and is able to return the
call.

Additionally, a Call Alert can trigger an activity. For instance, a Call Alert may cause a vehicle's
horn to sound and its lights to flash. The dispatcher can even send a Call Alert to a user who is
involved in voice and data communications over the network.

2.19.4 Capturing and Logging Audio
The proposed console system includes a logging recorder subsystem that enables the recording
and replay of audio and other information associated with real{ime conversations over the
network. These capabilities provide the Port's personnel with clear audio and enough
information to easily understand the context and content of any recorded transmission.

This proposal includes logging recorders that record up to sixty (60) simultaneous conversations
coming through the Archiving lnterface Server (AlS).

ln addition to recording audio, the logging recorder has the ability to capture the following
information, if supported :

. Talkgroup and channel information

. User identification, such as unit lD and alias

. Calltype, such as Talkgroup Call, Telephone Patch Call, and Emergency Call

. Non-voice events, such as CallAlerts, Radio Status Check, and Radio Message

Upon playback, this information can be displayed and searched to retrieve a desired call. The
logging recorder's capacity is based on the number of radio transmissions it needs to record
simultaneously, not on the number of channels that it can record.

A call can be saved either as a complete call (audio and any information associated with the
call) or as a simple .wav file. Files saved as complete calls must be played using the application
included with the logging recorder. Files saved as .wav files can be played on any application
that supports them.

2.19.4.1 Record and Replay of Archived Calls
The logging recorder for the the Port of LA is an lP-based recorder that can record all lP traffic
sent to it. lt provides the Port with the capability to record audio at the same level of quality as
that heard at the dispatch position. ln addition, it can record information associated with the call
beyond just the audio.

A replay station can access recordings on multiple recorders, even ones that are not being used
with AlSs. This provides the user with a complete view of everything being recorded from a
single point.
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2.19.4.2 Management of Logging Recorder Subsystem
Security and fault management for the logging recorder subsystem are configured and
managed by a common administration application, residing on either a playback station or a
dedicated PC. Administrative personnel can use the management controls of the logging
recorder subsystem to configure how calls are recorded.

On a global level, administrators can define which calls are recorded by which agency or
department. On a more granular level, administrators can define the following recording
behavior:

. Which talkgroups and conventional resources to record and which resources are critical.

. Whether secure calls are recorded.

. What access rights are assigned to replay station user accounts.

. Vy'hat operational characteristics are assigned to the recorders (for example watermark limits
for the recording media, or what to do when the recording media fills up).

2.19.5 Protecting Consoles and Communications
The console enables end{o-end encryption from the dispatcher to the ASTRO 25 network, so
that the Port's communications will not be undermined by unencrypted transmissions. Each
dispatcher is able to fully participate in secure communications while being confident that
sensitive, vital information is not heard by unauthorized individuals.

2.19.5.1 Secure Access to the Console
To use the dispatch position, a dispatcher must enter a valid radio system user account name
and password. The dispatch position validates that information with the radio system's network
manager and allows the dispatcher to access only the resources for which the user has access
rights. This also applies to third-party applications that use the dispatch console's APl.

2.19.5.2 Secure Communications at the Console
The console encrypts and decrypts radio voice messages. Thus, radio voice messages are
encrypted from end{o- end between the radio user to the dispatch position. The dispatcher can
choose whether to encrypt their transmissions on a particular trunked resource. Dispatchers can
interface with agencies that have different encryption configurations without any manual
intervention or delay.

2.19.6 Incorporating Gonsole Gonfiguration and Management
The proposed console system is configured and managed by the same configuration manager,
fault manager, and performance reporting applications as the radio system. The user can define
exactly which resources are available and how they are presented to the dispatcher. This
provides the Port with a single point for configuring and managing the entire ASTRO 25 system.
Changes are automatically distributed throughout the system.

This centralized approach saves valuable time and effort for system administrators and
technicians and reduces the errors that can occur when radio lDs and other data are entered at
multiple locations. ln addition, call traffic and performance reports for each dispatch position can
be generated from the system's network manager, enabling administrators to quickly and easily
ensure optimal effectiveness and efficiency.
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219.7 Dispatch Gonsole Solution Components
The proposed components are connected together and to the rest of the ASTRO 25 system on
an lP network through console site routers and switches. The console functions as an integrated
component of the total radio system and fully participates in system-level features, such as end-
to-end encryption and Agency Partitioning.

The console connects directly to the radio system's lP transport network without gateways or
interface boxes. Audio processing, encryption, and switching intelligence for dispatch are
performed within each software- based dispatch position without additional centralized
electronics.

Since the network is lP-based, the system interfaces and components can be distributed
physically throughout the network. Some of the available console components are identified
below.

219.7.1 MCC 7500E Console Operator Position
The dispatch position supports commercially available accessories, including a USB
microphone, USB headset, and USB footswitch, as shown in the figure titled "MCC 7500E
Dispatch Position." The following list describes the components included in the proposed
configuration.

TllE MCC 7500E OISPATCH C0lrlS0LE

Local Logging Recorder

lnstant Recall Recorder

External Paging Encoder

External Telephone System
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Figure 2-19: MCC 7500E Dispatch Position supports multiple accessories

Audio lnterface Module (AlM)

The USB Audio lnterface Module (AlM) acts as an interface between analog devices and the
dispatch position and as a general purpose inpuUoutput module. The USB AIM supports audio
routing between the dispatcher and Motorola Solutions standard peripherals. The USB AIM
connects to the MCC 7500E dispatch position with a USB cable.

Personal Computer (PC)

The personal computer included with the dispatch position is Wndows-based and certified by
Motorola Solutions-

Computer Display

The dispatch position will use a Touch Screen Computer Display.

Enhanced lntegrated lnstant Recall Recorder (lRR)

The Enhanced IRR is seamlessly integrated with the dispatch position's software, allowing audio
and call data from any radio or telephony resource to be recorded and easi[ played back. Call
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data includes PTT lDs, name of resource, staft time and date, and stop time and date. Two
analog inputs are available for use with recording audio from externaldevices.

Desktop Speakers

Two (2) speakers have been included with each dispatch position and can be configured to
transmit audio from a specific talkgroup or set of talkgroups. Each speaker is a self-contained
unit, with individualvolume controls, and can be placed on a desktop or mounted on a rack or
computer display.

Headset Jack

The dispatch position supports up to two headset jacks, both pushto{alk (PTT) and non-PTT-
enabled, for simultaneous use by the dispatcher and a supervisor. The headset jack contains
two volume controls for the separate adjustment of received radio and telephone audio.

Headset

The proposed headset consists of two elements. The headset base includes an audio amplifier,
a Push{o-Talk switch, and a long cord that connects to the dispatch position. The headset top
consists of the earpiece and microphone as well as a short cable that connects to the headset
base-

Gooseneck Microphone

The microphone controls the dispatch position's general transmit and monitor features through
two buttons on its base. The microphone can be fastened down or left loose. lt can be used
alone or in conjunction with a headset.

Footswitch

Each dispatch position includes a dual pedal footswitch that controls general transmit and
monitor functions.

Telephone Headset Interface Port

The telephone/headset port provides a connection for an external telephone to the dispatch
position. This allows the operator to use a single headset to communicate on both the radio
system and a telephone system.

Red undant Ethernet Connection

The optional redundant Ethernet connections increase MCC 7500E console availability by
protecting against the loss of multiple dispatch positions. ln the event of a LAN switch failure, the
system will automatically detect and switchover with no manual intervention required.
Dispatching operations will not be interrupted.

2.19.7.2 MCC 7500E Dispatch Console Telephony
The MCC 7500E Dispatch Console Telephony is a scalable solution designed for centers with a
few lines for call center-style operations. Console telephony is highly customizable, with a robust
feature set including features such as global and local phone books, speed dials, calltransfer
and patching of phone lines to radio resources. lts seamless integration into the MCC 7500E
dispatch position makes managing radio and telephony easy and simple.
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APXSsOO CONTROL STATION
. The APX 8500 Control Station is a multi-band radio supporting 700MHz, UHF and VHF.
. lt requires no separate network connection and can auto-switch to a backup DC power

supply (for example a marine-quality battery) to provide seamless communications even
when the power has failed.

. Built with the legendary ruggedness of the APX product line, you can be sure that your APX
8500 will not let you down - even when everything else has.

. Six (6) multi-band APX8500 Mobiles are provided covering 700MHz, UHF and VHF.

. The mobiles are configured as Control Stations to allow backup access to all the
communications capabilities of the system.

UHF CONVENTIONAL BACKUP CHANNEL
A single channel, digital, conventional UHF channel is proposed to provide backup
communications coverage across the Los Angeles metropolitan area generally and the Harbor
District specifically.

VHF MARINE RADIO SYSTEM INTEGRATION
The VHF Marine Radio receivers will allow the Port of Los Angeles to improve and integrate
inbound radio communications coverage along the Port of LA Waterfront and its Watenrrrays for
the VHF Marine CH 16 frequency.

This solution provides the Port of LA the ability to monitor traffic on the VHF Marine channel
from their existing console positions. This receiver voting network will increase the inbound radio
coverage using the addition of three (3) sites located along the port, This receiver voting network
will interface to the new trunking system using GPW 8000 Analog receivers, GRV 8000 Analog
Comparator and a Conventional Channel Gateway (CCGW.

Coverage enhancement is for lnbound (Talk-ln) only.

WAVE (LMR OVER BROADBAND)
Motorola Solutions'WAVE Workgroup Communications platform offers the Port of LA flexible
and affordable push{o-talk (PTT) communications across different devices and networks. By
bridging land mobile radio (LMR) networks and private networks (3G,4G, LTE, and \M-Fi
broadband), the Port's users will have access to a unified, future-ready service where they can
communicate instantly and securely via PTT. WAVE is a highly-scalable platform to tackle today
and tomorrow's difficult environments.
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Figure 2-20: WAVE Workgroup Communications Overview - Enables interoperable communications between devices on both
radio and broadband networks.

2.23.1 WAVE Solution Overview
The proposed WAVE solution is enterprise-grade PTT enabling the Port's users to communicate
on LMR systems using a suite of software clients installed on their mobile devices and
laptop/desktop computers. Supporting up to 5,000 active users at a time, these LMR/broadband
communications include secure and high-performance PTT services that extend
communications beyond the coverage provided by an LMR system itself-a capability useful in
a variety of circumstances.

The proposed solution includes the following capabilities:

. Group Call- Make group calls using any WAVE application with talkgroups of LMR and
WAVE users, WAVE-only users, and LMR-only users. Users select the talkgroup and PTT
just like a radio. All users on a talkgroup hear the speaker's transmission and can reply.
Talkgroups and their assigned participants are created and managed by the WAVE
Management Server module.

. lndividual Private Call (One-to-One)- Make private calls between two WAVE users. A user
selects the person they wish to call from a contact list available within the WAVE application.
Users communicate by pressing and releasing the PTT button in their application.

. Late Call Entry - Join in-progress talkgroup calls if users miss the start of a call.

. Group Text Messaging - Send and receive group text messages with other WAVE users in
a talkgroup.

. Private Text Messaging - Send and receive individualtext messages between two WAVE
users.

. Status, Presence & Location - See the current status, presence, and location of other
WAVE users using any WAVE Communicator. Whether a user shares their location data
with other users is configurable in the applications.
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Short Term and Long Term Recording - Supports audio recording for instant recall playback
and longterm archival recording.
System Management - Provides the interface to create and manage users and talkgroups
and turn on/off the ability to make private calls on an individual basis.
Existing ASTRO 25 radio systems can use WAVE to connect to other radio networks
(analog or conventional), providing true interoperability to address complex communications
challenges and requirements.

Together, these elements provide a common PTT environment across networks, enabling users
to send group and private text messages and transmit user status, presence, and location
information. All licenses necessary for operation have been included as part of the Port's WAVE
solution.

ln the following sections, Motorola Solutions details the proposed components included in the
Porl's solution.

Proposed WAVE Communicator Applications
WAVE Communicator applications enable the Port's users to access any authorized talkgroups
from their device using a suitable data connection (cellular service or Wi-Fi). \Mth the
appropriate WAVE communicator installed on a mobile device, laptop, or desktop computer,
users can listen/talk on broadband-only talkgroups and talkgroups interconnected to LMR
systems, as well as make and receive private calls with other WAVE users from anywhere with
network access (local, regional, or global). The following WAVE Communicator applications are
included as part of the Port's solution:

WAVE Mobile Gommunicator

The WAVE Mobile Communicator transforms users' Android/iOS smart device into a secure,
multi-channel PTT handset without the cost of dedicated hardware. Enable instant
communications with other individuals on a two-way radio, computer or another smart device.
Extend workforce communication to anywhere with mobile broadband access on existing
devices with the existing broadband service providers. Know that communication is protected
with standards-based encryption and security protocols to provide privacy and data integrity
across the WAVE platform.

2.23.2 Elements of WAVE
The proposed WAVE solution for the Port's includes the following two main elements

. A communicator loaded onto a user device (i.e. smartphone, desktop computer).

. A seruer that runs WAVE.

2.23.2.1
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2.23.2.2 WAVE Server Overview
The WAVE Server includes severalsoftware modules that provide the interface to the Port's
system and integrate WAVE Mobile Communicators and PC clients to the WAVE system.

The following WAVE servers, installed as Windows-based virtual machines, are proposed as
part of the Port's solution:

. Media Server

. Management Server

. WAVE Radio Gateway (WRG) Server

. Pro/V Server

The WAVE Server supports PTT communications using commercially available Android and
iOS smart devices running over 3G/4G|LTE public/private carrier networks and public/private
Wi-Fi networks, and PC clients connecting over WAN/LAN networks.

2.23.2.3 WAVE Server and lnfrastructure
The WAVE Server is the self-contained central point of the WAVE solution, managing
communications between WAVE Communicators/Clients and the WAVE system. The server
supports up to 5,000 active users over any Broadband or lP network. The WAVE Server also
offers the following key features for the Port:

. Flexible Client Management: Using the web-based Provisioning Portal, the Port can
manage all aspects of user accounts, from adding/deactivating users, creating or managing
talkgroups, and provision private callcontacts for each user.

. Call Logging: Call logs are maintained on the WAVE server for seven days. Logs can be
exported to a file (csv format) for long{erm traceability and accountability.

. Built-ln Diagnostics: Ships with built-in utilities that allow the Port to diagnose and resolve
issues in network configuration.

. Simple Upgrades: New features and functionality can be added quickly and simply to the
WAVE server as the Port grows and evolves.

Port of Los Angeles
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WAVE for ASTRO 25 Trunked Core

The WAVE Server will directly integrate with the Port's ASTRO 25 Trunked Core directly with an
ISGW. This interface will provide an lP-based wireline connection to the ASTRO 25 Trunked
Core system for a highly-scalable, reliable, and secure broadband PTT integration. ASTRO 25
encrypted talkgroups to WAVE are also supported, with encryption keys securely stored in the
WAVE CRYPTR device.
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2.24 MICROWAVE BACKHAUL UPGRADE

Microwave System Design Summary
This project covers deployment of ten (10) Wavence/MPT-HLC Microwave Systems HOPs as
part of Motorola's solution in support of Port of Los Angeles, CA microwave network project.
Nokia will furnish and install 10 hops of microwave radios. Nokia will install MPT shelves in new
relay racks. Nokia will furnish and install the DC power systems for all site locations. Nokia will
test and turn-up the newly installed microwave radios. Nokia willcomplete the microwave radio
to transmission line connections and inter-bay cabling. Nokia will install new antennas, standard
mounts and transmission lines at all sites that require them. In addition to providing microwave
radios, Nokia will provide performance calculations, path and site surveys, path design, site
engineering services, closeout documentation that includes radio RFC2544 tests, sweeps for
newly installed waveguide runs and as built drawings. Any changes to the scope of this SOW
due to the results of actual site surveys and/or customer changes may result in additional
charges to the Pod of Los Angeles.

2.24.1

2.24.1.1 Equipment and Services in Scope
. Microwave Deployment Services
. 19 x MPT-HL Shelf Kit Single T-R
. 3 x MPT-HL Shelf Kit DualT-R
. 5 x MPT-HLC XCVR L6 GHz WITH COMBINER (5720 - 6425)
. 5 x MPT-HLC XCVR U6 GHz (6425 -7125)
. 7 x MPT-HLC XCVR U6 GHz WITH COMBINER (6425 -7125)
. 9 x MPT-HLC XCVR 11 GHz (10700 - 11700)
. Associated Antenna equipment and cabling

2.24.1.2 Microwave Deployment: Microwave Path Engineering Warranty
FEASlBILITY STUDIES
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Nokia provides feasibility studies of microwave radio paths in support of bidding efforts or when
purchased. Feasibility studies are performed using information provided by or on behalf of the
Port of LA. Results of the feasibility study are provided to the Port of LA and may include (i) a
system map, (ii) a path profile, (iii) path performance calculations, and (iv) a technical report.

Feasibility studies are preliminary in nature and are not intended to represent a final design.
Therefore, no representations, warranty or guarantee is implied or provided. The Port agrees to
assume all risks associated with installing any equipment based on spiderweb maps,
preliminary network and system maps, preliminary path profiles (including antenna size and
location), path calculations (estimated performance), Google Earth, and topology studies
normally presented with a feasibility study.

PATH SURVEYS (DETAILED SURVEY WITH REPORT)

Nokia offers detailed path surveying services to determine or verify site coordinates, site access,
location, ground elevation, on-path obstruction location and height, tower information, proposed
antenna centerline information, and other parameters required to engineer and implement a
microwave radio link.

The present and anticipated future effect of observable on-path obstructions, such as vegetation
and buildings, are also evaluated and incorporated into the path design where applicable.
Where appropriate, roof top access may be utilized in the survey effort. Existing towers are not
climbed as a part of this activity.

The results of the path survey are documented and presented in a formal survey report or
technical report, as required, to Motorola. Some items performed and included in a formal
survey report may include: site location map, site topographic map, access information, site plot
plans, existing tower elevation profile, site photographs, site and path observations, path terrain
feature descriptions, critical point data, engineering notes, path profiles, and proposed
performance calculations.

For detailed Path Surveys, Nokia warrants that geodetic coordinates are accurate to within +/- 1-
second of latitude, +/- 1-second of longitude, ground elevations are accurate to within +l 1

meter, and that heights of identified on-path obstructions at critical points are accurate to within
S-feet. Nokia warrants only the actual paths surveyed.

PATH DESIGN

Nokia offers path design services. Path design services are based on formalfield survey data
gathered by Nokia path surveyors and is warranted. Path designs include profiling a path to
determine antenna centerline requirements, and path calculations to determine the antenna and
radio types necessary to meet Motorola's microwave link performance and availability
objectives.

Recommended antenna centerlines are determined for a range of K-factors expected to occur
during an average year and by the Fresnel zone clearance criteria stipulated by Bell
Laboratories. For areas where poor propagation conditions are known to exist, paths are
assessed for susceptibility to obstruction fading outages using the Bell Laboratories Obstruction
Fading (OBSFAD) model. Additionally, paths are analyzed for ground-based reflections.

Microwave link availability (path availability) is evaluated using current North American industry
accepted models for predicting outage times and diversity improvement factors associated with
normal atmospheric multipath fading (flat and dispersive), rain fading, and obstruction fading.
Every effort is made by Nokia to anticipate the probable occurrence of abnormal propagation
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conditions based on historical documentation, experience, geographical location, and field
survey data.

The final path design documentation will include one or more of the following, depending on the
services purchased by the Port: (i) a system map, (ii) a final path profile, (iii)final path
performance calculations, and (iv)a technical report.

lf radio path using Nokia equipment is installed based on Nokia's recommended path design,
then Nokia warrants the radio path calculations shall conform to Motorola's availability objective
for normal atmospheric multipath fading. Nokia will not be held responsible for excessive
outages or degraded performance due to abnormal fading conditions. Abnormal fading
conditions include, but are not limited to:

Formation of extreme radio refractivity gradients associated with:

. Exceptionally large temperature inversions

. Abnormal temperature/humidity layers

. Fog formation

. Signal trapping caused by surface or atmospheric ducting

. Reflections from unusual or unidentiflable on-path or off-path terrain features, physical
structu res, or atmospheric layers.

. Rain fading due to rainfall rates that exceed the published rates or charts used to predict rain
induced outages.

lf Nokia suspects that abnormal propagation conditions are the cause of degraded system
performance, Nokia will assist Motorola in verifying the conditions leading to the degraded
system performance. After the problem, has been identified, Nokia will support Motorola in
identiflTing possible solutions to the problem and assess the incremental improvement expected
from corrective actions. Any lmplementation of corrective action to remedy this type of problem
shall be the sole responsibility of the Port of LA.

FREQUENCY PLANNING

Nokia offers frequency planning services including frequency selection, prior coordination
process, interference case resolution, and FCC license application documentation preparation
and submittal. Nokia warrants that the interference studies will be conducted using industry-
accepted North American methods, hardware, software and algorithms; and that the frequency
database willbe maintained as accurately as possible at the time of the study. Nokia will not be
held responsible for interference cases that arise due to errors or omissions in the database.
Upon completion of the frequency planning services, some or all of the following documentation
is provided to the Port of LA:

. Prior Coordination Notice

. Frequency Coordination Data Sheet

. Supplemental Showing pursuant to FCC Rules Part 1 01 .103(d)

. Completed FCC Form 601 License Application and Preparation

ln the event, frequency interference is detected during the implementation of a microwave link in
which Nokia provided the frequency planning services, Nokia's total liability is limited to selection
of an alternate frequency or frequencies. Should interference occur after the microwave link is
deemed operationaland accepted, corrective action is the sole responsibility of the Port.
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WARRANTY

Nokia warrants its path surveys and path designs to be substantially free of engineering defects
and errors for a period of 12 months from the date of delivery of the study to Motorola. Nokia
warrants its line of sight surveys to be substantially free of engineering defects and errors for a
period of 6 months from the date of delivery of the study to Motorola. Nokia warrants its
frequency planning and Form 601 License Application preparation to be substantially free of
engineering defects and errors for a period of 6 months from the date the path was prior
coordinated. ln the event that, during the warranty period, a documented defect proven to be
responsibility of Nokia, occurs, Motorola's sole remedy under this warranty provisions, shall be
that Nokia will provide the incremental labor and material beyond what would have been
required during initial installation to correct the particular error in the path suruey or path design
at no cost of the Port. ln no case, shall Nokia be held liable for any indirect damages including
but not limited to incidental, consequential or loss of capital, data, revenue or profit. ln the event,
that such error is not solely and directly related to Nokia's path engineering efforts, expenses for
such labor and material shall be borne by the Port.

2.24.1 .3 Equipment Decommission
6 antennas with 12 ODU and coax (Note: Port Authority will decommission equipment at Badger
Bridge)

. San Pedro Hill (1 15' coax) to 300 Water St. (120' coax)
Both dishes are VHLP4-1 1 with two coax each (possible 2x2 mimo)

. 300 Water St. (155' coax) facing Badger Bridge
VHLP2-23 with two coax (possible2x2 mimo)

. Gaffey St. (70' coax) facing Badger Bridge
VHLPB00-11 with two coax (possible 2x2 mimo)

. Gaffey St. (61' coax) to Police HQ (1 15' coax)
Both dishes are VHLP4-1 1 with two coax each (possible 2x2 mimo)
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2.24.2 Microwave Map
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Motorola - Port of LA

lvcil{rA
Julv 16,20'19

San Pedro Hill

Port Police H
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Sierra Peak

300 Water St MLETC

Preliminary path design

Black Jack Mtn
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2.24.3 Microwave Paper Path Studies
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Motorola - Port of LA

]\lcil<tA
Julv 16, 2019

Transmission details (Gaffey Street-Port Police HQ.pl5)

Receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

-30.40

48.10

70.00

-30.40

48.1 0

70.00

Gaffey Street Port Police HQ

Latitude

Longitude

True azimuth (')

Verticalangle (')

Elevation (ft)

17.59

-1.35

283.46

33 42 43.10 N

11817 38.10 W

33 44 24.80 N

118 16 59.50 W

197.60

1.33

55.77

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

sc3-w100A (TR)

38.70

90.00

E-'105

2.7 5

130.00

3.58

0.20

1.40

1.70

sc3-wl00A (TR)

38.70

65.00

E-1 05

2.75

105.00

2.89

0.20

1.40

1.70

11200.00

Vertical

2.O4

123.79

0.0s

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Net path loss (dB) 56.40 56.40

Configuration

Radio model

TX power (dBm)

Emission designator

EtRP (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB Diplexer Main

WVCE1 1 -L-1 2BF1 OS-52

26.00

1 0M00D7W

59.53

1 E-6 BER

-78.50

NSB Diplexer Main

wvcEl 1-L-128F105-5 2

26.00

1 0M00D7W

60.?1

1 E-6 BER

-78.50
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Motorola - Port of LA
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Gaffey Street Port Police HQ

Dispersive fade occurrence factor

Effective fade margin (dB)

1.00

48.O7 48.07

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ("F)

Fade occurrence factor (Po)

2.00

52.38

1.88

60.67

4.496E-OO4

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

100.00000

0.02

100.00000

0.07

100.00000

o.o2

100.00000

0.07

100.00000

0.13

Polarization

Rain region

Rain rate (mm/hr)

Flat fade margin - rain (dB)

Rain attenuation (dB)

Annual rain availability (%)

Annual rain unavailability (min)

Vertical

Los Angeles, California

0.00

48.10

0.00

100.00000

0.00

Annual rain + multipath availability (%)

Annual rain + multipath unavailability (min)

100.00000

0.00

Multipath fading method - Vigants - Barnett
Rain fading method - Crane
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Motorola - Port of LA

nlCil<tA
Julv 16.2019

Transmission details (Port Police HQ-Knoll Hill.pl5)

Receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

-29.44

49.06

70.00

-29.44

49.06

70.00

Port Police HQ Knoll Hill

Latitude

Longitude

True azimuth (')

Vertical angle (')

Elevation (ft)

33 44 24.80 N

11816 59.50 W

348.23

0.3s

55.77

33 45 03.70 N

11817 09.20 W

168.23

-0.3 6

4s.60

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

sc3-w100A (TR)

38.70

90.00

E-1 05

2.7 5

130.00

3.sB

0.20

1.40

1.70

sc3-w100A (TR)

3 8.70

'125.00

E-'105

2.7 5

165.00

4.54

0.20

1.40

1.70

11200.00

Vertical

0.76

115.21

0.02

Frequency (MHz)

Polarization

path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Net path loss (dB) 49.44 49.44

Configuration

Radio model

TX power (dBm)

Emission designator

EtRP (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB Diplexer Main

wvcE'11-L-128F10S-52

20.00

1 0M00D7W

53.s3

1 E-6 BER

-78.50

NSB Diplexer Main

wvcE11-L-128F10S-52

20.00

1 0M00D7W

52.56

1 E-6 BER

_78.50
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Motorola - Port of LA

nlCil<rA
July 16,20'19

Port Police HQ Knoll Hill

Dispersive fade occurrence factor

Effective fade margin (dB)

1.00

49.02 49.02

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ('F)

Fade occurrence factor (Po)

2.00

21.15

6.12

60.57

7.547E-OO5

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

100.00000

0.00

100.00000

0.01

100.00000

0.00

100.00000

0.01

100.00000

0.02

Polarization

Rain region

Rain rate (mm/hr)

Flat fade margin - rain (dB)

Rain attenuation (dB)

Annual rain availability (o/o)

Annual rain unavailability (min)

Vertical

Los Angeles, California

0.00

49.06

0.00

100.00000

0.00

Annual rain + multipath availability (%)

Annual rain + multipath unavailability (min)

100.00000

0.00

Multipath fading method - Vigants - Barnett
Rain fading method - Crane
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Motorola - Port of LA

l\lEl<tA
Julv 16. 2019

Transmission details (Knoll Hill-San Pedro Hill.pl5)

Receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

-30.30

48.20

70.00

-30.30

48.20

70.00

KnollHill San Pedro Hill

Latitude

Longitude

True azimuth (")

Vertical angle (')

Elevation (ft)

33 45 03.70 N

11817 09.20 W

265.64

5.25

45.60

33 44 51.70 N

118 2016.90 W

85.61

-5.28

1420.87

Antenna model

Antenna gain (dBi)

Antenna heieht (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

sc3-w100A (TR)

38.70

s0.00

E-1 05

2.7 5

90.00

2.48

0.20

1.40

1.70

SC3-W1OOA (TR)

38.70

140.00

E-1 05

2.7 5

180.00

4.95

0.20

1.40

1.70

11200.00

Vertical

3.O2

127.19

0.08

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Net path loss (dB) 60.80 60.80

Configuration

Radio model

TX power (dBm)

Emission designator

EtRp (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB Diplexer Main

WVCE1 1 -L-1 2BF1 OS-52

30.50

1 0M00D7W

65.13

1 E-6 BER

-78.50

NSB Diplexer Main

wvcEl 1-L-128F10S-s2

30.50

1 0M00D7W

62.65

1 E-6 BER

-78.50
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Motorola - Port of LA

NCll<rA
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Knoll Hill San Pedro Hill

Dispersive fade occurrence factor

Effective fade margin (dB)

1.00

48.18 48.18

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ('F)

Fade occurrence factor (Po)

2.OO

140.00

o.52

60.60

4.059E-OO4

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

100.00000

0.02

100.00000

0.06

100.00000

o.o2

100.00000

0.06

100.00000

0.12

Polarization

Rain region

Rain rate (mm/hr)

Flat fade margin - iain (dB)

Rain attenuation (dB)

Annual rain availability (%)

Annual rain unavailability (min)

Vertical

Los Angeles, California

388.6s

48.20

48.22

100.00000

0.00

Annual rain + multipath availability (%)

Annual rain + multipath unavailability (min)

100.00000

0.00

Multipath fading method - Vigants - Barnett
Rain fading method - Crane
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Julv 16,2019
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1 800

1600

1400

1200

1 000

800

600

400

200

-200

0

0 0.5 1.0 2.0 2.5

Path length (4.93 mi)

1.5 3.0 3.5 4.0 4.5

San Pedro Hill

Latitude 33 44 51.70 N
Longitude 118 20 16.90 W
Azimuth 74.86"
Elevation 1421 ft ASL
Antenna CL 80.0 ft AGL

Frequency (MHz; = 11200.0
K = 1.33, 0.50
o/oF1 = 100.00

300 Water St MLETC

Latitude 33 45 58.90 N
Longitude 1 18 15 19.00 W
Azimuth 254.91"
Elevation 10 ft ASL
Antenna CL 65.0 ft AGL

Preliminary path design Page 11 of31



Motorola - Port of LA

ruEl<tA
Julv 16, 2019

Transmission details (San Pedro Hill-300 Water St MLETC.pl5)

Receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

-33.38

45.12

70.00

-3 3.3 8

45.12

70.00

San Pedro Hill 300 Water St MLETC

Latitude

Longitude

True azimuth (')

Verticalangle (')

Elevation (ft)

7 4.86

-3.1 6

1420.87

33 44 51.70 N

118 2016.90 W

33 4s s8.90 N

118 15 19.00 W

254.91

3.11

9.84

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

sc3-w100A (TR)

38.70

80.00

E-1 05

2.75

120.00

3.30

0.20

1.40

1.70

sc3-w100A (TR)

38.70

65.00

E-1 05

2.7 5

10s.00

2.89

0.20

1.40

1.70

11200.00

Vertical

4.94

131.46

0.13

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Net path loss (dB) 63.88 63.88

Configuration

Radio model

TX power (dBm)

Emission designator

EtRP (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB Diplexer Main

wvcEl 1-L-128F1 0S-52

30.50

1 0M00D7W

64.30

1 E-6 BER

-78.50

NSB Diplexer Main

wvcEl 1-L-128F10S-52

30.50

1 0M00D7W

64.71

1 E-6 BER

-78.50
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Motorola - Port of LA

l\lEt<tA
July 16,2019

San Pedro Hill 300 Water St MLETC

Dispersive fade occurrence factor

Effective fade margin (dB)

1.00

45.11 45.11

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ("F)

Fade occurrence factor (Po)

2.00

140.00

o.52

60.54

1.773E-OO3

Worst month multipath availability (o/o)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (o/o)

Annual 2 way multipath unavailability (sec)

99.99999

o.14

100.00000

0.52

99.99999

o.14

100.00000

o.s2

100.00000

1.O4

Polarization

Rain region

Rain rate (mm/hr)

Flat fade margin - rain (dB)

Rain attenuation (dB)

Annual rain availability (%)

Annual rain unavailability (min)

Vertical

Los Angeles, California

261.81

45.12

45.11

100.00000

0.02

Annual rain + multipath availability (%)

Annual rain + multipath unavailability (min)

99.99999

0.04

Multipath fading method - Vigants - Barnett
Rain fading method - Crane

Preliminary path design Page 13 of 31



Motorola - Port of LA

NCil<lA
Julv 16, 2019

+
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3400

3200
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2800

2600

2400

2200
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1 800

1600

1400

1200

1 000

800

600

400

200

-200

0

' Saddle Pk

Latitude 34 04 32.87 N
Longitude 1 18 39 30.60 W
Azimuth 132.52"
Elevation 2786 ft ASL
Antenna CL 55.0, 20.0 ft AGL

02468 10 12 14 16 18

Path length (31.49 mi)

Frequency (MHz; = 6700.0
K = 1.33, 0.50

o/oF1 = 100.00, 60.00

20 22 24 26 28 30

300 Water St MLETC
Latitude 33 45 58.90 N
Longitude '118 15 19.00 W
Azimuth 312.74"
Elevation 10 ft ASL
Antenna CL 105.0, 70.0 ft AGL
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Motorola - Porl of LA

tv(3t{tA
Julv 16,2019

Transmission details (Saddle Pk-300 Water St MLETC.pl5)

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Main net path loss (dB)

Diversity net path loss (dB)

72.51

72.02

72.51

72.O2

Saddle Pk 300 Water St MLETC

Latitude

Longitude

True azimuth (')

Vertical angle (")

Elevation (ft)

34 04 32.87 N

1 18 39 30.60 W

132.52

-1.11

2786.30

33 45 58.90 N

118 15 19.00 W

312.7 4

o.77

9.84

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

PAD6-6sB (TR)

39.60

55.00

1.40

9s.00

1.33

0.20

1.30

2.30

E-6s

PAD6-658 (TR)

3 9.60

105.00

E-65

1.40

145.00

2.O3

0.20

1.30

2.30

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

RX filter loss (dB)

PAD6-658 (DR)

39.60

20.00

E-65

1.40

60.00

0.84

0.20

2.30

PAD6-65B (DR)

39.60

70.00

E-6s

1.40

1 10.00

1.54

0.20

2.30

6700.00

Vertical

31.50

143.09

o.46
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Motorola - Port of LA

t\tctt<tA
Julv 16,2019

Saddle Pk 300 Water St MLETC

Configuration

Radio model

TX power (dBm)

Emission designator

EtRp (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB-SD Diplexer Main

wvcE67-L-1 28F105-52

32.50

1 0M00D7W

68.87

1 E-6 BER

-79.00

NSB-SD Diplexer Main

wvcE67-L-1 zBF10S-s2

32.50

1 0M00D7W

68.17

1 E-6 BER

-79.0O

Main receive signal (dBm)

Diversity receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

Dispersive fade occurrence factor

Effective fade margin (dB)

-40.01

-39.52

39.48

70.00

-40.01

-39.s2

39.48

70.00

1.00

39.48 39.48

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ('F)

Fade occurrence factor (Po)

2.00

140.00

0.52

60.06

2.7 45E-OO1

SD improvement factor 144.59 144.59

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

99.99998

0.56

99.99999

2.O3

99.99998

0.56

99.99999

2.O3

99.99999

4.06

Multipath fading method - Vigants - Barnett
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Motorola - Port of LA

htt3t<tA
Julv 16, 2019

3500

.o
fit

d 3000
LU

5500

5000

4500

4000

2500

2000

I 500

1 000

500

0246 8 10 12 14 16

Path length (27.53 mi)

Frequency (MHz) = 6700.0
K = 1.33, 0.50

o/oF1 = 100.00, 60.00

18 20 22 24 26

Mt Lukens

Latitude 34 16 07.18 N
Longitude 118 14 15.40 W
Azimuth 241.25"
Elevation 5049 ft ASL
Antenna CL 55.0, 20.0 ft AGL

Saddle Pk

Latitude 34 04 32.87 N
Longitude 1 18 39 30.60 W
Azimuth 61.01'
Elevation 2786 ft ASL
Antenna CL 55.0, 20.0 ft AGL
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Motorola - Port of LA

t\tt3t<tA
Julv 16. 2019

Transmission details (Mt Lukens-Saddle Pk.pl5)

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Main net path loss (dB)

Diversity net path loss (dB)

70.59

70.10

70.59

70.10

Mt Lukens Saddle Pk

Latitude

Longitude

True azimuth (')

Verticalangle (')

Elevation (ft)

34 16 07.18 N

118 14 1 5.40 W

241.25

-1.O4

5049.45

34 04 32.87 N

118 39 30.60 W

61.01

0.7 4

2786.30

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

PAD6-658 (TR)

39.60

55.00

1.40

95.00

1.33

0.20

1.30

2.30

E-65

PAD6-65B (TR)

3 9.60

55.00

1.40

95.00

1.33

o.20

1.30

2.30

E-65

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

RX filter loss (dB)

PAD6-658 (DR)

39.60

20.00

E-6s

1.40

60.00

0.84

o.20

2.30

PAD6-658 (DR)

3 9.60

20.00

E-65

1.40

60.00

0.84

0.20

2.30

6700.00

Vertical

27.54

141.92

0.40
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Motorola - Port of LA

Rlcil{lA
Julv 16. 2019

Mt Lukens Saddle Pk

Configuration

Radio model

TX power (dBm)

Emission designator

EtRP (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB-SD Diplexer Main

wvcE67-L-1 28F1 0S-52

32.50

10M00D7W

68.87

1 E-6 BER

-79.00

NSB-SD Diplexer Main

wvcE67-L-1 zBF105-52

32.50

1 0M00D7W

68.87

1 E-6 BER

_79.00

Main receive signal (dBm)

Diversity receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

Dispersive fade occurrence factor

Effective fade margin (dB)

-38.09

-37.60

41.40

70.00

-3 8.09

-37.60

41.40

70.00

1.00

41.40 41.40

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ("F)

Fade occurrence factor (Po)

2.00

140.00

o.52

58.93

1.835E-001

SD improvement factor 200.00 200.00

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (o/o)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

99.99999

0.17

100.00000

o.62

99.99999

o.17

100.00000

o.62

100.00000

1.24

Multipath fading method - Vigants - Barnett
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Motorola - Port of LA

l\TEKIA
July 16, 2019
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5

Mt Lukens
Latitude 34 16 07.18 N
Longitude 118 14 15.40 W
Azimuth 130.62'
Elevation 5049 ft ASL
Antenna CL 75.0, 35.0 ft AGL

10 15 20 25

Path length (44.18 mi)

Frequency (MHz) = 6700.0
K = 1.33, 0.50

o/oF1 = 100.00, 60.00

35 40

Sierra Peak
Latitude 33 51 00.03 N
Longitude 117 3916.30 W
Azimuth 310.95'
Elevation 3021 ft ASL
Antenna CL 60.0, 20.0 ft AGL

0

0 30
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Motorola - Port of LA

lvEl<tA
July 16, 2019

Transmission details (Mt Lukens-Sierra Peak.pl5)

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Main net path loss (dB)

Diversity net path loss (dB)

75.29

7 4.73

7 5.29

7 4.73

Mt Lukens Sierra Peak

Latitude

Longitude

True azimuth (")

Vertical angle (')

Elevation (ft)

34 16 07.1 8 N

118 14 1 5.40 W

130.62

-0.7 4

5049.45

33 51 00.03 N

117 39 16.30 W

31 0.95

o.26

3021.42

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

PAD6-658 (TR)

39.60

75.00

E-65

1.40

1 15.00

1.61

0.20

1.30

2.30

PAD6-6sB (TR)

3 9.60

60.00

1.40

100.00

1.40

0.20

1.30

2.30

E-65

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

RX filter loss (dB)

PAD6-65B (DR)

39.60

3s.00

E-6s

1.40

7s.00

1.05

0.20

2.30

PAD6-65B (DR)

3 9.60

20.00

E-65

1.40

60.00

0.84

0.20

2.30

6700.00

Vertical

44.18

146.O3

0.65
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Motorola - Port of LA

l\tclt<lA
Julv 16.2019

Mt Lukens Sierra Peak

Configuration

Radio model

TX power (dBm)

Emission designator

EtRP (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB-SD Diplexer Main

wvcE67-L-1 28F105-52

32.50

1 0M00D7W

68.s9

1 E.6 BER

-79.00

NSB-SD Diplexer Main

wvcE67-L-1 28F105-52

32.50

1 0M00D7W

68.80

1 E-6 BER

-79.00

Main receive signal (dBm)

Diversity receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

Dispersive fade occurrence factor

Effective fade margin (dB)

-42.79

-42.23

36.77

70.00

-42.79

-42.23

36.77

70.00

1.00

36.77 36.77

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ('F)

Fade occurrence factor (Po)

2.OO

140.00

0.52

s8.63

7.578E-OO1

SD improvement factor 71.O4 71.04

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

99.99978

5.90

99.99993

20.7 4

99.99978

s.90

99.99993

20.74

99.99987

41.48

Multipath fading method - Vigants - Barnett
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Motorola - Port of LA

l\El<tA
Julv 16,2019
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300 Water St MLETC

Latitude 33 45 58.90 N
Longitude '1 18 15 19.00 W
Azimuth 80.36'
Elevation 10 ft ASL
Antenna CL '1 10.0, 70.0 ft AGL

10 15 20

Path length (35.04 mi)

Frequency (MHz) = 6700.0
K = '1.33, 0.50

ohFl = 100.00, 60.00

25 30

Sierra Peak

Latitude 33 51 00.03 N
Longitude 117 3916.30 W
Azimuth 260.70"
Elevation 3021 ft ASL
Antenna CL 60.0, 20.0 ft AGL

5
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Motorola - Port of LA

nlEI<IA
Julv 16, 2019

Transmission details (300 Water St MLETC-Sierra Peak.pl5)

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Main net path loss (dB)

Diversity net path loss (dB)

73.63

73.O7

73.63

73.O7

300 Water St MLETC Sierra Peak

Latitude

Longitude

True azimuth (")

Verticalangle (")

Elevation (ft)

33 45 58.90 N

118 15 19.00 W

80.3 6

o.73

9.84

33 51 00.03 N

117 39 16.30 W

260.70

-1 .11

3021.42

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

PAD6-658 (TR)

39.60

1 10.00

1.40

150.00

2.10

0.20

1.30

2.30

E-65

PAD6-65B (TR)

39.60

60.00

1.40

100.00

1.40

o.20

1.30

2.30

E-65

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

RX filter loss (dB)

PAD6-658 (DR)

39.60

70.00

E-6s

1.40

1 10.00

1.54

o.20

2.30

PAD6-65B (DR)

3 9.60

20.00

E-65

1.40

60.00

0.84

o.20

2.30

6700.00

Vertical

3 5.05

144.01

0.52
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Motorola - Port of LA

t\tcll<tA
Julv 16, 2019

300 Water St MLETC Sierra Peak

Configuration

Radio model

TX power (dBm)

Emission designator

EIRP (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB-SD Diplexer Main

wvcE67-L-1 zBF105-52

32.50

1 0M00D7W

68.'10

1 E.6 BER

-79.OO

NSB-SD Diplexer Main

wvcE67-L-1 28F105-52

32.50

1 0M00D7W

68.80

1 E-6 BER

-79.00

Main receive signal (dBm)

Diversity receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

Dispersive fade occurrence factor

Effective fade margin (dB)

-41.13

-40.57

38.43

70.00

-41.13

-40.57

3 8.43

70.00

1.00

38.43 38.43

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ('F)

Fade occurrence factor (Po)

2.00

140.00

o.52

59.78

3.782E-OO1

SD improvement factor 131.13 131.13

Worst month multipath availability (o/o)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (o/o)

Annual 2 way multipath unavailability (sec)

99.99996

1.09

99.99999

3.91

99.99996

1.09

99.99999

3.91

99.99998

7.81

Multipath fading method - Vigants - Barnett
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Motorola - Port of LA

NEI<IA
Julv'16,2019
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Sierra Peak

Latitude 33 5'l 00.03 N
Longitude 117 3916.30 W
Azimuth 255.68'
Elevation 3021 ft ASL
Antenna CL 80.0, 35.0 ft AGL

15 20

Path length (38.01 mi)

25 30 35

Gaffey Street
Latitude 33 42 43.10 N
Longitude 11817 38.10 W
Azimuth 75.33"
Elevation 283 ft ASL
Antenna CL 105.0, 60.0 ft AGL

0

10

Frequency (MHz) = 6700.0
K = 1.33, 0.50

o/oFf = 100.00, 60.00
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Motorola - Port of LA

t\lt3t<lA
Julv 16. 2019

Transmission details (Sierra Peak-Gaffey Street.pl5)

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Main net path loss (dB)

Diversity net path loss (dB)

7 4.59

73.96

7 4.59

73.96

Sierra Peak Gaffey Street

Latitude

Longitude

True azimuth (")

Vertical angle (')

Elevation (ft)

33 51 00.03 N

117 3916.30 W

255.68

-0.98

3021.42

33 42 43.10 N

118 17 38.10 W

7 5.33

o.57

283.46

Antenna model

Antenna gain (dBi)

Antenna heieht (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

PAD6-658 (TR)

39.60

80.00

1.40

120.00

1.68

o.20

1.30

2.30

E-65

1.40

145.00

2.O3

o.20

1.30

2.30

PAD6-65B (TR)

3 9.60

105.00

E-65

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

RX filter loss (dB)

PAD6-6sB (DR)

39.60

35.00

E-65

1.40

75.00

1.05

0,20

2.30

PAD6-65B (DR)

39.60

60.00

E-65

1.40

100.00

1.40

0.20

2.30

6700.00

Vertical

38.01

144.72

0.56
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Motorola - Port of LA

Nst<tA
July 16, 2019

Sierra Peak Gaffey Street

Configuration

Radio model

TX power (dBm)

Emission designator

EtRP (dBm)

RX threshold criteria

RX threshold level (dBm)

NSB-SD Diplexer Main

WVCE67-L-1 2BF1 OS-52

32.50

1 0M00D7W

68.52

1 E-6 BER

-79.OO

NSB-SD Diplexer Main

wvcE67-L-1 zBF105-52

32.50

1 0M00D7W

68.17

1 E-6 BER

-79.00

Main receive signal (dBm)

Diversity receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

Dispersive fade occurrence factor

Effective fade margin (dB)

-42.O9

-41.46

37.54

70.00

-42.09

-41.46

37.54

70.00

1.00

37.54 37.54

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ('F)

Fade occurrence factor (Po)

2.OO

140.00

0.52

59.93

4.826E-001

SD improvement factor 122.68 122.68

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

99.99993

1.82

99.99998

6.55

99.99993

1.82

99.99998

6.55

99.99996

13.11

Multipath fading method - Vigants - Barnett
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Motorola - Port of LA

lvC'KIA
Julv 16,2019

C
.9
G
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tu
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1 800
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1 000

800
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400

200

-200

0

0 2 4 6 8 10 12

Path length (23.25 mi)

14 16 18 20 22

Gaffey Street
Latitude 33 42 43.10 N
Longitude 11817 38.10 W
Azimuth 195.43"
Elevation 283 ft ASL
Antenna CL 90.0, 60.0 ft AGL

Frequency (MHz) = 6700.0
K = 1.33, 0.50

o/oF1 = 100.00, 60.00

Black Jack Mtn

Latitude 33 23 12.10 N
Longitude 118 24 03.20 W
Azimuth 15.37"
Elevation 1992 ft ASL
Antenna CL 50.0, 20.0 ft AGL
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Motorola - Port of LA

nlst(tA
Julv 16.2019

Transmission details (Gaffey Street-Black Jack Mtn.pl5)

Frequency (MHz)

Polarization

Path length (mi)

Free space loss (dB)

Atmospheric absorption loss (dB)

Main net path loss (dB)

Diversity net path loss (dB)

70.o7

69.6s

70.o7

69.65

Gaffey Street Black Jack Mtn

Latitude

Longitude

True azimuth (")

Vertical angle (')

Elevation (ft)

33 42 43.10 N

118 17 38.10 W

195.43

0.6s

283.46

33 23 12.10 N

118 24 03.20 W

15.37

-0.90

1991.67

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

TX filter loss (dB)

RX filter loss (dB)

PAD6-658 (TR)

39.60

90.00

1.40

130.00

1.82

0.20

1.90

2.30

E-65

PAD6-658 (TR)

39.60

50.00

1.40

90.00

1.26

0.20

1.90

2.30

E-6s

Antenna model

Antenna gain (dBi)

Antenna height (ft)

TX line model

TX line unit loss (dB/100 ft)

TX line length (ft)

TX line loss (dB)

Connector loss (dB)

RX filter loss (dB)

PAD6-65B (DR)

39.60

60.00

E-65

1.40

100.00

1.40

0.20

2.30

PAD6-658 (DR)

39.60

20.00

E-65

1.40

60.00

0.84

0.20

2.30

6700.00

Vertical

23.26

140.45

o.34

Preliminary path design Page 30 of 3'1



Motorola - Port of LA

NCil(tA
Julv 16, 2019

Gaffey Street Black Jack Mtn

Configuration

Radio model

TX power (dBm)

Emission designator

EtRp (dBm)

RX threshold criteria

RX threshold level (dBm)

HSB-SD Diplexer Main

wvcE67-L-1 2BF1 0S-52

32.50

1 0M00D7W

67.78

1 E-6 BER

-79.OO

HSB-SD Diplexer Main

wvcE67-L-1 28F105-s2

32.sO

1 0M00D7W

68.34

1 E-6 BER

-79.00

Main receive signal (dBm)

Diversity receive signal (dBm)

Thermal fade margin (dB)

Dispersive fade margin (dB)

Dispersive fade occurrence factor

Effective fade margin (dB)

-37.57

-37.15

41.85

70.00

-37.57

-37.15

41.85

70.00

1.00

41.84 41.84

Climatic factor

Terrain roughness (ft)

C factor

Average annual temperature ("F)

Fade occurrence factor (Po)

2.00

140.00

o.52

61.55

1.105E-001

SD improvement factor 200.00 200.00

Worst month multipath availability (%)

Worst month multipath unavailability (sec)

Annual multipath availability (%)

Annual multipath unavailability (sec)

Annual 2 way multipath availability (%)

Annual 2 way multipath unavailability (sec)

100.00000

0.10

100.00000

0.3s

100.00000

0.10

100.00000

0.35

100.00000

0.70

Multipath fading method - Vigants - Barnett
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2.25 MPLS ROUTERS & NETWORK DESIGN
System Description

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

The Backhaul Network will be an MPLS WAN Backhaul Network using Juniper network
elements. The Juniper router family of products will be used to connect the microwave to
Motorola Radio Gateways using ASTRO Ethernet Site Links (ESL). The Juniper routers will use
MPLS in order to route traffic and maintain redundant links to all sites in the network. A
backhaul lP plan, VLAN plan and routing/switching plan will be developed forthe backhaul
network. These plans are separate from the ASTRO RNI lP plan. A backhaul port layout plan
will be developed for the backhaul network. The Juniper network equipment will be installed
within the ASTRO equipment racks.

Multiprotocol Label Switching (MPLS) is a method for engineering traffic patterns by assigning
short labels to network packets that describe how to forurard them through the network. MPLS is
independent of routing tables or any routing protocol and can be used for unicast packets.
Traffic is engineered (controlled) primarily by the use of signaling protocols to establish label-
switched paths (LSPs). The backhaul network will use MPLS to maintain and route trafflc over
the network architecture. ln the event of a site link failure, the routers will reroute the traffic over
the redundant links if available to maintain connectivity to all ASTRO radio sites. The traffic
rerouting occurs in a small amount of time, so no interruption of service should be experienced.

From a high level, the backhaul network design consists of the Ethernet network, and will use
Ethernet Site Links and lP-lP tunnels across the Flexible WAN Backhaul. ASTRO P25 does
have specific network requirements and robust protocols should be used to help achieve
meeting these network requirements. Spanning Tree Protocol should not be used. The use of
the lP-lP tunnels reduces need for dynamic routing protocol interactions outside of the ASTRO
P25 solution. QoS must be used to support ASTRO P25 traffic requirements.

Some of the benefits for using Ethernet Site Links (ESL) feature are:

. Ability to use a higher bandwidth to transport ASTRO P25 system traffic

. Ability to have a shared backhaulto transport ASTRO P25 radio communication system
traffic with other network traffic from other potential public safety solutions. This has
potential cost savings to public safety customers as contrast to having dedicated T1 circuits
for all network links. QoS is a very important design consideration when more than just
ASTRO P25lraffic will be on the backhaul carrying ESL.

Designing a backhaul network that meets ASTRO P25 requirements is not a trivial task and has
higher requirements than typical Ethernet Enterprise style networks. Not having a suitable
design and meeting requirements of ASTRO P25 will incur potential system impacts. To reduce
potential system impacts, Backhaul Network designs need to address the following areas:
Ethernet Link quality, Latency, Jitter and Packet Loss. Fault tolerance and backup network
paths that converge quickly enough are also a concern to be addressed. All links must be
designed correctly to transport different types of site link trafflc and handle dual-site link
configurations. There must be a correctly designed QoS plan. Using Motorola's DSR (for
backup MASTER) feature adds to the complexity of these requirements. These impacts will
result in system access time than can affect voice access time, speech truncation and Audio
throughput delay. There can also be data service performance issues with reductions in
throughput. Contact your Motorola representative for more details in regard to impact,
requirements and constraints for designing a backhaul network. This will lead to the best design
and deployment practices for a successful ASTRO P25 solution as per System Releases of
7.11 or better. lt is highly recommended that someone has experience with designing and
deploying backbone networks that transport ASTRO P25 traffic.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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ln your design, Motorola's NSE (Network Solutions Engineering team) will be used for the
implementation. Motorola's NSE team can handle collaboration with custom network design
and deployment to tailor backhaul designs towards specific customer needs. NSE will use their
backhaul network best practices in the backhaul design. There are many best practices learned
from designing ESL solutions for ASTRO P25, going through CCSi testing and field integrations.
NSE will document the ESL BH solution to assist with those that will provide future support.
There are many ASTRO P25 requirements and NSE Backhaul Network best practices around
custom BH design that address these areas: lP plan, VLAN plan, System Port plan, QoS plan,
Route plan, SNMP plan and troubleshooting practices. lnside the ASTRO P25 RNI all of this
planning is accounted for and needs to be addressed on the backhaul. Contact your Motorola
representative for more details about these services and other network backhaul lifecycle
services than NSE can provide.

From a high-level look at our design there are a few areas or demarks to identiff:

. BHWANzone - this is a network zone that provides site to site connectivity across the
backhaul network. ASTRO P25 uses this zone to connect ASTRO sites together.

. BHNMSzone - this is network zone that provides secure management of the BH

. RNI - This is the inside Radio network that ASTRO operates on

. CEN - Customer Network Enterprise zone that carries customer network traffic

. CNI- Customer Network lnterface is the area that non ASTRO traffic interfaces with ASTRO

The Juniper MX-104 and ACX-1 100 have been selected for the Port of Los Angeles Backhaul.
A MX-104 routeris used at all ring locations. An ACX-110 is used at spur remote locations.
These BH Nodes link the backhaul network to ASTRO radio gateways (GGM).

BHWANzone - Backhaul Nodes - Juniper Routers

The Juniper MX and ACX Series Services Gateways are high-performance security, routing,
and switching, solutions based on Dynamic Services Architecture that provides high port-
density, advanced security, and flexible connectivity, in a single, easily managed platform.
Consolidated routing, WAN connectivity, switching, and Unified Threat Management (UTM),
simplifies deployment and administration, and deliver fast and consistent service quality
regardless of user location.

Juniper routers create fast, secure, highly-available, branch networks at enterprise installations.
A variety of MX and ACX Series products and options support a wide range of performance,
functionality, security, and budget, requirements for networks of up to thousands of users.

Routing protocols include BGP, OSPF, RlP, lPv4, lPv6, MPLS, VPLS, extensive NAT, QoS,
performance and SLA monitoring, and flow management.

MX and ACX Series Service Gateways are Junos based and include management tools that
simpliflT deployment, reduce training costs, and promote ease of use.

Juniper MX-104

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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The SDN-ready MX104 3D Universal Edge Router is a modular, highly redundant, and full-
featured MX Series platform built for space- and power-constrained service provider and
enterprise facilities.

The MX104 offers 160 Gbps of capacity, a redundant control plane for high availability, as well
as four fixed 1OGbE ports and four Modular lnterface Card (MlC) slots for flexible network
connectivity and vifiualized network services. Optimized for mobile applications and central
office deployments, the MX104 is also ETSI 300 compliant, environmentally hardened for
deployment in outside cabinets and remote terminals, and supports advanced timing features.

Powered by Junos OS and the programmable Trio chipset, the MX104 shares the same
advanced routing, switching, security, and service features that are available in large MX Series
platforms, including support for a wide range of L2lL3 VPN services and advanced broadband
network gateway functions.

Deployed in mission-critical service providers and enterprise networks worldwide, the MX104
helps network operators transform their networks-and their businesses-to thrive in our hyper-
connected world.lt is equipped with a user-configurable Modular lnterface Card (MlC) slot for
flexible network connectivity and an additional MIC slot in the rear to support a multiservice card
for virtualized network services such as Carrier Grade NAT (CGNAT), stateful firewall, and
lPsec.

BHNMSzone

The Backhaul Network Management Zone starts with a Fortinet UTM devices that provide
secure access to the BH. From within this BHNMSzone will be Juniper EX2200 switches
providing layer 2 functions for secure management access into the BHWANzone. From these
switches management functions like NSM using SNMP are handled. The BHNMSzone is the
recommended location for additional overall management functions to be deployed from. This is
not the zone where ASTRO specific management tools are based.

Fortinet UTM/Firewalls assist to help create the BHNMSzone, a Fortinet Firewall will be used
to secure this zone. Not only does this create a secure zone to protect management resources,
but also provides the ability for secure VPN/SSL remote access to assist in remote
troubleshooting and network management. Motorola has extensive experience with using this
element.

FortiGate-60D Network Security Appliance Features & Benefits:

. Delivers market-leading 1 Gbps firewall throughput with 2 GbE WAN and 7 GbE switched
LAN interfaces

. Rich feature set to protect next generation with application control, built-in wireless
controller, local logging, and endpoint policy enforcement

. lPv4 & lPv6-ready platform with strong authentication options for secure network access and
security policy compliance

A "single pane of glass" management console makes it easy for you to deploy and manage
Fortinet has next generation security devices and virtual appliances are purpose-built to provide
essential security services that are certified for government networks. They enable rapid
deployment of essential security technologies, and the flexibility to scale with your growing
public sector network. Multiple ceftifications, including Federal NIST, ensure compliance with
government standards such as Federal NIAP Certification Support and Common Criteria
EAL4+. The U.S. Department of Defense (DoD) Joint lnteroperability Test Command (JITC)

Novembe|l, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.
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certified FortiGate appliances for lPv6 support, and are listed on the DoD's Unified Capabilities
Approved Products List (UC APL).

B|-DTRECTTONAL AMpLtFtERS (BDA) UpGRADES
Motorola has included two BDA's in this proposalto ensure the proposed 700MHz system
provides adequate coverage to the Harbor Administration Building and the Port Police
Headquarters Building. BDA's backroom equipment will be installed at each facility and RF
distribution will be installed in each area throughout the building, as necessary.

The proposed solution and provided pricing assume easily accessible installation locations (e.g
drop ceilings, conduits between rooms, etc.)

2.26.1 BDA Coverage Requirement:
-95 dBm coverage over 95% of the facilities.

2.26.2 Location Photos

Figure 2-21:, Port PD Headquarters

2.26

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Prolect

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

Port Police Headquarters - 700 MHz 192,000 81,82, B3, 1,2, 3

Harbor Administration Building - 700 MHz 165,000 1,2,3, 4, 5
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2.27

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Figure 2-22: Harbor Administration Building

APX PORTABLE & MOBILE UPGRADES &
PROGRAMMING.
To support the advanced features included in the proposed system upgrade Motorola has
included the following feature upgrades to the ports existing APX radio fleet.

As part of the new system deployment Motorola has included a single-touch programming effort
into the proposal. Existing APX Portable and Mobile implemented by the Port of LA will be
reprogrammed to operate on the newly implemented sub-systems and willinclude an update to
the latest flrmware.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

320 ADD: ENHANCED DATA

320 ADD:GROUP SERVICES FLP

FeatureQuantity
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2.28

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

DESIGN ASSUMPTIONS
Motorola has based the system design on information provided by the Port and an analysis of
their system requirements. All assumptions have been listed below for review. The Pricing
provided is based upon these following assumptions. Modifications to these assumptions,
equipment list, or scope of the project after contract will require a change order.

. Allwork by the Motorola team is to be performed during normalwork hours, Monday through
Friday 7:30 a.m. to 5:00 p.m. Modification to these times, either overallor on a case by case
basis, is possible with agreement between both Motorola and the Port of LA.

Exceptions can be made as needed to ensure minimal impact to Port of LA operations.
. Motorola is not responsible for interference caused or received by the Motorola provided

equipment except for interference that is directly caused by the Motorola-provided
transmitter(s) to the Motorola-provided receive(s). Should the Cities system experience
interference, Motorola can be contracted to investigate the source and recommend solutions
to mitigate the issue.

. All of sites in the proposal have sufficient space available for the system described.
This includes available spaces for proposed cabinets, cables, and cable entry ports.

. All existing towers at the proposed site locations have enough space to accommodate the
new RF equipment. Any tower upgrades are the responsibility of the Port.

Motorola willwork with the Port to temporarily mount new antennas in the event tower
space is limited.

. All existing sites and equipment locations will have adequate electrical power and site
grounding suitable to support the requirements of the system described.

. Any site/location upgrades or modifications to the existing sites are the responsibility of the
Port.

. The Port is responsible for identif,Ting and licensing all radio system frequencies.
ldentiflTing includes providing a list of licensable, available, and viable 7/800MHz
frequencies for analysis by Motorola to determine most optimal simulcast cellfor
implementation.

. Any necessary FCC licensing will be provided by the Port. Motorola Solutions will assist the
Port of LA in preparing the required documentation to submit to the FCC and Regional
Planning Committee.

. The Port will obtain any local, state, or federal permits required for the installation and
operation of the proposed equipment.

. All Ethernet, microwave, and other necessary site connectivity will be provided by the Port.
This excludes the MPLS routers configured previously by Motorola in Phase 18.

. All civil site work at the proposed sites is the responsibility of the Port.

. Other than then APX subscriber's upgrades included here, no portable subscribers, mobile
subscribers, or consolettes have been included in this proposal.

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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2.29 7/8OO MHZ COVERAGE MAPS
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@ frioronoLA
SOLUTIONS

POLA, CA
S-Site ASTRO P25 700MHz TDMA 1-Cell Simulcast Systenr

Shaded Area Represenls 95% Covered Area Reliability at DAQ 3.4

Portable Config uration
APX 8000, 2.5W Dual band antenna

Tx/Rx at hip (3.3') in swivel case and RSM

For lnformation Only

CA_Port_of_Los_Angeles
CA_Port_of_LA

Design 52
TBXG34, CCDTLAB-8OO

0 4.25
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(D MOTOF'OLA
SOLUTIONS

POLA, CA
5-Site ASTRO P25700MHz TDMA'1-Cell Simulcast System

Shaded Area Represents 95% Covered Area Reliability at DAQ 3.4

Portable Config uration
APX 8000, 2.5W Dual band antenna

Tx/Rx at hip (3.3') in swivel case and RSM

For lnformation Only

CA_Port_of_Los_A n geles
CA_Port_of_LA

Design 52
TBXG34, CCDTLAB.sOO

4.25

1in=Tmiles

d Oalss

$iml Valley ernfin

,,'l .

t

p

ll4e

6

' :,.

lidlht, '.,',.1

Laguna B

-\r* .-'\Sfu,:,.
.$liJ'. l

r -,i.1:,::-
i.,
;.4tr{

I

ffi Portable On Street Outbound

Jack Mountain
Sources: Esri, HERE, Garmin. USGS. lnternrap, INCREMENT P, NRCan. Esri
Japan, METI, Esr.i China (Hong Kong). Esri Korea. Esra (Thailand). NGCC, O

etMap contributors, and the GIS User Cornnrunily

8.5 Miles

Map 4
Oct 04, 201 9
Hydra Stratus 2.6.7



2.30 UHF CITY.WIDE OVERLAY COVERAGE MAPS
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@ MOTOFIOLA
SOLUTIONS

POLA, CA
7-Site ASTRO P25 UHF LSM 1-Cell Simulcast System

Shaded Area Represents g5% Covered Area Reliability at DAQ 3.4

Portable Configuration
APX 8000, 5W, Standard wideband

Tx/Rx at hip (3.3') in swivel case and RSM

For lnformation Only

CA_Pon_of_Los_Angeles
cA_Poft*of_LA_UHF digrtat

Desrgn 57
TBXG34, CCDTLAB-BOO
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Map 1
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o MOTOROLA
SOLUTIQNS

POLA, CA
7-SiteASTRO P25 UHF LSM 1-Cell SirrrulcastSysterrr

Shaded Area Represents 95% Covered Area Reliability at DAQ 3.4

Portable Configuration
APX 8000, 5W, Standard wideband

Tx/Rx at hip (3.3') in swivel case and RSM

For lnformation Only

CA_Port_of_Los_A ngeles
CA_Port_of_LA_UHF_d i gital

Design 57
TBXG34. CCDTLAB-8OO
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2.32 SYSTEM BLOGK DIAGRAMS
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ProposedLos Angeles Port Police Radio Network
O Microwave Only

o
o

700 MHz Site

UHF Site

UHF & 700 MHz Site

* Microwave Hop-6 GHz

f, Microwave Hop-11 GHz

Black Jack Mtn.
Santa Catalina ls.

(UHF & 700 MHz Site)

Mount Lukens
(UHF Site)

Treatment Plant
(UHF & 700 MHz Site)

Marine Exchange
(UHF & 700 MHz Site)

San Pedro Hill
(Microwave)

Knoll Hill
(D5R,700 Geo-Prime

& 700 MHz Site)

(UHF Site)

Baldwin Hills
(UHF Site)

'-fl

(Master,700 Prime,
UHF & 700 MHz Site)

LAPP HQ
(Microwave, UHF & VHF Prime)

September t7,2OL9 Page 1
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Exit Router

Backhaul 5W

RNI/DMZ Firewall

Core Router 2

DC B.eakers

Juniper MX-104

Terminal Seruer

TRAK 8835

KMF

ZCP Firewall

LAN Switch

LAN Switch

GGSN Gatewav

Border Gateway

CEN Switch

Gatewav Router 1

Core LAN Switch

Core LAN Switch

Core Router 1

Firewall

lSGW

DAS

VMS

VMS

300 Centre St. (PD HQ)

RU

M1 Core

43

42

41

700MHz Prime

DC Breakers

Prime Site Router 1

Access Router 1

Access Router 2

LAN SW

Backhaul sW

TRAK 91OO

Freq Standard Distribution

Site Router - 7001\4Hz

Site Router - 700MHz

GCP 8000 Site Controller

GCM 8000 Comparator

GCM 8000 Comparator

GCM 8000 Comparator

GCM 8000 Comparator

VHF Rx Site

DC Breakers

Site Router 1

t,AN SW 1

GPW 8000 Receiver

Microwave

DC Breakers

Microwave equipment

Microwave equipment

MW UPS

{RU size TBD)

38

35

34

32

31

30

29

28

27

25



Knoll Hill

M1 Core 700MHz Prime

DC Ereakers

Prime Site Router 1

Access Router 1

Access Router 2

LAN 5W

Backhaul SW

TRAK 91OO

Freq Standard Distribution

Site Router - 700MHz

Site Router - 700MHz

GCP 8000 Site Controller

GCP 8000 Site Controller

GCM 8000 Comparator

GCM 8000 Comparator

GCM 8000 Comparator

GCM 8000 Comparator

UHF Prime & RF

DC Breakers

UHF Harbor Prime Site Router
TAN SW

UHF CW Prime Site Router

LAN SW

UHF Harbor Site Router

LAN 5W

TRAK 91OO

Freq Standard Distribution

UHF Duplexer

6TR 8000 Radio

Harbor Distrid

GRV 8000 Comparator

Citywide

GRV 8000 Comparator

Harbor Distrid

700MHz ESS

Ess with 4 radjos populated

700MHz ESS

ESS with 4 radios populated

Microwave

DC Breakers

Microwave equipment

Microwave equipment

MW UPS

RU

DC Breakers

Terminal 5eruer

DMZ LAN Switch

Border Gateway

Core Backhaul Switch

lntersystem Firewall

RNI/DMZ Firewall

GGSN

rcsetved cable routine
TRAK 8835

CEN Switch

rcserved coble routinq

Juniper lvlX-104

rcserued coble rcuting
hol.1 for 2nd Edoe Router

Core/Exit Router & Firewall

rcsetued coble rcutinq

Extender Panel

Core LAN Switch

Core LAN Switch

reserued cable rcuting

DAS

VMS

VMS

Enablement Seruer

(MF



300 Water Street (MLETCI

RU

UHF RF

DC Breakers

SiteRouterl-UHF

LANSWl-UHF

TRAK 91OO

Freq Standard Distribution

Juniper MX-104

UHF Duplexer

GTR 8000 Radio

Harbor Distrid

Site Router - 700MHz

Site Router - 700MHz

700MHz ESS

ESS with 4 radios populated

700MHz ESS

ESS with 4 radios populated

VHF Prime Site

DC Breakers

Prime Site Router 1

TAN SW 1

Site Router 1

LAN 5W 1

CCGW

GRV 8000 Comparator

GPW 8000 Receiver

Microwave

DC Breakers

Microwave equipment

Microwave equipment

MW UPS

(RU size TBD)

13

12

11

IU
9

8

7



Gaffey Street (Marine Exchange)

UHF & VHF RF

RU

700MHz ESS

ESS with 4 Gdios populated

700MHz ESS

ESS with 4 radios populated

Microwave

Dc Breakers

Microwave equipment

Microwave equipment

MW UPS

(RU size TBD)

39

38

45

43

4T

35

35

34

33

32

31

30

29

DC Breakers

SiteRouterl-L,HF

LAN SW 1. UHF

TRAK 91OO

Freq Standard Distribution

GPW 8000 Receiver - VHF

Juniper MX-104

UHF Duplexer

GTR 8000 Radio

Harbor District IJHF

Site Router - 700MHz

Site Router - 700MHz



San Pedro Hill

UHF RF 700MHz ESS

Ess with 4 Edios populated

700MHz ESS

ESS with 4 radios populated

Microwave

DC Breakers

Microwave equipment

Microwave equipment

MW UPS

{RU size TBD)

48

47

46

45

DC Breakers

SiteRouterl-UHF

LANSWl-UHF

TRAK 91OO

Freq Standard Distribution

Juniper MX-104

UHF Duplexer

cTR 8000 Radio

Harbor District UHF

Site Router - 700MHz

Site Router - 700MHz

43

42



Catalina lsland (Black Jack Mountain)

UHF RF

RU

700MHz ESS

ESS with 4 radios populated

700MHz ESS

ESS with 4 radios populated

Microwave

Breakers

required open 5pace

Microwave equipment

required open space

Microwave equipment

MW UPS

(RU size TBD)

DC Power System

DC Rectifiers & Batt's

DC Power System

DC Rectifiers & Batt's

43

42

4!
40

39

38

37

DC Breakers

Site Router 1

LAN SW 1

TRAK 91OO

Freq Standard Distribution

Juniper ACX-1100

UHF Duplexer

GTR 8000 Radio

Harbor District UHF

Site Router - 70OMHz

Site Router - 700MHz

15

13

12

11

10

9

8



DC BreakeE

Site Router 1

LAN SW 1

TRAK 91OO

Freq Standard Distribution

Juniper MX-104

UHF Duplexer

GTR 8000 Radio

Citywide UHF

Mt. Lukens

RU

UHF RF Microwave

Breakers

Microwave equipment

Microwave equipment

MW UPS

{RU size TBD)

47

45
44

43
42

47
40

39

38

33

32

31

30
?q

23

22

2!
20

19

27

25

77

15

15

13

72

10



Saddle Peak

RU

UHF RF

DC Breake6

Site Router 1

tAN SW 1

TRAK 91OO

Freq Standard Distribution

Juniper MX-104

UHF Duplexer

GTR 8000 Radio

Citywide UHF

Microwave

Breakers

Microwave equipment

Microwave equipment

MW UPS

(RU size TBD)

47

46

45
44

22

27

19

77

15

15

13

72

11



Sierra Peak

RU

Microwave

Breakers

Microwave equipment

Mic.owave equipment

MW UPS

(RU size TBD)



Berth 84

RU

VHF Rx Site

DC Breakers

Site Router 1

tAN SW 1

GPW 8000 Receiver

43

42

41

15

74

13

11

10

9



Dispatch location

Dispatch
RU

2Site

Breakers

Breakers

sw2

ccGw

22 for CAM, Proxy

Control Station

Control Station

Control station

Control Station

Control Station

Control Station

GCP 8000 Site Controller

23

22

27

19

18

17

15



2.34 POWER REQUIREMENTS & HVAC LOADING
REQUIREMENTS

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

November 1, 2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

System Description 2-59

300 Water Street, MLETC TotalWatts Total BTU

700MHz Prime rack 1252.5 10337.7

UHF Prime+BS rack '1054.8 6378,2

700MHz ESS1 rack 2417.0 8315.0

700MHz ESS2 rack 2417.0 8315.0

VHF rack 220.0 1154.5

MW rack 1080.0 1806.0

Total 8441.3 36306.4

Totalw/25% Buffer 10551.625 45383

Gaffey Street, Marine Exchange TotalWatts Total BTU

UHF rack 755.0 3637.4

700MHz ESS'1 rack 2417.0 8315.0

700MHz ESS2 rack 2417.O 8315.0

VHF rack 220.0 1154.5

MW rack 1080.0 2007.o

Total 6889 23428.9

Totalw/25% Buffer 8611.25 29286.125

3690 E. Crest Road, San Pedro Hill TotalWatts TotalBTU

UHF rack 755.0 3637.4

700MHz ESS1 rack 2417.0 8315.0

700MHz ESS2 rack 2417.0 8315.0

MW rack 1080.0 1069.0

Total 6669 21336.4

Tolalwl25o/o Buffer 8336.25 26670.5

KnollHill TotalWafts Total BTU

Ml Core rack 7385.7 25207.3

UHF rack 755.0 3637.4

700MHz ESSI rack 2417.O 8315.0

700MHz ESS2 rack 2417.0 8315.0

MW rack 1080.0 1069.0

Total 14054.7 46543.7

Totalw/25% Buffer 17568.375 58179.625

O Motorota So/utions Confidentiat Restricted



Mt. Lukens TotalWatts Total BTU

UHF rack 755.0 3637.4

MW rack 1080.0 1861.0

Total 1 835 5498.4

Totalw/25% Buffer 2293.75 6873

Saddle Peak TotalWatts Total BTU

UHF rack 755.0 3637.4

MW rack 1080.0 1431.1

Total 1835 5068.5

Totalw/25% Buffer 2293.75 6335.625

Black Jack Mountain, Catalina lsland TotalWatts Total BTU

UHF rack 755.0 3637.4

700MHz ESSI rack 2417.0 8315.0

700MHz ESS2 rack 2417.0 8315.0

MW rack 1080.0 1069.0

Total 6669 21336.4

Totalw/25% Buffer 8336.25 26670.5

330 Centre Street, HQ TotalWatts TotalBTU

M1 DSR Core rack 7237.8 24702.8

700MHz Prime rack 12s2.5 10337.7

UHF Prime rack 299.8 2740.8

VHF Rx+vote rack 299.8 2083.8

MW rack 1080.0 1069.0

Total 10169.9 40934.1

Totalw/25% Buffer 12712.375 51167.625

Dispatch Center TotalWatts Total BTU

M1 DSR Core rack 8310.6 31749.1

MW rack 1080.0 1069.0

Total 9390.6 32818.1

Totalw/25% Buffer 11738.25 41022.625

Site Name I Location TotalWatts Total BTU

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2-60 SystemDescription Motorola So/utions Confidential Restricted CD



SECTION 3

3.1

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Prgect

ADDITIONAL RADIO
SITE CONSTRUCTION

SITE DEVELOPMENT SCOPE OVERVIEW
To meet the long-term desire of the Port to eliminate an existing microwave site and expand
radio system coverage Motorola has included this new radio site construction section. Unlike the
other sections of the proposal this scope is not included in the project pricing and is for
budgetary guidance purposes only. Scope and pricing are subject to change after a detailed site
walk is completed by Motorola's A&E division. Based upon data gathered on previous site
walks, meetings, and discussions with the Port of LA it is believed that the design and cost
estimates will allow the Port to determine if constructing a new radio site is desired.

3.2 NEW SITE LOCATION DEVELOPMENT

3.2.1 Site Scope Summary
. Engineering services for site drawings and regulatory approvals - lncluded.
. Site acquisition services - Not included.
. Zoning Services - lncluded
. New fenced compound/expansion size - 35-foot x 85-foot.
. Clearing type - Light.
. New power run - 150 feet
. Electrical service type - Underground, 300-amp - 1201240-volt, single-phase
. New fuel tank size - 500 gallons, Type - Diesel sub-base.
. New generator size - B0 kW, Type - Outdoor.
. New tower to be used for antennas - 12O-foot self-supported tower.
. New tower foundation size - 60 cubic yards, Type - Pier and pad.

3.2.2 Motorola Responsibilities:

3.2.2.1 Site Engineering
. Prepare site construction drawings showing the layout of various new and existing site

components.
. Conduct site walks to collect pertinent information from the sites (e.9., location of Telco,

power, existing facilities, etc.).
. Perform a site and topographic survey for the property on which the communication site is

located or will be located.
. Prepare a 2Cl1A letter certifuing the accuracy of the surveyed data for the tower.
. Prepare a lease exhibit and sketch of the site to communicate to the propefi owner the

proposed lease space and planned development at the particular site location.

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on lhe cover page.
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3.2.2.2

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

. Prepare zoning drawings that can be used to describe the proposed site installation in

sufficient detail.
. Prepare record drawings of the site showing the as-built information.
. Conduct utility investigation and coordinate with local utility company for power hook up.
. Perform construction staking around the site to establish reference points for proposed

construction.
. Prepare photo renderings of how a specific site or sites would look after completion.
. Conduct a balloon test to prepare site line graphs showing potential visibility of the proposed

communication site.
. Provide an expert witness for up to 3 day(s) to attend or testiflT at public meetings and/or

hearings to provide expert testimony to assist in obtaining zoning approvals.
. Perform NEPA Threshold Screening, including limited literature and records search and brief

reporting, as necessary to identify sensitive natural and culturalfeatures referenced in 47
CFR Chapter 1 , subsection 1 .1307 that may potentially be impacted by the proposed
construction activity. This does not include the additional field investigations to document site
conditions if it is determined that the proposed communication facility "may have a significant
environmentalimpact" and thus require additionaldocumentation, submittals, orwork.
Regional Environmental Review (RER) report submittals if required by FEMA have not been
included. Perform Cultural Resource study as needed to identiflT sensitive historicaland
archaeological monuments that might be impacted by proposed construction

. Perform an ASTM E 1527-05 certified Phase I Environmental Site Assessment (ESA), to
identiflT obvious and reasonably likely on-site and/or off-site potential sources of
contamination that might pose a potential risk of leasing and building on a piece of propefi,
and whether further environmental investigations are warranted. This study does not include
Phase ll assessments, risUcost evaluations, and permitting assistance that may be required
if risk factors are indicated.

. Conduct up to 4O-foot deep soil boring test at tower location and prepare geotechnical report
of soil conditions at locations of the tower foundation. Grouting of boring holes or access by
Automatic Traction Vehicle (ATV) - mounted rig is not included.

. Conduct construction inspection of foundation steel prior to pour, materials testing of
concrete and field density tests of backfill to ensure quality construction.

. Check tower erection for plumbness, linearity and alignment after installation.

. Perform inspection of the site and the work performed by the Contractor to document that
the site is built in accordance with the "Site Plans" and document any deviations or
violations.

. Prepare, submit and track application for local permit fees (zoning, electrical, building etc.),
prepare FAA fllings and procure information necessary for filing.

r fAA Filing (Air Space Analysis, FAA 7460-1; FCC ASR Notifications, FAA7460-2 Part 1;

FCC Notification, FAA 7 460-2 Part 2; FRN Application; Local Publication
. Third Party Tower lnspection.

Site Preparation
. Obtain the permits such as electrical, building, and construction permits, and coordinate any

inspections with local authorities that may be needed to complete site development work.
. Provide one{ime mobilization costs for the construction crews. Any remobilization due to

interruptions/delays that are out of Motorola's control will result in additional costs.
. Perform light clearing of brush, grubbing and disposal of vegetation and shrub growth in the

site compound area and a 2O-foot path around it (9,375 square feet).
. Grade the site compound and 1O-foot path around it to provide a level, solid, undisturbed

surface for installation of site components (Not to exceed 5,775 square feet).

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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. Supply and install gravel surfacing to a depth of 6 inches, including herbicide treatment and
geotextile fabric installation within the fenced in site compound area, and a 3-foot path
around it (Not to exceed 5,775 square feet).

. Supply and install (6) bollard guard posts.

. Provide silt fence around the compound to control soil erosion (not to exceed 240linear
feet).

. Supply and install 8-foot high chain-link fencing with a ten-foot wide gate around the shelter
compound (not to exceed 559 linear feet).

. Perform site touch up (fertilize, seed and straw)disturbed areas not covered with gravelafter
completion of construction work. Landscaping, decorative fencing or any other aesthetic
improvement that may be required by localjurisdictions has not been included and will be
handled through a negotiated contract change notice.

3.2.2.3 Site Components lnstallation
. Construct 1 reinforced concrete foundation necessary for a 12-foot x 24-foot shelter.
. Construct 1 concrete slab for generator with up to 500 gallon above-ground diesel fuel tank

below its base.
. Supply and install 1 prefabricated concrete shelter 12-footx24-fool.
. Supply and install 1 50O-gallon sub-base diesel fuel tank(s), fill it with fuel and connect it to

the generator.
. Supply and install fuel tank monitors on the tanks to monitor low fuel in tanks and run alarm

wiring to the building located within 50 feet of the tank.
. Supply and install 1 standby power generator (80 kW located within 20 feet of the ATS,

including interconnection wiring between the generator, transfer switch, and site electrical
service mains.

. Supply and install 1.97 1201240-volt, 300-amp, single-phase meter pedestal and hook-up for
electrical service by the local utility.

. Provide all trenching, conduit, and cabling necessary for underground hook-up of power to
the shelter from nearby utility termination located within 256 cable feet of the shelter.

. Supply and install a perimeter grounding system around the compound and shelter. The
ground system is to tie to the fence and all new metal structures within the compound to
meet current Motorola's R56 standards.

. Conduct 1 three-point ground resistance test of the site. Should any improvements to
grounding system be necessary after ground testing, the cost of such improvements shall be
the responsibility of Port of Los Angeles.

. Supply and install 1 freestanding 24-inch-wide cable/ice bridge from the tower to the shelter
(up to 20 linear feet).

3.2.2.4 Tower Work
. Construct pier and pad type tower foundations including excavation, rebar and concrete (not

to exceed 60 cubic yards).
. Erect new 12O-foot self-supporled tower.
. Supply and install grounding for the tower base for self-supported towers

3.2.2.5 Antenna and Transmission Line lnstallation
. lnstall (4) antenna(s) for the RF system.
. lnstall (2) B-foot microwave dishes.
. lnstall up to 60 linear feet o'f 1|2-inch transmission line

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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. lnstall up to 640 linear feet of 7/B-inch transmission line.

. lnstall up to 300 linear feet of EW90 waveguide for microwave dishes.

. Perform sweep tests on transmission lines.

. Perform alignment of each of 2 microwave paths to ensure that the microwave dishes are
optimally positioned.

. Provide and install six-hole hanger blocks and attachment hardware for supporting
transmission lines on the antenna support structure every three feet.

. Supply and install a ground buss bar at the bottom of the antenna support structure for
grounding RF cables before they make horizontaltransition.

3.2.2.6 Miscellaneous Work
. ProjectManagementAdministration
. Third party locates prior to construction
. Temporary fencing
. Water, toilet, temp power for construction
. Spoils off-haul and disposal
. Prevailing Wage Adjustment lncluded
. Structural Fill for Backfill of Tower Foundation

3.2.3 GustomerResponsibilities:

3.2.3.1 Site Acquisition
. Purchase or execute an option/lease/license agreement (lease) and acquire clear land

title/site lease/shared use agreement for the candidate site.

3.2.3.2 Site Responsibilities
. lf required, prepare and submit Electromagnetic Energy (EME) plans for the site (as a

licensee) to demonstrate compliance with FCC RF Exposure guidelines.
. As applicable, coordinate, prepare, submit, and pay for all required permits and inspections

for the work that is the Customer's responsibility.
. Pay for all utility connection, pole or line extensions, and any easement or usage fees.
. Review and approve site design drawings within 7 calendar days of submission by Motorola

or its subcontractor(s). Should a re-submission be required, the Customer shall review and
approve the re-submitted plans within 7 calendar days from the date of submittal.

. Pay for the usage costs of power, leased lines and generator fueling both during the
construction/installation effort and on an on-going basis.

. Pay for application fees, taxes and recurring payments for lease/ownership of the property.

. Provide personnel to observe construction progress and testing of site equipment according
to the schedule provided by Motorola.

. As applicable (based on localjurisdictional authority), the Customer will be responsible for
any installation or up-grades of the electrical system in order to comply with NFPA 70, Article
708

. Provide property deed or lease agreement, and boundary survey, along with existing as-built
drawings of the site and site components to Motorola for conducting site engineering.

. Provide a right of entry letter from the site owner for Motorola to conduct field investigations.

. Maintain existing access road in order to provide clear and stable entry to the site for heavy-
duty construction vehicles, cement trucks and cranes. Sufficient space must be available at

November 1,2019
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a

the site for these vehicles to maneuver under their own power, without assistance from other
equipment.
Secure power connection to the site, associated permitting and installation of a meter and
disconnect within 50 feet of the proposed shelter location.
Provide additional temporary space for staging of the construction equipment during the
construction of new site facilities (tower, shelter, generator, fuel tank etc.).
Customer responsible for costs of any permits as well as FAA/FCC filings.

Assumptions:
. Prevailing wage, certified payroll, mandatory union workers or mandatory minority workers

are required for this work.
. Allclarifications and exceptions contained in this Section (General Site Development

Assumptions) take precedence over any other section of this Contract.
. Allwork is assumed to be done during normal business hours as dictated by time zone

(Monday thru Friday, 7:30 a.m. to 5:00 p.m.).
. All recurring and non-recurring utility costs [including, but not limited to, generator fuel

(except first fill), electrical, Telcol will be borne by the Customer or site owner.
. All utility installations shall be coordinated and paid for by the site owner and located at

jointly agreed to location within or around the new communications shelter or equipment
room.

. Site will have adequate electrical service for the new shelter and tower. Utility transformer,
transformer upgrades, line, or pole extensions have not been included.

. Pricing has been based on National codes such IBC or BOCA. Local codes or jurisdictional
requirements have not been considered in this proposal.

. Hazardous materials are not present at the work location. Testing and removal of hazardous
materials, found during site investigations, construction or equipment installation will be the
responsibility of the customer.

. A maximum of 30 days will be required for obtaining approved building permits from time of
submission, and a maximum of 60 days will be required for zoning approvals from time of
submittal.

. No improvements are required for concrete trucks, drill rigs, shelter delivery, and crane
access.

. lf extremely harsh or difficult weather conditions delay the site work for more than a week,
Motorola will seek excusable delays rather than risk job site safety.

. ln absence of geotechnical reports, foundations and subsurface conditions for tower design
are based on Presumptive Sand soil parameters, as defined bV EIA-222-G. Also, rock
coring, piling, extensive dewatering of foundations, permanent casings or hazardous
material removal has not been included.

. For zoning approvals, a maximum of 60 days will be required from time of submittal with
attendance at maximum of two (2) required planning meetings.

. The new tower location will pass the FAA hazard study, zoning, FCC and environmental
permitting.

. The restoration of the site surroundings by fertilizing, seeding and strawing the disturbed
areas will be adequate.

. Tower and foundation sizing is based on the tower loading requirements as a result of the
RF Antenna System design and the Microwave Antenna System design (i.e. - dish sizes and
locations obtained from paper path studies). lf after physical path studies, the dish sizes and
locations change, then Motorola will then review the impact to tower structure and
foundations and revise applicable costs.

3.2.4

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability ProJect
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3.2.5

3.3

November 1,2019
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. lf as a result of NEPA studies, any jurisdictional authority should determine that a proposed
communications facility "may have a significant environmental impact", the environmental
impact studies or field testing and evaluation related to such determination have not been
included.

. The site location can be finalized and lease agreement can be reached with the property
owner within 60 calendar days after the start of the site acquisition efforl.

. A waiver to zoning requirements like setbacks, tower height limitations, etc. can be obtained.

. The soil resistivity at the site is sufficient to achieve resistance of ten (10) ohms or less.
Communications site grounding will be designed and installed per Motorola's Standards and
Guidelines for Communications Sites (R56).

. Underground utilities are not present in the construction area, and as such no relocation will
be required.

. Foundations for the shelter, generator and fuel tank are based "normal soil" conditions as
defined by TIA/ElA 222-F. Footings deeper than 30 inches, raised piers, rock coring,
dewatering, or hazardous material removal have not been included.

Gompletion Criteria
. Site development completed per issued for construction (lFC) construction drawings, project

requirements, contractual obligations (including any customer/Motorola approved changes)
and approved by the Port.

This shall be confirmed by contractor and reviewed with Motorola construction manager
and project manager before inspections occur.

. Alljurisdictional and contractual required testing and inspections to be performed by the
contractor. (Contractual testing and inspections defined and agreed to with project team and
customer prior to project kick off; vendor solely responsible for conducting, coordinating and
paying for alljurisdictional testing and inspections ).

. Motorola site development checklist shall be completed and signed off by contractor prior to
customer inspection. (Review with project team and customer and amend checklist as
required at project kick off or before work begins).

. Site turn-over package completed and turned over to Motorola (As defined and agreed to
with project team and customer).

. All punch list and deficiencies shall be completed prior to customer and Motorola
inspections.

MOTOROLA STANDARD BUILDING
SPECIFICATIONS

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Site Equipment Capacity (12) 2'x2' rack locations

Building Size Outside: 24' Lx 11'8" W x 10'6" H

lnside: 23' L x 10'8" W x 9'1" lnterior clear

Load Floor: 300 psf

Roof: 150 psf

Walls: 150 mph

Walls
Roof

Concrete 2 hr. fire rated, Ballistics tested forUL-752 with 1/2" white

embossed fiberglass paneling
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lnsulation Walls: R-11

Ceiling: R-19

Door (1) 36'X 7'0" with dead bolt, anti-pick plate, door bumper & "T" tie back

Cable Ladder 24" wide cable ladder, gold chromate over equipment racks to cable
entrance

Cable Entry (1) 12 port cable entry with caps and (2) 3' PVC sleeve cast in concrete
for Telco entry

Fire Protection (1)Each Wall mounted 201b. ABC and 101b. CO2 extinguishers

Alarms Smoke, Power Fail, High/Low temp,
alarms on dry terminal 66 block with

intrusion, Gen, ATS and UPS
amphenol connector (see table 1)

Warranty 10-year manufacturer warranty from the date of shipment

Lig hting Specifications:

lnterior Ceiling: (10) 4 ft. fluorescent

Exterior Security: (1) LED photocell

Emergency (1) Twin bulb with battery EXIT sign located over doorway

Electrical Specifications :

Electrical Service 12012401200A 1 phase

Service Disconnect
Secondary Surge Arrestor

(1) R56 Approved Type 1 Surge Protection Device (SPD)

Main Panel Surge Arrestor (1)R56Approved fype2 Surge Protection Device (SPD)

Main Load Center (1) 3004 Main breaker

Exterior Outlets (2) GFI duplex outlets

Service Outlets (7) Duplex outlets

UPS Load Centers (3) Load centers with circuits to feed racks

FNE Outlets (3) Raceway containing dedicated simplex outlets mounted under
cable ladder

Grou nding Specifications

Grounding Standard Meets or Exceeds Motorola's R56 Specifications

Air Conditioning Specifications

Air-Conditioning (2) 4{on air conditioning units with integrated heater strips, lead-lag
controller

Warranty 2-year manufacturer warranty from the date of shipment

Generator Specifications :

Generator 80kW, diesel fueled,120l240V 1 phase 60HZ

Automatic Transfer Switch 300-amp, 240 volt

Warranty 2-year manufacturer warranty from the date of shipment

U.P.S Specifications

U.P.S (2) 20kVA/18kW, maintenance bypass switch, 7 minute battery backup

Warranty 2-year manufacturer warranty from the date of shipment

I 2x24 MSB Specifications

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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EQUIPlVl ENT LISTS
sEcTtoN 4

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

4.1 EQUIPMENT LISTS

4.1.1 UASI-18 Equipment List

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

I SQMO1SUMO323 ASTRO MASTER SITL

1 cA03515AA ADD: NEW ZONE CORE

1 CAO35O7AA ADD: RACK

5 UAOO153AB ADD: P25 FDMA TRUNKING OPERATION Sl

5 UAOO159AB ADD: P25 PHASE 2 TDMA TRKNG OP SITE

5 UAOOl604,4 ADD: PHASE 2 DYNAMIC TG ASGNMT SITE

5 UAO04OsAA ADD: ENHANCED DATA-P2S TRNK SITE

3 UAOO1564,A ADD: MCC7500 CONSOLE LICENSES (OTY

I CAO1499AB ADD:DSR NOTIFICATION

1 cA03509AA ADD: EDGE ROUTER PAIR

2 UAOO152AA ADD:500 RADIO USER LICENSES

1 UAO066444 ADD: 500 VISITING RADIO USER LICENS

2 UAO0482AA ADD: LOCATION ON PTT 500 USER LICEN

2 UAOOTOOAA ADD: GROUP SERVICES

2 UAOO699AA ADD: TRANSCODED SIMULTANEOUS CALLS

I UAOO146A4 ADD: UNIFIED EVENT MANAGER (UEM)

I UAOO149AA ADD: RADIO CONTROL MANAGER

1 UAOO139AA ADD: NORTHBOUND INTERFACE

1 ZAOOIO4AA ENH: TECHNICAL ASSISTANCE, FOURW H

35 UAOO16,1AA P25 TDMA PER BASE RADIO LICENSE

10 UAOO,l6244 DYNAMIC CHANNEL ASSIGNMENT PER BASE

1 uA00227AA UEM SNMP ELEMENT MGMT TOOLKIT (QTY

I DSTS453BE4GUS NAS Server: QNAP J3455 QUAD CORE BA

1 T8597 ASTRO 2019.1CLIENT

1 TT3492 22 G4 MINI WORKSTATION NON RETURNAB

1 DSFl DC1O8V 18.5INCH WIDESCREEN RACK CONSOLE WI

4 DSF'1D940'106 BELKIN OMNIVIEW ENTERPRISE SERIES -

I DSF2B5644 ESB EXTERNAL DVD DRIVE

12 T7885 MCAFEE WINDOWS AV CLIENT

4-8 Equipment Lists Motorota So/utions Confidential Restrrcfed @



1 cLNl 868 2930F 24-PORT SWITCH

1 SQMOl SUMO257 INTELLIGENT MIDDLEWARE

1 cA02384AE ADD: UNIFIED NETWORK SERVICES SOFTW

1 cA02354AA ADD: ASTRO NETWORK APPLICATION INTE

1 cA023624E ADD: MCAFEE STANDALONE ANTIVIRUS S

1 cA03062AA ADD: IMW HIGH TIER/NON-REDUNDANT

1 uA00015AA ADD: 501-1000 RESOURCES FOR LOCATIO

1 UAOOO5644 ADD: 501-1000 RESOURCES FOR PRESENC

1 uA00296A4 ADD: 0-100 RESOURCES FOR GROUP MANA

1 UAOO29OAA ADD: 501-1000 RESOURCES FOR MESSAGI

1 cA02053AE ADD: SUPPLEMENTAL CD IA (IMW

1 cA02668AE ADD: SQL SVR STD2014 EMB

1 DSTRAKg1061 FOUR PORT DDM

I T7776 lSSl 8000 / CSSI 8000 UPGRAGE Softw

1 UAOOOO5AA ADD: lSSl Automatic Roaming License

2 UAOO184AA ADD:lSSl AUTOMATIC ROAMING LICENSE

1 T7688 KEY MANAGEMENT FACILITY

1 ZAOI 1 SOAA ADD: KMF SERVER AND WEB CLIENT SW

1 cAo1229AA ADD: KMF REDUNDANCY SOFTWARE

1 TT2872 DL38O G9 SERVER WITH WINDOWS SERVER

1 SQMO1SUMO222 KMF CRYPTR

1 cA00147AG ADD: BASIC SOFTWARE OPTION

1 cA00182AV ADD:AES 256 ENCRYPTION KIT

1 cA0206644 AC Line Cord, North America

I TKN9285 RACK MOUNT KIT FOR CRYPTR II

1 TT3492 22 G4 MINI WORKSTATION NON RETURNAB

1 T84768 KVL 5OOO

1 cA03358AA ADD: ASTRO 25 MODE

1 cA00182AW ADD: AES ENCRYPTION SOFTWARE

1 cA03467AA ADD: NORTH AMERICA MICRO USB CHARGE

1 PMKN4O12B PORTABLE PROGRAMMING CABLE

1 PMKN4O12B PORTABLE PROGRAMMING CABLE

1 cB000262401 CABLE,MICRO USB PROGRAMMING CABLE

1 PMPN4119A CHARGER,CHGR VEHICULAR ADAPTER EXT

1 DVN4O46B MASTER SYSTEM KEY STARTER KIT

1 TRN7343 SEVEN AND A HALF FOOT RACK

1 T8586 FORTINET FIREWALL APPLIANCE

1 DSK3R64AA HP 9.5MM SLIM SUPERMULTI DVD WRITER

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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1 DLNS006 FRU: D1380 G10 POWER SUPPLY

1 DLNBOOT FRU: D1380 G10 FAN

1 DLN6942 1.2T8 HARD DRIVE

1 DLN8O1 3 FRU: DAS 4525 CHASSIS ONLY

1 DLN80't4 FRU: DAS 4525 POWER SUPPLY

1 DLN8O1 5 FRU: DAS 4525 CONTROLLER MODUL

1 DLN801 6 FRU: DAS 4125 JBOD MODULE

DLN801 71 FRU: 600GB HARD DRIVE, DAS 452

I cLNl 868 2930F 24-PORT SWITCH

1

1 SQMO1SUMO324

cLNl 869 2930F 48-PORT SWITCH

DYNAMIC SYSTEM RESILIENCE

1 cAo3520AA ADD: DSR ZONE CORE

1 cAO3507AA ADD: RACK

2 UAOO699AA ADD: TRANSCODED SI MULTANEOUS CALLS

1 T8586 FORTINET FIREWALL APPLIANCE

I T8597 ASTRO 2019.1CLIENT

1 TT3492 22G4 MINIWORKSTATION NON RETURNAB

DSFlDClO8V1 18.5INCH WIDESCREEN RACK CONSOLE WI

4 DSFlD940106 BELKIN OMNIVIEW ENTERPRISE SERIES -

1 DSF2B564A ESB EXTERNAL DVD DRIVE

1 cLN1868 2930F 24-PORT SWITCH

1 DSTRAKg1061 FOUR PORT DDM

1 T7688 KEY MANAGEMENT FACILITY

I ZAO,118OAA ADD: KMF SERVER AND WEB CLIENT SW

1 cA01229AA ADD: KMF REDUNDANCY SOFTWARE

1 TT2872 DL3BO G9 SERVER WITH WINDOWS SERVER

1 SQMOl SUM0222 KMF CRYPTR

1 CAOO147AG ADD: BASIC SOFTWARE OPTION

1 cA00182AV ADD:AES 256 ENCRYPTION KIT

I CAO206644 AC Line Cord, North America

1 TKN9285 RACK MOUNT KIT FOR CRYPTR II

I DSTGl 91 B TECH GLOBAL EVOLUTION SERIES 19INCH

1 rT3492 22 G4 MINI WORKSTATION NON RETURNAB

1 TRN7343 SEVEN AND A HALF FOOT RACK

1 T8586 FORTINET FI REWALL APPLIANCE

1 DLNSO06 FRU: D1380 G10 POWER SUPPLY

1 DLNSOOT FRU: D1380 G10 FAN

November 1,2019
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1 DLN6942 1.2T8 HARD DRIVE

1 DLN8O1 3 FRU: DAS 4525 CHASSIS ONLY

1 DLN8O14 FRU: DAS 4525 POWER SUPPLY

I DLN8O1 5 FRU: DAS 4525 CONTROLLER MODUL

1 DLN8O16 FRU: DAS 4125 JBOD MODULE

1 DLN801 7 FRU: 600G8 HARD DRIVE, DAS 452

1 cLN1868 2930F 24-PORT SWITCH

I

I

CLN1869

B1 949

2930F 48-PORT SWITCH

MCC 75OOE SOFTWARE DVD

1 B1 948 MCC 75OOE DISPATCH POSITION LICENSE

9 UAOO2SOAA ADD: 30 RADIO RESOURCES LICENSE

9 UAOO653AA ADD: BASIC CONSOLE OPERATION

I UAOO654AA ADD:ASTRO 25 TRUNKING OPERATION

9 UAOO655AA ADD: ADVANCED CONVENTIONAL OPERATIO

I UAOO658AA ADD:SECURE OPERATION

9 UAO0659AA ADD: ADP/AES/DES-OFB ENCRYPTION

9 UAO06604,4 ADD: OTEK OPERATION

I UAOO661AA ADD: ENHANCED IRR

9 81941 USB AUDIO INTERFACE MODULE

I 81914 MCC SERIES DESKTOP GOOSENECK MICROP

I 81913 MCC SERIES HEADSET JACK

9 RLN6098 HDST MODULE BASE WPTT, 15 FT CBL

I BDN6647G MEDIUM WEIGHT SINGLE MUFF HEADSET W

I DSTWIN63284 PROVIDES ONE DUAL PEDAL FOOTSWITCH

9 T7885 MCAFEE WINDOWS AV CLIENT

I DSUS83lOOOS STARTECH USB 3.0 TO GIGABIT ETHERNE

9 DSSTT3OOU3M STARTECH 7 PORT USB 3.0 HUB

9 DSRMP615A SPD, TYPE 3,120V RACK MOUNT, 15A P

1 DSF2B56A4 USB EXTERNAL DVD DRIVE

I T7449 WINDOWS SUPPLEMENTAL TRANS CONFIG

9 DSEV221B TECH GLOBAL EVOLUTION SERIES 22INCH

I Tr3492 22 G4 MINI WORKSTATION NON RETURNAB

I DSY786,1AA HP Z2 MINIARM WALL VESA MOUNT
'18 81952 SPEAKER, DESKTOP, USB

18 cAo340644 ADD:AC LINE CORD, NORTH AMERICA

18 CAO3413AA ADD: USB CABLE, TYPE A TO TYPE C, 4

18 cA03405AA ADD: POWER SUPPLY WITH DC CORD

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Proiect
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2 cLNl 868 2930F 24-PORT SWITCH

2 cLNl 866 FRU: 1M DAC CABLE

2 T8492 SITE AND HUB ROUTER AND FIREWALL- A

cA03445AA ADD: MISSION CRITICAL HARDENING2

2 cAo3448AA ADD:STATEFUL FIREWALL

1 SQMOlSUMO2O5 GGM SOOO GATEWAY

cAO16164A1 ADD: AC POWER

I cA0208644 ADD: HIGH DENSITY ENH CONV GATEWAY

1 SQMOlSUMO2O5 GGM SOOO GATEWAY

1 cA0161644 ADD:AC POWER

1 cA020864,4 ADD: HIGH DENSITY ENH CONV GATEWAY

I BVN1013 MKM 7000 Console Alias Manager Soft

1 DSF2B5644 USB EXTERNAL DVD DRIVE

1 BVN6O79 PRX 7000 Proxy Application SW DVD

1 TT3492 22G4 MINIWORKSTATION NON RETURNAB

1 DSEV221 B TECH GLOBAL EVOLUTION SERIES 22INCH

1 T8492 SITE AND HUB ROUTER AND FIREWALL- A

1 CAO3445AA ADD: MISSION CRITICAL HARDENING

1 cAo3448AA ADD: STATEFUL FIREWALL

1 T7038 GCP SOOO SITE CONTROLLER

1 cA01953AA ADD: POWER EFFICIENCY PACKAGE

1 cA03'111A4 ADD: CEC COMPLIANCE

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

1 cA00303AA ADD: QTY (1) SITE CONTROLLER

1 X153AW ADD: RACK MOUNT HARDWARE

1 cA0113644 MCC 75OO CONVEN SITE OPER

1 T8343 GSERIES SOFTWARE LICENSING

1 UAOO415AA ADD:GSERIES SC-CONV

2 BLNl 31 7 MCC 75OO AIS SOFTWARE FIELD-ADD LIC

2 BLNl 302 OVER THE ETHERNET KEYING (OTEK) OPE

2 BLNl 304 SECURE OPERATION FIELD.ADD LICENSE

2 TT3492 22G4 MINIWORKSTATION NON RETURNAB

9 DQG2OG8612 POWER STRIP 6 OUTLET 15A 125VA

2 DSTSJADP RACK MOUNT GROUND BAR, 19 IN FOR TS

2 DSRMP615A SPD, TYPE 3, 12OV RACK MOUNT, 15A P

1 B1 948 MCC 75OOE DISPATCH POSITION LICENSE

2 UAOO653AA ADD: BASIC CONSOLE OPERATION

2 UAOO654AA ADD:ASTRO 25 TRUNKING OPERATION

November 1,2019
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2 UAOO655AA ADD: ADVANCED CONVENTIONAL OPERATIO

2 UAOO659AA ADD: ADP/AES/DES-OFB ENCRYPTION

2 UAOO658AA ADD: SECURE OPERATION

2 UAOO249AA ADD: 15 RADIO RESOURCES LICENSE

2 UAOO661AA ADD: ENHANCED IRR

2 UAOO66OAA ADD: OTEK OPERATION

1 UAOO254AA ADD: PRX 7000 PROXY SW LICENSE (1-1

2 TT3493 ZBOOK 15 G5 NON RETURNABLE

2 RLN6O98 HDST MODULE BASE WPTT, 15 FT CBL

2 RMN515OA OVER-THE.HEAD, MONAURAL, NOISE-CANC

2 DDN1428 XLR TO USB ADAPTER SHURE

1 81952 SPEAKER, DESKTOP, USB

1 cA03406AA ADD:AC LINE CORD, NORTH AMERICA

1 CAO34O5AA ADD: POWER SUPPLY WITH DC CORD

1 81914 MCC SERIES DESKTOP GOOSENECK MICROP

1 81913 MCC SERIES HEADSET JACK

1 rT3492 22G4 MINIWORKSTATION NON RETURNAB

1 cLNl 868 2930F 24.PORT SWITCH

1 cLN1866 FRU: 1M DAC CABLE

1 T8492 SITE AND HUB ROUTER AND FIREWALL- A

1 cA03445AA ADD: MISSION CRITICAL HARDENING

1 cA03448AA ADD:STATEFUL FIREWALL

1 DLN6966 FRU: GCP 8000/GCM 8000/GPB 8000

1 DLN6781 FRU: POWER SUPPLY

I 81948 MCC 75OOE DISPATCH POSITION LICENSES

1 81949 MCC 75OOE SOFTWARE DVD

1 T7449 WINDOWS SUPPLEMENTAL TRANS CONFIG

2 81905 MCC 75OO ASTRO 25 SOFTWARE

2 81933 MOTOROLA VOICE PROCESSOR MODULE

2 cA00288AB ADD: MCC 75OO ARCHIVING INTERFACE SERVER SOFTWARE
LICENSE

2 cA00143AC ADD: DES-OFB ALGORITHM

2 CAOO182AB ADD: AES ALGORITHM

2 cA00140AA ADD:AC LINE CORD, NORTH AMERICAN

2 T7885 MCAFEE WINDOWS AV CLIENT

2 TT3492 22 G4 MINI WORKSTATION NON RETURNAB

1 TT2669 120 SIMUL CALL MCC 75OO IP RECORDER

1 rT06274AA ADD: lP LOGGING RECORDER FOR USE ON A2019 SYSTEMS

Port of Los Angeles
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1 rT06274AA ADD: lP LOGGING RECORDER FOR USE ON 42019 SYSTEMS

2 T7885 MCAFEE WINDOWS AV CLIENT

2 TT3492 22 G4 MINI WORKSTATION NON RETURNAB

2 DSTG191 B TECH GLOBAL EVOLUTION SERIES 19INCH NON TOUCH

2 T7449 WINDOWS SUPPLEMENTAL TRANS CONFIG

2 T7885 MCAFEE WINDOWS AV CLIENT

2 81952 SPEAKER, DESKTOP, USB

2 CAO3413AA ADD: USB CABLE, ryPE A TO ryPE C,4.5M

1 DDN9748 19 INCH BLACK SHELF

1 T12671 32 CHANNEL NRX BASE BUNDLE

8 TTO576444 ADD:ADDITIONAL 8 RECORDING LICENSES - MAX OF 20

32 TTO5771AA ADD: ANALOG CHANNEL FLAG

32 rr05772AA ADD: DIGITAL CHANNEL FLAG

32 TTO5774AA ADD: TELEPHONY VOIP CHANNEL FLAG

1

2 SQMOl SUM0284B

DSI 1 01 990
sPD, SHIELDED RJ-45 JACK, STNGLE LrNE GBE (1000MBPS) R56
COMPLIANT

WAVE 5OOO SERVER

2 SQMO1SUM0292 CRYPTR

2 cA0206644 AC Line Cord, Nodh America

2 cA02954AA ADD: SECURE OPERATION

2 CAO2933AA ADD:ASTRO AES 256, DES-OFB, ADP ENCRYPTION KIT

1 SSVOOSO,I291A cRrTrcAL coNNECT BASrC SUBSCRTPTTON (5 YEAR)

1 LSVOOSOl 306B CRITICAL CONNECT ONSITE SERVICE

10 SSVOOSOl5OOA WAVE DISPATCH

50 SSVOOSO14994 WAVE SUBSCRIPTION

4.1.2 UASI-19 Equipment List

1 17321 GCM SOOO COMPARATOR

I CAOO7,19AA ADD: ASTRO SYSTEM RELEASE 7.19

2 cA0'1183AA GCM SOOO COMPARATOR

2 cAo1 1 85AA ADD: lP BASED MULTISITE OPERATION

2 cA01901AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 CAO1974AA ADD: TRUNKING REDUNDANT COMPRTR SW

1 CAO31,11AA ADD: CEC COMPLIANCE

November 1,2019
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1 X153AW ADD: RACK MOUNT HARDWARE

1 cA01953AA ADD: POWER EFFICIENCY PACKAGE

1 cA01400AA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSING

2 UAOO4O2AA ADD: GSERIES CM-P25 TRNK lP

2 UAOO418AA ADD: P25 TDMA TRNK COMPARATOR SW

2 UAOO419AA ADD: REDUNDANT CMPRTR P25 TRNK

1 T7321 GCM sOOO COMPARATOR

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

2 cA01 183AA GCM sOOO COMPARATOR

2 cA01 1 85AA ADD: lP BASED MULTISITE OPERATION

2 cA01901AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 cA01974AA ADD: TRUNKING REDUNDANT COMPRTR SW

1 cA03111AA ADD: CEC COMPLIANCE

1 X153AW ADD: RACK MOUNT HARDWARE

1 cA01953AA ADD: POWER EFFICIENCY PACKAGE

I cA01400AA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSI NG

2 UAOO4O2AA ADD: GSERIES CM-P25 TRNK lP

2 UAOO418AA ADD: P25 TDMA TRNK COMPARATOR SW

2 UAOO419AA ADD: REDUNDANT CMPRTR P25 TRNK

1 T7321 GCM SOOO COMPARATOR

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

2 cA01 1 83AA GCM SOOO COMPARATOR

2 cA01 185AA ADD: lP BASED MULTISITE OPERATION

2 cA01901AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 cA01974AA ADD: TRUNKING REDUNDANT COMPRTR SW

1 cA03111AA ADD: CEC COMPLIANCE

1 X153AW ADD: RACK MOUNT HARDWARE

1 cA01953AA ADD: POWER EFFICIENCY PACKAGE

1 cA01400AA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSING

2 UAOO4O2AA ADD: GSERIES CM P25 TRNK lP

2 UAOO418AA ADD: P25 TDMA TRNK COMPARATOR SW

2 UAOO419AA ADD: REDUNDANT CMPRTR P25 TRNK

1 T7321 GCM sOOO COMPARATOR

I cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

2 cA01183AA GCM SOOO COMPARATOR
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ADD: lP BASED MULTISITE OPERATION2 cA01185AA

1 CAO19O1AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 cA01974AA ADD: TRUNKING REDUNDANT COMPRTR SW

ADD: CEC COMPLIANCE1 cA03111AA

1 X153AW ADD: RACK MOUNT HARDWARE

I cA01953AA ADD: POWER EFFICIENCY PACKAGE

ADD: POWER CABLE, DC1 cA01400AA

1 T8343 GSERIES SOFTWARE LICENSING

2 UAOO4O2AA ADD: GSERIES CM-P25 TRNK lP

ADD: P25 TDMA TRNK COMPARATOR SW1 UAOO418AA

2 UAOO419AA ADD: REDUNDANT CMPRTR P25 TRNK

1 T7038 GCP sOOO SITE CONTROLLER

ADD: ASTRO SYSTEM RELEASE 7.191 cA00719AA

1 cA00303AA ADD: QTY (1) SITE CONTROLLER

ADD: lP BASED MULTISITE SITE CONTROI cA01194AA

ADD: CEC COMPLIANCE1 cA03111AA

I X153AW ADD: RACK MOUNT HARDWARE

ADD: POWER EFFICIENCY PACKAGE1 cA01953AA

1 cAo1400M ADD: POWER CABLE, DC

GSERIES SOFTWARE LICENSING1 T8343

ADD: GSERIES SC-P25 TRNK MS lP1 UAOO4O5AA

1 T7038 GCP SOOO SITE CONTROLLER

ADD: ASTRO SYSTEM RELEASE 7.191 cA00719AA

1 cA00303AA ADD: QTY (1) SITE CONTROLLER

1 cA01 194AA ADD: lP BASED MULTISITE SITE CONTRO

ADD: CEC COMPLIANCE1 cA031 1 1AA

1 X153AW ADD: RACK MOUNT HARDWARE

ADD: POWER EFFICIENCY PACKAGEI cA01953AA

cAo1400AA ADD: POWER CABLE, DC1

1 T8343 GSERIES SOFTWARE LICENSING

ADD: GSERIES SC-P25 TRNK MS lP1 UAOO4O5AA

1 DSTRAKglOOsEDC PRIME/MASTER SITE REDUNDANT MODULAR

50 L1 700 FSJl-50A CABLE: 1/4" SUPERFLEX POLY

FlPNM-HC 114"TYPE N MALE CONNECTOR4 DDN9769

I cLN1869 2930F 48-PORT SWITCH

2930F 24-PORT SWITCH1 cLN1868

I T8555 EDGE ROUTER & FIREWALL DC

ADD: MISSION CRITICAL HARDENING1 cA03445AA

November 1,2019
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I cA03448AA ADD: STATEFUL FIREWALL

1 T8555 EDGE ROUTER & FIREWALL DC

1 cAO3445M ADD: MISSION CRITICAL HARDENING

1 CAO3448AA ADD:STATEFUL FIREWALL

1

T-
1

TRN7343

17321

SEVEN AND A HALF FOOT RACK

GCM 8OOO COMPARATOR

I cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

2 CAOI 1 83AA GCM SOOO COMPARATOR

2 CAO1 185AA ADD: lP BASED MULTISITE OPERATION

2 cAO190'1AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 CAO1974AA ADD: TRUNKING REDUNDANT COMPRTR SW

1 cA03111M ADD: CEC COMPLIANCE

1 X153AW ADD: RACK MOUNT HARDWARE

1 CAO,I953AA ADD: POWER EFFICIENCY PACKAGE

1 cAO1400AA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSING

2 uA00402M ADD: GSERIES CM-P25 TRNK lP

2 UAOO4,18AA ADD: P25 TDMA TRNK COMPARATOR SW

2 UAOO4,19AA ADD: REDUNDANT CMPRTR P25 TRNK

I T7321 GCM SOOO COMPARATOR

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

2 CAOI 1 83AA GCM sOOO COMPARATOR

2 cA0'1185AA ADD: lP BASED MULTISITE OPERATION

2 cAo1901AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 CAO1974AA ADD: TRUNKING REDUNDANT COMPRTR SW

I cA03111AA ADD: CEC COMPLIANCE

1 X153AW ADD: RACK MOUNT HARDWARE

I cA01953AA ADD: POWER EFFICIENCY PACKAGE

1 CAO14OOAA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSING

2 UAO04O2AA ADD: GSERIES CM-P25 TRNK lP

2 UAOO418AA ADD: P25 TDMA TRNK COMPARATOR SW

2 UAOO419AA ADD: REDUNDANT CMPRTR P25 TRNK

1 T7321 GCM SOOO COMPARATOR

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

2 CAO1 183AA GCM 8OOO COMPARATOR

2 cA0'1185AA ADD: lP BASED MULTISITE OPERATION
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2 cA01901AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 cA01974AA ADD: TRUNKING REDUNDANT COMPRTR SW

I cA03111AA ADD:CEC COMPLIANCE

I X153AW ADD: RACK MOUNT HARDWARE

1 cA01953AA ADD: POWER EFFICIENCY PACKAGE

1 cAO1400AA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSING

2 UAO04O2AA ADD: GSERIES CM-P25 TRNK lP

2 UAOO418AA ADD: P25 TDMA TRNK COMPARATOR SW

2 UAOO419AA ADD: REDUNDANT CMPRTR P25 TRNK

1 T7321 GCM SOOO COMPARATOR

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

2 cA01183AA GCM SOOO COMPARATOR

2 cA01 185AA ADD: lP BASED MULTISITE OPERATION

1 cA01901AA ADD: P25 TDMA COMPARATOR SOFTWARE

2 cA01974AA ADD: TRUNKING REDUNDANT COMPRTR SW

1 cA03111AA ADD:CEC COMPLIANCE

1 X153AW ADD: RACK MOUNT HARDWARE

1 cA01953AA ADD: POWER EFFICIENCY PACKAGE

1 cA01400AA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSING

2 UAOO4O2AA ADD: GSERIES CM-P25 TRNK IP

1 UAOO418AA ADD: P25 TDMA TRNK COMPARATOR SW

2 UAOO419AA ADD: REDUNDANT CMPRTR P25 TRNK

1 T7038 GCP SOOO SITE CONTROLLER

1 CAOO719AA ADD: ASTRO SYSTEM RELEASE 7.19

1 cA00303AA ADD: QTY (1) SITE CONTROLLER

1 CAO2474AA ADD:GEO-REDUN BACK-UP SC LIC

1 cA01 194AA ADD: lP BASED MULTISITE SITE CONTRO

1 cA03111AA ADD: CEC COMPLIANCE

1 X153AW ADD: RACK MOUNT HARDWARE

1 cAo'195344 ADD: POWER EFFICIENCY PACKAGE

1 cA01400AA ADD: POWER CABLE, DC

1 T8343 GSERIES SOFTWARE LICENSING

1 UAOO4O5AA ADD: GSERIES SC-P25 TRNK MS lP

I DSTRAKglOOSEDC PRIME/MASTER SITE REDUNDANT MODULAR

50 L1 700 FSJl-50A CABLE: 1/4" SUPERFLEX POLY

4 DDN9769 FlPNM-HC 1I4"TYPE N MALE CONNECTOR
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1 CLNl 869 2930F 48-PORT SWITCH

1 cLNl 868 2930F 24-PORT SWITCH

1 T8555 EDGE ROUTER & FIREWALL DC

1 CAO3445AA ADD: MISSION CRITICAL HARDENING

1 CAO3448AA ADD: STATEFUL FIREWALL

1 T8555 EDGE ROUTER & FIREWALL DC

1 CAO3445AA ADD: MISSION CRITICAL HARDENING

1 cAo3448AA ADD:STATEFUL FIREWALL

1 TRN7343 SEVEN AND A HALF FOOT RACK

I DSTRAKg1061 FOUR PORT DDM

I cLNl 868 2930F 24-PORT SWTTCH

1 cLNl 866 FRU: 1M DAC CABLE

1 cLNl 869 2930F 48.PORT SWITCH

I cLNl 866 FRU: 1M DAC CABLE

1 DLN6966 FRU: GCP 8000/GCM 8000/cPB 8000

I

1

DLN6455

r8547

CON FIGURATION/SERVICE SOFTWARE

SITE AND HUB ROUTER AND FIREWALL.

1 cAo3445AA ADD: MISSION CRITICAL HARDENING

1 cA03448AA ADD:STATEFUL FIREWALL

1 T8547 SITE AND HUB ROUTER AND FIREWALL -

1 cA03445AA ADD: MISSION CRITICAL HARDENING

1 cA03448AA ADD: STATEFUL FIREWALL

1 SQMO1SUM7O54 GTR 8OOO EXPANDABLE SITE SUBSYSTEM

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

1 cA00855AA ADD:700/800 MHZ

1 X3O4AE ADD: QTY (4) GTR 8000 BASE RADIOS

4 cA01 1 93AA ADD: IP BASED MULTISITE BASE RADIO

1 CAO31 1 1AA ADD: CEC COMPLIANCE

4 cA01842AA ADD: P25 TDMA SOFTWARE

2 CAO19O2AA ADD: P25 DYNAMIC CHANNEL SOFTWARE

1 cA026864,4 ADD:AC DC POWER DISTRIBUTION

4 CAO1953AA ADD: POWER EFFICIENCY PACKAGE

1 cA008624,4 ADD: SITE & CABINET RMC WCAPABILIT

1 cA00879AA ADD: PRIMARY 6 PORT CAVITY COMBINER

1 CAOO882AA ADD: 7OO MHZ TX FILTER WPMU

2 cA01 5364,4 ADD: GPB 8000 REFERENCE DISTRIBUTIO

2 cA01537AA ADD: REFERENCE DISTRIBUTION SOFTWAR
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ADD: 7.5 FT OPEN RACK, 48RU1 X882AH

1 T8343 GSERI ES SOFTWARE LICENSING

4 UAOO4OOAA ADD: GSERIES BR-P25 TRNK MS lP

ADD: GSERIES RDM2 UAOO4O9AA

I PMUG1O17A GNSS REMOTE RECEIVER ASSY

1 DSWM4 HEAVY DUry W SryLE WALL MOUNT WITH

ALUMINUM 6061.T6. PIPE 1 INCH SCHED1 DSP04268

1 DS30C87465CO1 125FT OUTDOOR UV PROTECTED CABLE 6

I SQMO1SUM7O54 GTR sOOO EXPANDABLE SITE SUBSYSTEM

ADD: ASTRO SYSTEM RELEASE 7.191 cA00719AA

1 cA00855AA ADD: 700/800 MHZ

1 X3O44E ADD: QTY (4) GTR 8000 BASE RADIOS

ADD: lP BASED MULTISITE BASE RADIO4 cA01 1 93AA

1 cA03111AA ADD: CEC COMPLIANCE

3 cA01842AA ADD: P25 TDMA SOFTWARE

1 cA0268644 ADD:AC DC POWER DISTRIBUTION

4 cAo1953AA ADD: POWER EFFICIENCY PACKAGE

ADD: CABINET RMC FOR EXPANSION RACK1 cA00877AA

1 cA00880AA ADD: EXPANSION 6 PORT CAVITY COMBIN

1 cA01058AA ADD: 700/800 PHASING HARNESS

ADD: HIGH AVAILABILITY XHUB2 cA00885AA

1 X882AH ADD: 7.5 FT OPEN RACK, 48RU

GSERIES SOFTWARE LICENSING1 T8343

4 UAOO4OOAA ADD: GSERIES BR-P25 TRNK MS lP

I DSTRAKg1061 FOUR PORT DDM

FRU: PA71800MHz1 DLN6895

1 DLN6885 FRU: XCVR 71800 MHZV2

1 DLN6634 FRU: 700/800 MHZ SITE LNA

1 DLNl 306 FRU: 700/800 MHZ CABINET RMC MODULE

1 DLN68O5 FRU: ENERGY EFFICIENT POWER SUPPLY

FRU: FAN MODULE1 DLN6898

1 DLN6677 FRU: G.SERIES XHUB

I DLN6455 CONFIGURATION/SERVICE SOFTWARE

LDF4-50A CABLE: 112" LDF HELIAX POL15 L1 705

2 DDNlO9O L4TDM-PSA 7-16 DIN MALE PS FOR 1/2

221213 CABLE WRAP WEATHERPROOFING2 TDN9289

150 DSAVAs50 AVA5-50, COAXIAL CABLE, CORRUGATED

2 DSA5DFD D-CLASS 7-16 DIN FEMALE FOR AVA5-50
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4 DSSG781282U SG78.1 2B2U SUREGROUND GROUNDING KIT

1 DSL55GRIP LsSGRIP 7/8'' SUPPORT HOIST GRIP

5 MDN6817 423964-5 7/B'' CABLE HANGER STAINLE

1 DSTSXDFMBF RF SPD,698-27OOMHZ DC BLOCK HIGH P

I DSGSAKITD GROUND STRAP KIT - DIN

25 L1705 LDF4-50A CABLE: 112" LDF HELIAX POL

1 DDN1O88 L4TNM-PSA ryPE N MALE PS FOR 1/2 IN

1 DDNlO9O L4TDM-PSA 7-16 DIN MALE PS FOR 1/2

15 L1705 LDF4-50A CABLE: 112" LDF HELIAX POL

2 DDNlO9O L4TDM-PSA 7-16 DIN MALE PS FOR 1/2

2 TDN9289 221213 CABLE WRAP WEATHERPROOFING

150 DSAVAs5O AVA5-50, COAXIAL CABLE, CORRUGATED

2 DSA5DFD D-CLASS 7-16 DIN FEMALE FOR AVA5-50

4 DSSG7812B2U SGTB-1282U SUREGROUND GROUNDING KIT

1 DSL55GRIP LsSGRIP 7i8'' SUPPORT HOIST GRIP

5 MDN6817 42396A-5 7/8'' CABLE HANGER STAINLE

1 DSTSXDFMBF RF SPD, 698.27OOMHZ DC BLOCK HIGH P

1 DSGSAKITD GROUND STRAP KIT - DIN

25 L1 705 LDF4-50A CABLE: 112" LDF HELIAX POL

1 DDNl 088 L4TNM-PSA ryPE N MALE PS FOR 1/2 IN

1 DDNlO9O L4TDM-PSA 7-16 DIN MALE PS FOR 1/2

1 DSCC80706T3 OMNI, CORP COLLINEAR, 6DDBD, 746-87

1 DSCC80706T3 OMNI, CORP COLLINEAR, 6DDBD, 746-87

1 DSCC80706T3 OMNI, CORP COLLINEAR, 6DDBD, 746-87

1 DSCC80706T3 OMNI, CORP COLLINEAR, 6DDBD, 746.87

1 DSBPA7496601 3 PANEL ANTENNA, 1 1 DBD, 746-96OMHZ, 6

I DSCC80706T3 OMNI, CORP COLLINEAR, 6DDBD, 746-87

I DSCC8O7O8T3 OMNI CORPORATE COLLINEAR SDBD 746.8

I DSCCBOTOST3 OMNI CORPORATE COLLINEAR SDBD 746-8

1 DS8PA74966013 PANEL ANTENNA, 1 1 DBD, 746-96OMHZ, 6

1 DSCCB0706T3 OMNI, CORP COLLINEAR, 6DDBD, 746-87

6 L37TSS9PW1 N ALL BAND CONSOLETTE

b G806 ENH: ASTRO DlclTAL CAI OP APX

6 G51 ENH: SMARTZONE OPERATION APX

6 G36'l ENH: P25 TRUNKING SOFTWARE APX

6 GA00580 ADD: TDMA OPERATION APX
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6 1999 ADD: FULL FP W0S/KEYPAD/CLOCKA/U

6 w382 ADD: CONTROL STATION DESK GCAI MIC

6 cAo1 598 ADD:AC LINE CORD US

6 HKN6233C APX CONSOLETTE RACK MOUNT KIT

6 G78 ADD: 3Y ESSENTIAL SERVICE

6 G996 ENH: OVER THE AIR PROVISIONING

6 QAO3399 ADD: ENHANCED DATA

6 G298 ENH:ASTRO 25 OTAR W MULTIKEY

6 G843 ADD:AES ENCRYPTION APX

2 F2380 MCD 5OOO DESKSET

2 FHN7469
MCD 5OOO DESKSET / RGU POWER SUPPLY WITH USA POWER
CORD

2 FKN8695 ETHERNET CABLE 1O'WITH RED & BLACK LABELS

2 F7879 sM, RAD|O GATEWAY UN|T (RGU)

2 FHN7469
MCD 5OOO DESKSET / RGU POWER SUPPLY WITH USA POWER
CORD

2 FKN8695 ETHERNET CABLE 1O'WITH RED & BLACK LABELS

1 FTN7490 MCD 5OOO DESKSET RGU RACK MOUNT PANEL PLUS SCREWS

1 FVN5847
MCD 5OOO DESKSET SYSTEM CONFIG TOOL - SYSTEM WOUT
oMc

1 FHN7469AS POWER SUPPLY KIT FOR SERVICE

1 cLN1868 2930F 24-PORT SWITCH

4.1.3 Non-UASI Funded Equipment List

1 DSTRAKglOOSE PRIME/MASTER SITE REDUNDANT MODULAR

2 11700 FSJl-50A CABLE: 1/4" SUPERFLEX POLY

4 DDN9769 FlPNM-HC 114"TYPE N MALE CONNECTOR

1 T8493 EDGE ROUTER & FIREWALL AC

1 cA03445AA ADD: MISSION CRITICAL HARDENING

1 cA03448AA ADD:STATEFUL FIREWALL

1 CLNl 868 2930F 24-PORT SWITCH

1 T8341 GRV sOOO COMPARATOR

1 CAO3O84AA ADD: COMPARATOR

1 cAo3320AA ADD: ASTRO 25 CONVENTIONAL SOFTWARE

1 cA03317AA ADD: DIGITAL CONV SIMULCAST SOFTWAR

1 CAO1 953AA ADD: POWER EFFICIENCY PACKAGE
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I CAO31 1 1AA ADD: CEC COMPLIANCE

1 X153AW ADD: RACK MOUNT HARDWARE

1 CAOO719AA ADD: ASTRO SYSTEM RELEASE 7.19

I DSTRAKg1061 FOUR PORT DDM

I

1

DLN6898

T7039

FRU: FAN MODULE

GTR 8000 Base Radio

I X64OAL ADD: UHF R2 (435-524 MHZ)

I cAO1948AA ADD: CONVENTIONAL SOFTWARE

I CAO15O2AA ADD: ASTRO 25 CONVENTIONAL SIMULCAS

1 cAO1503AA ADD: FALL BACK IN SIMULCAST CABINET

1 CAO1953AA ADD: POWER EFFICIENCY PACKAGE

I cA03111AA ADD: CEC COMPLIANCE

1 X265AP ADD: BR PRESELECTOR 380-512 MHZ

1 X,l53AW ADD: RACK MOUNT HARDWARE

1 cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

1 cAo1400AA ADD: POWER CABLE, DC

1 DSBCDUP02BD 450-47 OMHZ SINGLE CH DUPLEXER/RX AM

1 cLNl 868 2930F 24-PORT SWITCH

1 T8547 SITE AND HUB ROUTER AND FIREWALL -

I cA03445AA ADD: MISSION CRITICAL HARDENING

1 cAo3448AA ADD: STATEFUL FIREWALL

1 TRN7343 SEVEN AND A HALF FOOT RACK

1 TRN7343 SEVEN AND A HALF FOOT RACK

1 DLN6896 FRU: PA UHF R2

1 DLN6887 FRU: XCVR UHF R2 V2 PWR EFF OPT CRD

1 DLN68O5 FRU: ENERGY EFFICIENT POWER SUPPLY

I DLN6898 FRU: FAN MODULE

I DLN6455 CON FIGURATION/SERVICE SO FTWARE

15 L1 705 LDF4-50A CABLE: 112" LDF HELIAX POL

2 DDNlO9O L4TDM-PSA 7-16 DIN MALE PS FOR 1/2

2 TDN9289 221213 CABLE WRAP WEATHERPROOFING

150 DSAVAs50 AVA5-50, COAXIAL CABLE, CORRUGATED

2 DSA5DFD D-CLASS 7-16 DIN FEMALE FOR AVA5-50

4 DSSG781282U SG78-1282U SUREGROUND GROUNDING KIT

I DSL5SGRIP LsSGRIP 7/8'' SUPPORT HOIST GRIP

5 MDN6817 423964-5 7/8'' CABLE HANGER STAINLE

1 DSVHFsODMAPGR RF SPD, IOO-512MH2, DC BLOCK HIGH P
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LDF4-50A CABLE: 112" LDF HELIAX POL25 L1 705

1 DDNl 088 L4TNM-PSA TYPE N MALE PS FOR 1/2 IN

DDN,1O9O

DSFSA4O6TDIN

L4TDM-PSA 7-16 DIN MALE PS FOR 112

DIRECTIONAL DIPOLE ARRAY, 9 DBD, 13

1 DSFSA4O6TDIN DIRECTIONAL DIPOLE ARRAY, 9 DBD, 13

OMNI. MEANDER COLLINEAR, 9 DBD,4501 DSCOL4lOTO

1 DSCOL4lOTO OMNI. MEANDER COLLINEAR, 9 DBD,450

1 DSCOL41070 OMNI. MEANDER COLLINEAR, 9 DBD,450

OMNI. EXPOSED DIPOLE ARRAY, 6 DBD,1 DSBASO6TDIN

I DSBAS06TDIN OMNI. EXPOSED DIPOLE ARRAY, 6 DBD,

,:=,,,,VHF RX: Prime Site

GRV SOOO COMPARATORI T8341

I cA03084AA ADD: COMPARATOR

I CAO1949AC ADD: ANALOG CONV ONLY SW

ADD:ANALOG CONV VOTING SWI cAO1951AC

1 CAO1953AA ADD: POWER EFFICIENCY PACKAGE

ADD: CEC COMPLIANCEI cA03111AA

I X,153AW ADD: RACK MOUNT HARDWARE

I cA00719AA ADD: ASTRO SYSTEM RELEASE 7.19

FRU: FAN MODULE=! DLN6898

GPW SOOO RECEIVERI T7540

1 X3O1AR ADD: QTY I GPW 8000 RECEIVER

I X53OBH ADD: VHF (136-174 MHZ)

ADD: POWER EFFICIENCY PACKAGE1 CAO1953AB

1 cA03'1't1AA ADD: CEC COMPLIANCE

I X153AW ADD: RACK MOUNT HARDWARE

ADD: POWER CABLE, DC1 cA01400AA

1 CAO1954AB WILDCARD w/GPIO

BR PRESELCTOR, 150-174 MHZI X265AM

1 CAO309OAB ADD: RX ANALOG CONV lP VOTING/SIMUL

1 CAOO718AA ADD: ASTRO SYSTEM RELEASE 7.18

FRU: XCVR VHF V2 WOPTION CARD1 DLN6893

I DLN6781 FRU: POWER SUPPLY

1 DLN6898 FRU: FAN MODULE

1 DLN6455 CONFIGURATION/SERVICE SOFTWARE

'15 L1 705 LDF4-50A CABLE: 112" LDF HELIAX POL
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1 DDNl 088 L4TNM-PSA ryPE N MALE PS FOR 1/2 IN

1 DDNl O9O L4TDM-PSA 7-16 DIN MALE PS FOR 112

2 TDN9289 221213 CABLE WRAP WEATHERPROOFING
'150 DSAVAs5O AVA5-50, COAXIAL CABLE, CORRUGATED

2 DSA5NFS N FEMALE FOR AVA5-50 CABLE

4 DSSG781282U SG78-1 2B2U SUREGROUND GROUNDING KIT

1 DSLsSGRIP LsSGRIP 7/8" SUPPORT HOIST GRIP

5 MDN68,17 423964-5 7/8'' CABLE HANGER STAINLE

1 DSIS5ONXC2MA RF SPD, ,I25-lOOOMHZ DC BLOCK FLANGE

25 L1702 FSJ4-508 CABLE: 1/2" SUPERFLEX POLY

2 DDN9682 F4PNMV2-HC 1/2'' TYPE N MALE PLATED

1 DSBAS04l DIN OMNI, EXPOSED DIPOLE ARRAY, 6 DBD,

1 DSBAS04l DIN OMNI, EXPOSED DIPOLE ARRAY, 6 DBD,

1 DSBA8O4l DIN OMNI, EXPOSED DIPOLE ARRAY, 6 DBD,

7 DSUC1142 PIPE TO PIPE CLAMP, 1.5'' TO 5'' PIPE

10 DSUC1143 PIPE TO PIPE CLAMP, 1.5'' TO 5'' PIPE

3 DSUC1142 PIPE TO PIPE CLAMP, 1.5'' TO 5'' PIPE

DSIGMXl04PREMACI MX104 PREM BNDL 4MIC SLOTS 2PS 2RES JUNOS CIF DVR W/
8X48OTV

18 DSIGMIC3D2OGESFPE MIC-3D-2OGE-SFP ENHANCED MAC SEC & TIMING PHY MAX 256
APS

18 DSIGCBLPWRCl5MHTMP 2.5M 13A1125V PWR CORD AC C15M STRAIGHT NEMA Ns-,I5 TO
HIGH TEMP

54 DSIGSFPlGEFE sFP 10/100/1000 coPPER

I DSIGSVCNDMXI04 ND SUPPORT FOR MX104

1 DSFG6OD FG-6OD - 1O X GE RJ45 PORTS

1 DSIGMXlO4PREMAC MX104 PREM BNDL 4MIC SLOTS 2PS 2RES JUNOS CIF DVR W/
8X48OTV

2 DSIGMIC3D2OGESFPE E-SFP ENHANCED MAC SEC & TIMING PHY MAX 256Mtc-3D-20G
APS

4 DSIGSFPlGEFE SFP 1Ol1OO/,1OOO COPPER

I DSIGSVCNDMXl04 ND SUPPORT FOR MX104

MSB 12X241-RM BLDG. TNCLS GENERAC 70KW Lp GEN & (2)
16KW UPS

DS-POLA_NOKIA-MW_V1

TT1 001I

Site

CUSTOM NOKIA MICROWAVE QUOTE

1 TTOl O2OAA ADD: SIESMIC RATING OD GEN ONLY, 51%-220%c ONLY

1 TTOlOO4AA ALT: DIESEL GENERATOR (GENERAC)

1 TTO1O23AA DEL. DELETE 20KVA/16KWUPS (OTY2)
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1 DQ-462564-01 Valmont 2O2O 120-foot self-supported tower

I DS5OOGTANKUPGB
500 GAL FUEL TANK OPTTON (FOR 60-80KW)ADDER TO
STANDLAONE GENSET

'oflex Serivce Monitor Upgrades

1 DQTTO5348AA
P25 CONTROL CHANNEL LOGGER / 390XOPT206 (REOUtRES
39oXOPT200)

1 DQTTO5359AA P25 AES ENCRYPTION / 39OXOPT24O IR2O77A

1 DQTTO5362A4 P25 PERFORMANCE TEST TRIGGERS / 39OXOPT26O

1 DS39OXOPT644 MOTOROLA APX SOOO SERIES AUTOTEST/ALIGNMENT

I DS39OXOPT645 MOTOROLA APX ''B'' SERIES AUTOTEST/ALIGNMENT

I DSTTO5345AA
P25 CONVENTIONAL WITH DES OFB TYPE III/ 3gOXOPT2OO I
R2075A

1 DSTTO535644 AUTOTEST II FOR P25 RADIO SYSTEMS / 3gOXOPT2,I8 / R2O83A

1 DSTTO5343AA TRACKING GENERATOR / 39OXOPTO61 / R2O2OA

1 DQ39OXOPT604 APX-7OOO AUTOTEST & ALIGNMENT/ 39OXOPT6O4

1 DDN9837 1O AMP CURRENT SHUNT O.O1 OHM I AC24O11 IR1794A

1 DSTTO5346A4
P25 TRUNKTNG VHF/UHF/700/800MHZ / 390XOpT201 (REQUtRES
39oXOPT200)

1 DS39OXOPT22O P25 PHASE 2 TWO-SLOT TDMA PHYSICAL LAYER/3gOXOPTZ2O

1 DSTTO5359AA P25 AES ENCRYPTION / 39OXOPT24O IR2O77A

DSLMHFX8OOST1
DC POWER SYS, 48V SOOADC 84X23X18 RELAY RACK, 12OO ADC
DIST UNIT

8 DSLMHF7548VZE1T 48V,754 LMHF RECT|F|ER (T)

1 DSWLBG2OBBST
BATTERY, 2088AH 48VDC STRTNG CONSTSTTNG OF (24) 2V
CELLS ST RATE VLRA

30 DSSP4KLMDClOBlA LMDC BREAKER,lOA

1 DSLMHFX45OST
DC POWER SYS, 48V 4sOADC, DIST MOD, LVLD, CONTROLLER,
BATT DISC

4 DSLMHF7548VZE1T 48V,75A LMHF RECT|FtER (T)

1 DSWLBGSOOST
BATTERY, 800AH 48VDC STRING CONSTSTTNG OF (24)2V CELLS
ST RATE VLRA

10 DSSP4KCDPD,lOBl 1O AMP BREAKER FOR TYPE CDPD

1 DSLMHFX45OST
DC POWER SYS, 48V 4sOADC, DIST MOD, LVLD, CONTROLLER,
BATT DISC

4 DSLMHF7549VZE1T 48V,75A LMHF RECTTFTER (T)

1 DSWLBGSOOST
BATTERY, 800AH 48VDC STRTNG CONSTSTTNG OF (24) 2V CELLS
ST RATE VLRA

10 DSSP4KCDPD,lOBl 1O AMP BREAKER FOR TYPE CDPD

1 DSLMHFX45OST
DC POWER SYS, 48V 4sOADC, DIST MOD, LVLD, CONTROLLER,
BATT DISC

4 DSLMHF7543VZE1T 48V,75A LMHF RECTTFTER (T)

1 DSWLBG8OOST
BATTERY, 800AH 48VDC STRTNG CONSTSTTNG OF (24)2V CELLS
ST RATE VLRA
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10 DSSP4KCDPDlOBl 1O AMP BREAKER FOR TYPE CDPD

I DSLMHFX45OST DC POWER SYS, 48V 4sOADC, DIST MOD, LVLD, CONTROLLER,
BATT DISC

4 DSLMHF7548VZE1T 48V,754 LMHF RECT|F|ER (T)

1 DSWLBGSOOST
BATTERY, 800AH 4BVDC STRTNG CONSTSTTNG OF (24) 2V CELLS
ST RATE VLRA

10 DSSP4KCDPDlOBl 1O AMP BREAKER FOR TYPE CDPD

I DSLMHFX45OST DC POWER SYS, 48V 4sOADC, DIST MOD, LVLD, CONTROLLER,
BATT DISC

5 DSLMHF7548VZE1T 48V, 75A LMHF RECTTF|ER (T)

1 DSWLBGl2OOST
BATTERY, 1200AH 48VDC STRTNG CONSTSTTNG OF (24)2V
CELLS ST RATE VLRA

10 DSSP4KCDPDlOBl 1O AMP BREAKER FOR TYPE CDPD

1 DSLMHFX45OST
DC POWER SYS, 48V 4sOADC, DIST MOD, LVLD, CONTROLLER,
BATT DISC

5 DSLMHF754gVZE1T 48V, 75A LMHF RECTTFtER (T)

1 DSWLBGl2OOST BATTERY, 1200AH 48VDC STRTNG CONS|ST|N G OF (24) 2V
CELLS ST RATE VLRA

10 DSSP4KCDPDlOBl 1O AMP BREAKER FOR TYPE CDPD

1 DSLMHFX45OST DC POWER SYS, 48V 4sOADC, DIST MOD, LVLD, CONTROLLER,
BATT DISC

5 DSLMHF754gVZE1T 48V,7sA LMHF RECTTFTER (T)

1 DSWLBGl2OOST BATTERY, 1200AH 48VDC STRTNG CONSTSTTNG OF (24)2V
CELLS ST RATE VLRA

30 DSSP4KCDPDlOBl 1O AMP BREAKER FOR TYPE CDPD

1 DS_POLA_NOKIA-MW-V1 CUSTOM NOKIA MICROWAVE QUOTE

I DS BDA POLA SPV POLA BDA EQUIPMENT S PALOS VERDES ST

1 DS BDA POLA PD POLA BDA EQUIPMENT PD BUILDING

1 T8627 TDMA

320 QAO3399AB ADD: ENHANCED DATA

320 QAo9008 ADD: GROUP SERVICES FLP

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

November 1,2019
Use or disclosure of this proposal is subject

to the restriclions on the cover page.

0 Motorola So/uflons Confidential Restricted Equipment Lists 4-27



sEcloN 5

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability POect

ACCEPTANCE TEST
PLAN

Port of Los Angeles - P25 Trunking
Upgrade

ASTRO2S 7.17 M-Core & Simulcast Trunking

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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5.1 WIDE AREA TRUNKING . TDMA ONLY SITES

5.1.1 Auto Site Affiliation

1. DESCRIPTION

A Radio affiliation is a function that links a unique
radio lD and unique talkgroup to a specific site. This
information is stored in a affiliation table in the zone
database.
Before resources are assigned, the affiliation table is
accessed to know which sites need to be assigned
to support the call. Only the sites that need to be
assigned that have associated talkgroups will be
assigned. lf the site does not have that talkgroup
affiliated to it will not be assigned. This allows for
more calls to be processed with fewer resources.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2. SITE - SITE 1

RADIO-3 - TALKGROUP 2
RADIO-3 - SITE - SITE 2
RADIO-4 - TALKGROUP 2
RADIO-4 - SITE. SITE 2
This test requires the ZoneWatch feature.

Note: There are system settings which could affect
the assignment of resources, such as required site.

VERS|ON #1.030

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

2. TEST

Step 1.

Step 2.

Step 3. lnitiate a call using RADIO-1 on
TALKGROUP 1.

Step 4

Turn RADIO-1 off and on

Verify via ZoneWatch that RADIO-1 sends in
its affiliation.

Step 5. Initiate a callon TALKGROUP 2 using
RADTO-3.

Step 6

Verify RADIO-2 can receive and respond to
the call. Using ZoneWatch verify that no
resources are assigned at SITE 2 as there
are no subscribers affiliated to TALKGROUP
1 at SITE 2.

Verify that RADIO-4 can receive and
respond to the call. Using ZoneWatch verify
that no resources are assigned at SITE 1 as
there are no subscribers affiliated to
TALKGROUP 2 at SITE 1.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

5-2 Acceptance Test Plan Motorol a So/utlons Confidential Restrlcted 4F



Wide Area Trunking - TDMA Only Sites

5.1.2 Talkgroup Call

1. DESCRIPTION

The Talkgroup is the primary level of organization for
communications on a trunked radio system. Radios
with Talkgroup call capability will be able to
communicate with other members of the same
Talkgroup. This provides the effect of a private
channel down to the Talkgroup level.
This test will demonstrate that a Talkgroup
transmission initiated by a radio userwillonly be
heard by system users, which have, the same
Talkgroup selected. As with other types of calls,
Talkgroup calls can take place from anywhere in the
system.

SETUP

RADIO-1 - SITE 1 -TALKGROUP 1

RADIO-2 - SITE 2 - TALKGROUP 1

RADIO-3 - SITE 1 . TALKGROUP 2
RADIO-4 - SITE 2 - TALKGROUP 2

VERS|ON #1.040

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

lnitiate a Wide Area Callwith RADIO-1 in
TALKGROUP 1.

Observe that only RADIO-2 will be able to
monitor and respond to the call.

lnitiate a Wide Area Callwith RADIO-3 in
TALKGROUP 2.

Observe that only RADIO-4 will be able to
monitor and respond the call.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Pass_ Fail_

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on lhe cover page.

Acceptance Test Plan 5-3O Mobrob So/ufions Confidentiat Restricted



Wide Area Trunking - TDMA Only Sites

5.1.3 Recent User Priority
(rDMA)

1. DESCRIPTION

A recent user of the channel has priority over other
users of equal priority of being assigned a channel
when a busy queue exists. The maximum number of
consecutive times that a user may be elevated to
recent user priority is two.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE ,1

RADIO-2 - TALKGROUP 2
RADIO-2 - SITE - SITE 1

RADIO-3 - TALKGROUP 3
RADIO-3 - SITE - SITE 1

RADIO-s - TALKGROUP 4
RADIO-s - SITE - SITE ,I

VERStON #1.030

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Ensure that the priority level for all
talkgroups is the same. Simulate a busy
system by disabling allthe physical
channels at SITE 1 with the exception of the
control channel and one voice channel.
Press the PTT of RADIO-S and keep this
call in progress for the duration of the test

Press and hold the PTT switch of RADIO-1

Press and hold the PTT switch on RADIO-2
and then press and hold the PTT switch on
RADIO-3. Verify that both radios receive a
busy tone.

Release the PTT switches on RADIO-2 and
RADTO-3.

Release the PTT switch on RADIO-1

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6. As soon as RADIO-2 receives its callback
tone, press and hold its PTT switch.

Step 7 Within 2 seconds of callback, re-key RADIO-
1. Verify that RADIO-1 receives a busy tone.
Release the PTT switch on RADIO-1.

Step 8. Release the PTT switch on RADIO-2. Verify
that RADIO-1 receives a callback tone
before RADIO-3.

Step 9. Repeat Steps 2-8 for RADIO-1 and RADIO-
2. Yerify that the priority of RADIO-1 is once
more elevated in the busy queue.

Step 10 Repeat Steps 2-8 for RADIO-1 and RADIO-
2 once more. Verify that in Step 9 that
RADIO-3 receives the callback tone since
RADIO-1 cannot be elevated in the busy
queue more than two consecutive times.
Release the PTT of RADIO-S.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Prolect

5-4 Acceptance Test Plan Motorola So/utions Confidential Restrrcted S



Wide Area Trunking - TDMA Only Sites

5.1.4 Continuous
Assignment Updating

1. DESCRIPTION

When a talkgroup is assigned a voice channel, the
site controller continues to transmit the channel
assignment on the control channel for the duration of
the talkgroup call. Radios coming into use on the
system are automatically sent to voice channels with
conversations in progress involving their selected
talkgroups.

SETUP

RADIO-,I - TALKGROUP 1

RADIO-2 - TALKGROUP 1

RADIO-3 - TALKGROUP 1

vERStON #1.010

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

lnitiate a Talkgroup Call using RADIO-2 and
verify RADIO-3 hears the audio.

Step 3. While the Talkgroup Call is in progress, turn
ON RADIO-,1.

Step 4. Observe RADIO-1, which was just brought
back into service, joins the Talkgroup Call
already in progress.

Step 5.

Step 6.

Step 7.

End the talkgroup call.

Switch RADIO-1 to another talkgroup.

lnitiate a Talkgroup Callfrom RADIO-2 to
RADTO-3.

Step 8. While the Talkgroup Call is in progress, set
RADIO-1 back to TALKGROUP 1.

Step 9. Observe that RADIO-1 joins the Talkgroup
Call already in progress.

Pass_ Fail_

November 1,2019
Use or disclosure of this proposal is subject

to the restriclions on the cover page.

2. TEST

Step 1.

Step 2.

Turn OFF RADIO-1

@ Motorola So/utions Confidential Restricted Acceptance Test Plan 5-5



Wide Area Trunking - TDMA Only Sites

5.1.5 Call Alert

1. DESCRIPTION

CallAlert is a tone page that allows a user to
selectively alert another radio unit. The initiating
radio will receive notification from the trunked
system as to whether or not the page was received
by the target radio. Units receiving a CallAlert will
sound an alert tone. As with other types of calls, Call
Alerts can take place from anywhere in the system.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2 - TALKGROUP 2
RADIO-3 - TALKGROUP 3

vERStON #1.010

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Using RADIO-1, press the page button.

Enter the unit lD of RADIO-2 with the
keypad, or scroll to the location where this
lD is stored

2. TEST

Step 1.

Step 2.

Step 3 Press the PTT to initiate the call alert. Verify
that the RADIO-1 user receives audible
indication that the Call Alert was sent.

Step 4 Verify that RADIO-2 user receives an
audible indication of an incoming CallAlert
was sent but RADIO-3 does not.

Step 5. Verify RADIO-1 gets an audible indication
that the CallAlert was successfully received
at the target radio.

Step 6. Turn off RADIO-2. Send a CallAlert from
RADIO-1 to RADIO-2.

Step 7. Verifu that the RADIO-1 user receives
audible indication that the Call Alert was
sent.

Step 8 Verify RADIO-1 receives a "No
Acknowledgement" indication that the Call
Alert was not received at the target radio.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

5-6 Acceptance Test Plan Motorota So/utlons Confidentiat Restricted €|



Wide Area Trunking - TDMA Only Sites

5.1.6 Private Gall

1. DESCRIPTION

Private Call is a selective calling feature that allows
a radio user to carry on one-to-one conversation that
is only heard by the 2 parties involved. Subscriber
units receiving a private call will sound an alert tone.
As with other types of calls, Private Calls can take
place from anywhere in the system.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2. TALKGROUP ,1

RADIO-3 - TALKGROUP 1

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Using RADIO-1, press the Private Call (Call)
button,

2. TEST

Step 1.

Step 2. Enter the unit lD of RADIO-2 with the
keypad, or scroll to the location where this
lD is stored,

Step 3.

Step 4.

Press the PTT to initiate the Private Call

Verify that RADIO-2 hears tones and the
display indicates that a Private Call has
been received, but RADIO-3 receives no
indications.

Step 5. Answer the call at RADIO-2 by pressing the
Private Call (Call)/Respond button. lf
RADIO-2 has a display, verify it shows the
lD number or Alias of the calling unit.

Step 6. Press the PTT switch on RADIO-2 and
respond to the Private Call. Note that if you
do not press the Private Call button before
pressing PTT, your audio will be heard by all
members of the talkgroup, and not just by
the radio initiating the Private Call.

Step 7. Verify that RADIO-2 can communicate with
RADTO-1.

Step 8. Verify that RADIO-3 does not monitor the
Private Call.

Step 9. End the Private Call by pressing the "home"
key and return to normal talkgroup
operation.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Wide Area Trunking - TDMA Only Sites

5.1.7 Emergency Alarm and
Call with Top of Queue
(rDMA)

1. DESCRIPTION

Users in life threatening situations can use the
Emergency button on the radio to immediately send
a signal to the dispatcher and be assigned the next
available voice channel. An Emergency Call can be
set to either Top of Queue or Ruthless Preemption
operation. To accomplish this test, an Emergency
Alarm and Callwill be initiated from a subscriber
which will be received by a subscriber affiliated at
any site of any zone in the system.

NOTE: lf the subscriber does not have the Display
option, the Emergency lD will not be displayed.

NOTE: All radios and talkgroups should start with
default priorities. Default is 10.

SETUP

Verify the emergency type for TALKGROUP
1's template to be set up as Top of Queue.

2. TEST

Step 1.

Step 2.

RADTO-1 -
RADTO-1 -
RADTO-2 -
RADTO-2 -
RADTO-3 -
RADTO-3 -
RADTO-4 -
RADTO-4 -
RADIO-s -
RADIO-s -

TALKGROUP 1

SITE - SITE 1

TALKGROUP 1

SITE - Any Site
TALKGROUP 2
SITE - SITE 1

TALKGROUP 3
SITE - SITE 1

TALKGROUP 4
SITE - Any Site

Simulate a busy system by disabling all
channels at SITE 1 with the exception of the
control channel and one physical voice
channel. Press the PTT on RADIO-S and
hold until the completion of the test.

Step 3. Press the PTT to initiate a call with RADIO-3
and hold the PTT switch until instructed to
release.

Step 4. Key RADIO-4 and verify the radio receives a
busy tone, Release the PTT switch on
RADTO-4.

Step 5. Using RADIO-1, send an Emergency Call by
depressing the emergency switch and then
the PTT switch.

Step 6. Observe that RADIO-1 cannot transmit due
to the voice channel being busy.

Step 7 Release the PTT switch on RADIO-3.
Observe that RADIO-1 receives the call
back before RADIO-4 and is able to proceed
with the call.

Step 8. Observe that the display on RADIO-2
denotes an emergency and the unit lD or
alias of RADIO-1.

Step 9 Dekey RADIO-1 and end the Emergency
Call by holding down the Emergency button
on RADIO-1 until an alert tone sounds.
Verify RADIO-1 returns to normal operation

Step 10. Verify RADIO-4 receives a callback.
Release the PTT on RADIO-5. Return the
system to normal operation.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

VERS|ON #',t.020

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.
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Wide Area Trunking - TDMA Only Sites

5.1.8 Emergency Alarm and
Call with Ruthless
Preemption (TDMA)

1. DESCRIPTION

Users in life threatening situations can use the
Emergency button on the radio to immediately send
a signal to the dispatcher and be assigned the next
available voice channel. An Emergency Call can be
set to either Top of Queue or Ruthless Preemption
operation. To accomplish this test, an Emergency
Alarm and Callwill be initiated from a subscriber
which will be received by a subscriber, on the same
talkgroup, affiliated at any site of any zone in the
system.
NOTE: lf the subscriber does not have the Display
option, the Emergency lD will not be displayed. This
test is not recommended for single site systems as
RF contention will occur.

SETUP

RADIO-1 - TALKGROUP 5
RADIO-1 - SITE - SITE 1

RADIO.2 - TALKGROUP 5
RADIO-2 - SITE - SITE 2
RADIO-3 - TALKGROUP 2
RADIO-3 - SITE. SITE 1

RADIO-4 - TALKGROUP 2
RADIO-4 - SITE - SITE 1

RADIO-s - TALKGROUP 1

RADIO-s - SITE - SITE ,1

CONSOLE-1 - TALKGROUP 5

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1. Verifit the emergency type for TALKGROUP
5's template is configured as Ruthless
Preemption.

Step 2 Simulate a busy system by disabling all
physicalchannels at SITE 1 with the
exception of the control channel and one
voice channel. Press the PTT on RADIO-4
and keep the call in progress for the duration
of the test. Verify RADIO-3 receives the call.

Step 3 Press the PTT to initiate a call with RADIO-S
and hold the PTT switch until instructed to
release.

Step 4. Key RADIO-1 and verify the radio receives a
busy tone. Release the PTT switch on
RADIO-1.

Step 5. Using RADIO-1 send an Emergency Call by
pressing the emergency switch and then the
PTT switch.

Step 6 Observe that RADIO-1 is granted the
channel immediately and the Talkgroup Call
is dropped for RADIO-4. Verify an
Emergency Alarm is displayed at a console
position monitoring TALKGROUP 5. Verify
that CONSOLE-1 and RADIO-2 receive
audio from RADIO-1. Dekey RADIO-4.

Step 7. Key RADIO-3 and verify the radio receives a
busy tone. Release the PTT switch on
RADTO-3.

Step 8 End the Emergency Call by holding down
the Emergency button on RADIO-1 untilan
alert tone sounds. Verify RADIO-1 returns to
normal operation and that RADIO-3 receives
a callback after the emergency hang time
expires.

Step 9.

Step 10

Release the PTT on RADIO-5.

Enable the disabled channels at SITE 1 to
return the system to normal operation.

Pass_ Fail_

November 1,20'19
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Wide Area Trunking - TDMA Only Sites

5.1.9 All Start Talkgroups
(rDMA)

1. DESCRIPTION

Talkgroups can be set up as either All Start or Fast
Start.

"AllStart" is the default Talkgroup Call setup
approach that requires that all sites with affiliated
talkgroup members and other required resources be
available before the call begins. Otherurise, the
system returns a busy response to the subscriber
who initiated the Talkgroup Call. Once the required
resources become available, the call is granted.
NOTE: This feature only works on a multi-site
system.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE. SITE 2
RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - SITE 1

RADIO-3 - TALKGROUP 2
RADIO-3 - SITE - SITE 1

RADIO-s - TALKGROUP 4
RADIO-s - SITE - SITE 1

VERS|ON #1.020

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-10 Acceptance Test Plan

Verify TALKGROUP 1's template is setup as
an All Start Talkgroup.

2. TEST

Step 1.

Step 2. Simulate a busy system by disabling all
channels at SITE 1 with the exception of the
control channel and one physical voice
channel.

Step 3. Press the PTT on RADIO-S and keep the
call up for the duration of the test.

Step 4 Key RADIO-3 and busy out the only
remaining voice channel at SITE 1 where
RADIO-2 and RADIO-3 are affiliated..

Step 5 lnitiate a Talkgroup callfrom RADIO-1 and
observe a busy indication is received due to
no available voice channel at SITE 1 where
RADIO-2 is affiliated.

Step 6. End the call from RADIO-3. Verify that the
callfrom RADIO-1 is now granted and
RADIO-2 can hear the audio.

Step 7. Release the PTT on RADIO-S

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Motorota So/ufions Confidential Restrlcted E



Wide Area Trunking - TDMA Only Sites

5.1.10 Fast Start Talkgroup
without Critical Site
(rDMA)

1. DESCRlPTION

Talkgroups can be set up as either All Start or Fast
Start.
A "FastStart" configuration for the Talkgroup Call
allows a group call setup whether or not all affiliated
Talkgroup members are available. This "Automatic
Busy Override by Talkgroup" call setup method still
requires the participation of all affiliated consoles,
LOMIs (i.e. logging recorders) and critical sites
before the call can begin. As channels at the
affiliated talkgroup members' sites become
available, they are added to the call in progress.

NOTE: This feature only works on a multi-site
system.

SETUP

RADIO-1 - TALKGROUP 4
RADIO-1 - SITE - SITE 2
RADIO-2 - TALKGROUP 4
RADIO-2 - SITE - SITE 1

RADIO-3. TALKGROUP 2
RADIO-3 - SITE - SITE 1

RADIO-s - TALKGROUP 1

RADIO-s - SITE - SITE 1

VERS|ON #1.010

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step '1. Verify that TALKGROUP 4's template is set
up as Fast Start with no critical sites
specified.

Step 2. Simulate a busy system by disabling all
physicalchannels at SITE 1 with the
exception of the control channel and one
voice channel. Press the PTT on RADIO-S
and keep this call in progress for the
duration of the test.

Step 3. Key RADIO-3 and busy out the only
remaining voice channelavailable at SITE 1

Step 4. lnitiate a Talkgroup Callfrom RADIO-1 and
observe the call is granted even with no
voice channel available at SITE 1 for
RADTO-2.

Step 5, Dekey RADIO-3. Verify that RADIO-2 can
now hear RADIO-1. Release the PTT on
RADTO-5.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on lhe cover page.
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Wide Area Trunking - TDMA Only Sites

5.1.11 Priority Monitor/Non-
Priority Scan

1. DESCRIPTION

This test will demonstrate that a subscriber unit can
scan a pre-programmed list to find any Priority and
Non-priority Talkgroups with assigned voice
channels at that site. To demonstrate this, a call will
be initiated from a subscriber at a remote site on a
talkgroup monitored by a subscriber at the same site
as the scanning radio. The scanning radio will scan
from its selected talkgroup to the active talkgroup.

Note: Subscribers must be capable of supporling the
Talkgroup scan.

SETUP

RADTO-1 -TALKGROUP 1 (SCANN|NG)
RADIO-1 . SITE - SITE 1

RADIO-2 - TALKGROUP 2
RADIO-2 - SITE - SITE 1

RADIO-3 - TALKGROUP 3
RADIO-3 - SITE - SITE 1

RADIO-4 - TALKGROUP 3
RADIO-4 - SITE - SITE 2

. RADIO-1 needs to be set to a dial position
configured to scan.

VERS|ON #1.010

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-12 Acceptance Test Plan

Verify that RADIO-1 is set to TALKGROUP
1 and in the scan mode of operation and
programmed to scan TALKGROUP 1,
TALKGROUP 2, and TALKGROUP 3.

lnitiate a Talkgroup Callwith RADIO-4 and
observe that RADIO-1 scans to the
talkgroup and receives the call. Keep the
call in progress until completion of the
following step.

lnitiate a Talkgroup Callwith RADIO-2 and
observe that RADIO-1 does not receive the
call since RADIO-1 is listening to
TALKGROUP 3.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1.

Step 2

Step 3

MotorolaSolutions ConfidentiatRestncfed 4!



Wide Area Trunking - TDMA Only Sites

5.1,12 Alias Download to a
Talkgroup

1. DESCRIPTION

When alias download is enabled in the radio, the
infrastructure will deliver the Radio Alias of the
transmitting radio as defined in the provisioning
manager to all members of a talkgroup at the end of
a group call during hang time. Updated radio aliases
are displayed on the next PTT,

SETUP

RADIO-1 - TALKGROUP'1 (Must be equipped with a
display and affiliated to the TALKGROUP)

RADIO-2 - TALKGROUP 1 (Must be equipped with a
display and affiliated to the TALKGROUP)

VERS|ON #1.000

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

From RADIO-1, initiate a voice call to
TALKGROUP ,1.

2. TEST

Step 1.

Step 2. Verifit that audio is received at RADIO-2 and
that RADIO-1's alias is displayed on RADIO-
2's display.

Step 3 ln the Provisioning Manager, open the radio
record for RADIO-1 and change the alias.
Distribute the changes to the infrastructure.

Step 4. From RADIO-1, initiate two to three voice
calls to TALKGROUP I spaced 10 seconds
apart.

Step 5 Verify that audio is received at RADIO-2 and
that RADIO-1's updated alias is eventually
displayed on RADIO-2's display.

Pass Fail

November 1, 2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

Acceptance Test Plan 5-13A Mobrota So/urions Confidentiat Restricted



5.2 MCC 71OOI75OO TRUNKED RESOURCES

5.2.1 lnstant Transmit

1. DESCRIPTION

The instant transmit switch provides immediate
operator access to a channel, independent of its
select status (selected or unselected). lt provides
priority over other dispatcher transmit bars or
optional footswitches.

SETUP

RADIO-1 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1 (Selected),
TALKGROUP 2 (Unselect mode)

VERS|ON #1.010

November 1,2019
Use or disclosure ofthis proposal is subject
to the restrictions on the cover page.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Using CONSOLE-1, press the lnstant
Transmit button on TALKGROUP 1.

Verify that the Transmit indicator is lit

Verify RADIO-1 can monitor and respond to
the call on TALKGROUP 1.

On RADIO-1 change to TALKGROUP 2

Using CONSOLE-1, press the lnstant
Transmit button on the TALKGROUP 2 radio
resource.

Step 6. Verify RADIO-1 can monitor and respond to
the call on TALKGROUP 2.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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MCC 7100/7500 Trunked Resources

5.2.2 Talkgroup Selection
and Gall

1. DESCRIPTION

The Talkgroup Call is the primary levelof
organization for communications on a trunked radio
system. Dispatchers with Talkgroup Call capability
will be able to communicate with other members of
the same talkgroup. This provides the effect of an
assigned channel down to the talkgroup level. When
a Talkgroup Call is initiated from a subscriber unit,
the call is indicated on each dispatch operator
position that has a channel control resource
associated with the unit's channel/talkgroup.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2. TALKGROUP 2
RADIO-3 - TALKGROUP 1

RADIO-4 - TALKGROUP 2
CONSOLE-1 - TALKGROUP 1

CONSOLE-2 - TALKGROUP 2

VERSION #',1.0',,0

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

lnitiate a wide area callfrom CONSOLE-1
on TALKGROUP 1.

Observe that RADIO-1 and RADIO-3 will be
able to monitor the call. Dekey the console
and have either radio respond to the call.

Observe that all consoles with TALKGROUP
1 can monitor both sides of the
conversation.

lnitiate a wide area callfrom CONSOLE-2
on TALKGROUP 2.

Observe that RADIO-2 and RADIO-4 will be
able to monitor the call. Dekey the console
and have either radio respond to the call.

Observe that all consoles with TALKGROUP
2 can monitor both sides of the
conversation.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

2. TEST

Step '1.

Step 2.

Step 3

Step 4

Step 5

Step 6

0 MotorotaSo/utions ConfidentialRestricfed Acceptance Test Plan 5-15



MCC 7100/7500 Trunked Resources

5.2.3 PTT Unit lD/AIias
Display

1. DESCRIPTION

Console operator positions contain various
resources such as talkgroup, multigroup, Private Call
which enables the dispatcher to communicate with
the subscriber units. lf activity occurs on one of
these operator position resources, the unit lD or
associated alias of the initiating radio appears at the
console resource.

SETUP

RADIO-1 . TALKGROUP 1

RADIO-2 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1

CONSOLE.2 - TALKGROUP 1

VERSTON #1.010

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-16 Acceptance Test Plan

Select the resource for TALKGROUP 1 on
CONSOLE-1.

2. TEST

Step 1.

Step 2. lnitiate a callon TALKGROUP 1 from
RADIO-2 and observe that the alias is seen
at CONSOLE-1 in the resource window as
well as in the Activity Log window.

Step 3 lnitiate a callfrom RADIO-1 and observe
that the alias of RADIO-1 is seen at
CONSOLE-1 in the resource window as well
as in the Activity Log window.

Step 4. Modify RADIO-2's alias. Make sure to give
enough time for the alias change to
propagate to the Zone Controller.

Step 5. lnitiate a call from RADIO-2 and observe the
new alias of RADIO-2 is seen at CONSOLE-
1 in the list in the resource window as well
as in the Activity Log window.

Step 6. Return RADIO-2's alias to its original state.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

MotorolaSolutions ConfidentiatRestrrcled E



MCC 7100/7500 Trunked Resources

5.2.4 Emergency Alarm and
Gall Display
Description

1. DESCRIPTION

Users in life threatening situations can use the
emergency button on the radio to send an audible
alarm and a visual alarm signal to a console
operator in order to request immediate system
access to a voice channel for an emergency call.
An emergency alarm begins after the radio user
presses the radio's emergency button. Pressing the
emergency button places the radio in "emergency
mode". To begin an emergency call, the radio user
must press the radio's PTT button while in

"emergency mode." The assigned voice channel will
be dedicated to the emergency caller's talkgroup for
an extended period of time, equal to the Message
Hang Time plus the Emergency Hang Time. As with
other call types, emergency calls can operate across
sites as wellas within the same site.

SETUP

RADIO-1 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1

CONSOLE-2 - TALKGROUP 1

VERSTON #1.010

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1.

Step 2.

lnitiate an Emergency Alarm from RADIO-1

Observe the Emergency from RADIO-1 is

received at CONSOLE-I for TALKGROUP
1.

Step 3 Acknowledge the Emergency at the operator
position. Verify CONSOLE-2 receives
notification that the call has been
acknowledged.

Step 4 lnitiate a callwith RADIO-1 to initiate an
Emergency call.

Step 5 Observe CONSOLE-1 and CONSOLE-2 can
monitor RADIO-1

Step 6. Clear the Emergency from CONSOLE-1 on
TALKGROUP 1.

Step 7. End the Emergency Alarm from RADIO-1

Pass Fail

November 1, 2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

(18 uotorotaSo/utlons Confidential Restricted Acceptance Test Plan 5-17



MCC 710017500 Trunked Resources

5.2.5 Multi-Select Operation

1. DESCRIPTION

Multi-Select (Msel) allows the console operator to
group a number of channels/talkgroups together
such that when the general transmit bar is
depressed, all of the multi-selected
channels/talkgroups willtransmit at the same time
with the same information. Multi-select is one way
communication call. lf a radio user responds to a
Multi-Select call the talkgroup the user is affiliated to
will be the only one to hear the call. There is no
super-group formed, so radio communication is still
at the single talkgroup level. Multi-Select is utilized
to send an APB to several channels/talkgroups. A
Multi-Select has a limit of twenty (20)
trunkin g/conventional resources

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2 - TALKGROUP 2
CONSOLE-1 -TALKGROUP 1, TALKGROUP 2

VERS|ON #1.010

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

From CONSOLE-1, create an Msel group
with TALKGROUP 1 and TALKGROUP 2

Transmit on the Msel using the Msel instant
transmit button.

Verify that RADIO-1 and RADIO-2 hear the
call.

lnitiate a callwith RADIO-1

Verifi7 the call is heard on CONSOLE-1 but
not on RADIO-2.

lnitiate a callwith RADIO-2.

Verify the call is heard on CONSOLE-1 but
not on RADIO-1.

On CONSOLE-1 dissolve the Msel.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability project

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

5-18 Acceptance Test Plan Motorot a So/ufions Confidentiat Restricted 6l



MCC 7100/7500 Trunked Resources

5.2.6 Talkgroup Patch

1. DESCRIPTION

Talkgroup Patch allows a dispatcher to merge
several talkgroups together on one voice channel to
parlicipate in a single conversation. This can be
used for situations involving two or more talkgroups
that need to communicate with each other.
Using the Patch feature, the console operator can
talk and listen to all of the selected talkgroups
grouped; in addition, the members of the individual
talkgroups can also talk or listen to members of
other talkgroups. Patched talkgroups can
communicate with the console dispatcher and other
members of different talkgroups because of the
"supergroup" nature of the Patch feature.

NOTE : lf "secure" and "clear" resources are
patched together, one repeater for each mode may
be assigned per site.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2 - TALKGROUP 2
RADIO-3 - TALKGROUP ,I

RADIO-4. TALKGROUP 2
CONSOLE-1 - TALKGROUP 1 and TALKGROUP 2

Note: All4 Radios must have the same home zone

VERS|ON #1.010

Port of Los Angeles
Trunked Radio System Upgrade & Interoperability Project

Using CONSOLE-1 create a patch between
TALKGROUP 1 and TALKGROUP 2.

lnitiate a patch callfrom CONSOLE-1

Verify RADIO-1, RADIO-2, RADIO-3, and
RADIO-4 can monitor the call.

lnitiate several calls between the radios and
verify successfu I commu nication.

Dissolve the patch created in step 1

Pass_ Fail_

November 1, 2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

0 Motorola So/ullons Confidential Restricfed Acceptance Test Plan 5-19



MCC 7100/7500 Trunked Resources

5.2.7 Talkgroup Patch -
Secure

1. DESCRIPTION

Talkgroup Patch allows a dispatcher to merge
several talkgroups together on one voice channel to
participate in a single conversation. This can be
used for situations involving two or more talkgroups
that need to communicate with each other. Using the
Patch feature, the console operator can talk and
listen to all of the selected talkgroups grouped; in
addition, the members of the individual talkgroups
can also talk or listen to members of other
talkgroups. Patched talkgroups can communicate
with the console dispatcher and other members of
different talkgroups because of the "supergroup"
nature of the Patch feature.

SETUP

RADIO-1 - TALKGROUP 1 (Secure TX Mode)
RADIO-2 - TALKGROUP 2 (Secure TX Mode)
RADIO-3 - TALKGROUP 1 (No secure keys loaded)
RADIO-4 - TALKGROUP 2 (Clear TX Mode with
keys loaded)
CONSOLE-1 - TALKGROUP 1 and TALKGROUP 2
(Secure TX Mode)

Note: All4 Radios must have the same home zone.

VERSTON #1.010

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on lhe cover page.

Using CONSOLE-1 create a secure patch
between TALKGROUP 1 and TALKGROUP
2.

lnitiate a patch call from CONSOLE-1.

Verify RADIO-1, RADIO-2 and RADIO-4 can
monitor the call.

2. TEST

Step 1.

Step 2

Step 3

Step 4. lnitiate a talkgroup call on TALKGROUP 1

from RADIO-1.

Step 5. Observe that all radios are able to hear
RADIO-1 except RADIO-3.

Step 6. Dissolve the patch

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

5-20 Acceptance Test Plan Motorota So/uflons Confidentiat Restricted @



MCC 7100/7500 Trunked Resources

5.2.8 Talkgroup Patch with
Conventional

1. DESCRIPTION

Talkgroup Patch allows a dispatcher to merge
several talkgroups together on one voice channel to
participate in a single conversation. This can be
used for situations involving two or more channels or
talkgroups that need to communicate with each
other.
Using the Patch feature, the console operator can
talk and listen to all of the selected talkgroups
grouped; in addition, the members of the individual
channels/talkgroups can also talk or listen to
members of other channels/talkgroups. Patched
resources can communicate with the console
dispatcher and other members of different
chan nels/talkgroups because of the "superg roup"
nature of the Patch feature.
NOTE : lf "secure" and "clear" resources are
patched together, one repeater for each mode may
be assigned per site.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2 - CONVENTIONAL CHANNEL 1

RADIO-3 - TALKGROUP 1

RADIO-4 - CONVENTIONAL CHANNEL ,1

CONSOLE-1 -TALKGROUP 1 and
CONVENTIONAL CHANNEL 1

vERStON #1.010

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Using CONSOLE-1 create a patch between
TALKGROUP 1 and CONVENTIONAL
CHANNEL 1.

lnitiate a patch call from CONSOLE-1.

Verify RADIO-1, RADIO-2, RADIO-3, and
RADIO-4 can monitor the call

lnitiate several calls between the radios and
verify successful commun ication

2. TEST

Step 1.

Step 2

Step 3

Step 4.

Step 5. Dissolve the patch created in step 1

Pass Fail

November 1, 2019
Use or disclosure of this proposal is subject

to the reslrictions on the cover page.

a Motorola So/utlons Confidenti al Restricted Acceptance Test Plan 5-21



MCC 7100/7500 Trunked Resources

5.2.9 Gall Alert

1. DESCRIPTION

Call Alert Page allows a subscriber/dispatcher to
selectively alert another radio unit. The initiating
subscriber/console will receive notification as to
whether or not the call alert was received. Units
receiving a CallAlert will sound an alert tone and
show a visual alert indication. The display will also
show the individual lD of the initiating
subscriber/console u nit.

SETUP

RADIO-1 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1

vERStON #1.030

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Using CONSOLE-1, select the call alert
button in the "Private Call" resource window

Enter the lD of RADIO-1 and send the call
aled to RADIO-1.

Verify that RADIO-1 receives the alert and
that the lD or alias of the console is shown

Turn off RADIO-1

Using CONSOLE-1, send the call alert to
RADIO-1 again.

Verify that after trying to page RADIO-1, the
console displays "Can not send call alert -
target not found" in the summary/status list.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability project

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

5-22 Acceptance Test Plan M ot o rol a So/utlons C o n f i d e n t i a I Restrtcted lifl



MCC 7100/7500 Trunked Resources

5.2.10 Console lnitiated
Private Call to
Subscriber

1. DESCRIPTION

Private Conversation is a selective calling feature
which allows a dispatcher or radio user to carry on
one{o-one conversation that is heard only by the
two parties involved. Subscriber units receiving a
private call will sound an alert tone. As with other
calltypes, Private Calls operate across sites as well
as within the same site.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Projecl

Using CONSOLE-1, select the "PRIVATE-
CALL" tile and click the Private Call function.

2. TEST

Step 1.

Step 2. Select the unit to be Private Called, in this
case RADIO-1. (or select the numeric
keypad and enter the Unit lD to be Private
Called.)

Step 3

Step 4

Click the Send button

Answer the Private Call with RADIO-1 and
respond to the console.

Step 5. Verify RADIO-2 does not hear the private
conversation.

Step 6. After completing the Private Call, return to
the normal talkgroup mode.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

Acceptance Test Plan 5-23a Motorola So/utions Confidential Restricted



MCC 7100/7500 Trunked Resources

5.2.11 Gonsole Priority

1. DESCRIPTION

Console Operator Positions have ultimate control of
transmitted audio on an assigned voice channel
resource. The Console Position has the capability to
take control of an assigned voice channel for a
talkgroup call so that the operator's audio overrides
any subscriber audio. Console priority is a feature
that enables dispatchers to gain immediate access
to an assigned voice channel so that a central point
of audio control exists.

SETUP

RADIO.I - TALKGROUP 1

RADIO-2 - TALKGROUP 1

CONSOLE-1 . TALKGROUP 1

VERSTON #1.020

November 1,2019
Use or disclosure of this proposal is subject
to the restriclions on the cover page.

2. TEST

Step 1. lnitiate a Talkgroup callfrom RADIO-1 on
TALKGROUP 1. Keep this call in progress
until the test has completed.

Step 2.

Step 3.

Observe that RADIO-2 receives the call

While the call is in progress, key up
CONSOLE-1 on TALKGROUP 1.

Step 4. Observe that RADIO-2 is now receiving
audio from CONSOLE-1 on TALKGROUP 1

De-key CONSOLE-1Step 5

Step 6 Verify RADIO-2 now receives RADIO-1
audio.

Step 7. End the TALKGROUP 1 callfrom RADIO-1

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

5-24 Acceptance Test Plan Motorola So/utions Confidential Resfrlcfed S



MCC 7100/7500 Trunked Resources

5.2.12 Remote Monitor

1. DESCRIPTION

Remote Monitor from Console is a call type in which
the console operator can select and remotely key a
subscriber unit. This allows the dispatcher to monitor
the transmit audio remotely and without detection.
This feature is useful in situations where the
subscriber unit has been stolen, or there is a need to
determine if the radio user is incapacitated and
cannot activate a PTT (i.e. an officer has been
injured or is under duress). The radio being
monitored will not show any sign of being keyed up.
This test can be run in secure or clear mode on a
trunked 9600 or 3600 site.

SETUP

RADIO-1 . TALKGROUP 1

CONSOLE-1 - TALKGROUP 1

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Put RADIO-1 into Remote Monitor via the
Remote Monitor tile on the CONSOLE-'I.

Verify that RADIO-1 keys up without any
transmit indication.

Verify any audio is heard by RADIO-2 and
CONSOLE-1.

Wait 30 seconds and verify that RADIO-1
dekeys.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Pass Fail_

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

A Motorolaso/utlons ConfidentiatRestricted Acceptance Test Plan 5-25



MCC 7100/7500 Trunked Resources

5.2.13 lnstant Recall Recorder
(lRR) Operation

1. DESCRIPTION

The lnstant Recall Recorder (lRR) allows for audio
from a phone call or a radio call to be played back at
the MCC 7500 or MCC 7100 Console position. Thirty
minutes of audio is saved for radio and an additional
thirty minutes for telephone. The audio is saved on
the positions hard disk in the form of a .wav file.

SETUP

RADIO-1 - TALKGROUP 1

RADIO.2 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1 running tRR
application.

VERS|ON #1.020

November 1, 2019
Use or disclosure ofthis proposal is subject
to the restrictions on the cover page.

5-26 Acceptance Test Plan

Select a radio channelon the CONSOLE-1
application window.

Select IRR from the CONSOLE-1 toolbar

lnitiate radio communication between
RADIO-1 and RADIO-2.

Verify a new entry appears in the IRR log
window.

Select the new entry from the list.

Press play and verify conversation replay

Pass Fail

rru n ke d R a d i o Syste m u ps ra d e -, 
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Motorol a So/utlons Confidentiat Restrtcted {l

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.



MCC 7100/7500 Trunked Resources

5.2.14 Text Message to a
Talkgroup

1. DESCRIPTION

The dispatch console operator can send a text
message to a talkgroup from the Dispatch Console.
The text message can be up to 160 characters in
length and is sent on the voice channel during
hangtime.

SETUP

RADIO-I - TALKGROUP 1 (Must be equipped with a
display and affiliated to the TALKGROUP)

VERS|ON #1.040

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Open the group text messaging window
from the dispatch console.

Select TALKGROUP 1 under the resource
drop down list.

ln the text message entry box, type a text
message up to 160 characters.

Send the text message.

On RADIO-1 verify that the text message
was received from the Dispatch Console.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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5.3 RADTO CONTROL MANAGER (RCM) FEATURES
2. TEST

Step 1.

5.3.1 Radio Check

1. DESCRIPTION

Radio Check is a RCM command used to verify that
a radio is active in the trunking system. The Radio
Check command causes the Zone Controller to poll
for the radio requesting that the radio re-affiliate.
When the radio re-affiliates, the RCM then has the
knowledge that the radio is powered on and within
system range. lf the radio is involved in a
conversation, whether group or interconnect, the
RCM application displays a message to that effect.

The information displayed by the RCM in response
to the Radio Check command is: current talkgroup
affiliation, the multigroup that the talkgroup is
attached to (assuming the talkgroup belongs to a
multigroup), and the site where the radio is affiliated
lf the radio does not respond to the Radio Check
command, a message to that effect displays.

SETUP

RADIO-1 . TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - SITE 2

VERStON #1.030

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-28 Acceptance Test Plan

Select the Status menu and then select the
Radio Check item to open the Radio Check
window.

Step 2. Enter the lD or alias of RADIO-2 into the
entry box and click the Apply button.

Step 3. Observe the radio is polled and the current
radio information is displayed on the RCM.

Step 4

Step 5

Turn off RADIO-1

Enter the lD or alias of the RADIO-1 into the
entry box and click the Apply button.

Step 6. Observe that the RCM displays "Radio Not
Found."

Step 7. Depress and hold the PTT button of RADIO-
2 until instructed to release.

Step 8 Enter the lD or alias of RADIO-2 into the
entry box and click the Apply button.
Observe that a busy for the radio is
displayed on the RCM.

Step 9.

Step 10

Release the PTT button on RADIO-2

Observe the radio is polled and the current
radio information is displayed on the RCM.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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Radio Gontrol Manager (RCM) Features

5.3,2 Selective Radio lnhibit

1. DESCRIPTION

The lNHlBlT command issued by the Radio Control
Manager (RCM) disables a radio, preventing it from
transmitting or receiving any audio. All of the radio's
functionality ceases while a radio is inhibited by the
RCM. Once inhibited, the radio cannot be used to
monitor voice channels or for any other radio user
initiated activity. Note that an inhibited radio still
monitors the control channel so that it can be re-
enabled with the Cancel lnhibit command. Upon
receiving the Cancel Inhibit command from the
RCM, the radio returns to its normal operation.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

VERSTON #1.030

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

With the RCM open from the main
Command tab click on the "+" button

Enter the lDs or aliases of RADIO-1

Select "Selective lnhibit" button

2. TEST

Step 1.

Step 2.

Step 3.

Step 4. Once all desired radio information is entered
and appears in the command window click
the submit to initiate the command.

Step 5. Observe RADIO-1 is inhibited and appears
to be dead.

Step 6. Observe that the lnhibit task appears in the
Command tab.

Step 7. Cancel the lnhibit by selecting the task in the
Command tab and clicking the Revert button
to submit the task.

Step 8. Obserue that the Cancel lnhibit task appears
in the Command tab and that RADIO-1 is
returned to normal operation.

Pass_ Fail_

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Radio Control Manager (RCM) Features

5.3.3 Emergency Alarm
Display

1. DESCRIPTION

The emergency call information that is displayed on
the Radio Control Manager (RCM) includes the radio
alias of the radio that initiated the Emergency Alarm,
the talkgroup that the radio was affiliated to at the
time the alarm was sent, and the time the alarm was
received.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - SITE 2

One RCM which has TALKGROUP 1 attached is
required.

vERStON #1.030

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

2. TEST

Step 1. With the Radio Control Manager (RCM)
open select the Event tab and verify that the
Emergency Alarm window is visible. lf it is
not, select the the Emergency Alarm check
box to bring it to the RCM viewable area.

lnitiate an Emergency Alarm from RADIO-1.Step 2

Step 3 Observe that the RCM receives the
Emergency Alarm.

Step 4. Acknowledge the Emergency by selecting
the Emergency in the window and clicking
on the Respond button.

Step 5. Verify the window displays the radio alias,
the talkgroup, and the time the alarm was
received.

Step 6. Again, select the displayed Emergency and
click the Delete button to clear the
emergency.

Step 7. Reset the radio by holding the Emergency
button until the radio clears.

Step 8. Repeat Steps'1-7 using RADIO-2

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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5.4 FAULT MANAGEMENT

Step 3

5.4.1 Unified Event Manager
- Base Views

1. DESCRIPTION

The Unified Event Manager (UEM) in its base
configuration provides a number of views. The
purpose of this test is to demonstrate the key views
available from the UEM.

Step 4

The Physical Summary and DetailView (Physical
Map) and Service Summary and DetailView
(Service Map) in previous releases are deprecated
and are replaced by the Zone Map. Custom views
can be saved and retrieved by other NM Client
users.

Step 5.

SETUP
Step 6.

NMclientOl - UEM session up and running

VERS|ON #1.010
Step 7

2. TEST

Step 1. Alarms View: ln the navigation pane expand
Fault Management and select Alarms. The
view displays active alarms for managed
resources, displaying impacted managed
resources and specific objects on the
managed resource along with selected
alarm properties.

Step 2 Alarm View Search: Customize the Active
Alarms display by selecting the View option
from the menu bar, then select Search.
Perform a Managed Resource search for
channels, site controllers and routers by
entering "Contains" and ch, sc, and 200
respectively in the search fields to perform
the three separate searches. For each ofthe
three searches a filtered alarm view is
displayed that contains alarms for the
appropriate device in the search.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Network Events View: ln the navigation
pane expand Fault Management and select
Network Events. The view displays recent
events reported for managed resources,
displaying impacted managed resources
and specific object on the managed
resource along with selected event
properties. Alarming events are base for
creating alarm objects.

Physical Summary View: ln the navigation
pane expand Zone Views and Physical, then
select Physical Summary View. The
Physical Summary View provides an
aggregated alarm severity status of the
devices located at all subnets in the Zone.

Service Summary View: ln the navigation
pane expand Zone Views and Service, then
select Service Summary View. The Service
Summary View provides a quick summary of
the service status of sites in a Zone,
including access to Channel status.

Zone Map: ln the navigation pane, expand
Zone Views and select Zone Map. The Zone
Map view provides an aggregated alarm
severity status of the devices located at
discovered sites in the Zone.

Network Database: ln the navigation pane
select Network Database. The Network
Database displays a list of all discovered
Managed Resources and Sites. The display
includes properties of each resource as well
as overall severity of all objects and/or sub
resources

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the reslrictions on the cover page.

a Motorola So/utlons Confidential Restricted Acceptance Test Plan 5-31



Fault Management

5.4.2 Site Path Failure
(Ethernet) Reports to
the Unified Event
Manager

1. DESCRIPTION

This test will demonstrate that the Unified Event
Manager (UEM) alarms view is able to capture
information about various failures at the system and
zone level.

This test simulates a microwave/transport failure by
removing a customer selected site data link and
monitoring the alerts.

Note: lf using a Simulcast site, this test refers to the
Prime Site links. While failures would be seen at the
subsite level if a Subsite link were failed, the site
would not drop into Site Trunking.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

NMclient0l - UEM session up and running

. RADIO-1 should be "Site Locked"

vERStON #1.030

November 1,2019
Use or disclosure of this proposal is subject
to the restriclrons on the cover page.

2. TEST

Step 1. Remove the Ethernet cable(s) to the SITE I
router(s) (lf Simulcast, this refers to the
Prime Site route(s)) at the site where
RADIO-1 is affiliated. Be certain to remove
the Ethernet cable from both routers if
redundant site links are being utilized.

Step 2. Observe the UEM reports CommFailure
alarms for the devices at the affected site.

Step 3. ln addition, observe that the site is now in
the Site Trunking mode.

Step 4. Reconnect the Ethernet cable(s)
disconnected in Step 1.

Step 5. Observe the site returns to the Wide Area
Trunking mode.

Step 6 Observe the topology and alarms/events
that appear in the UEM, indicating the site is
in recovery and after a period of time has
recovered.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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Fault Management

5.4.3 Gonsole PC - Voice
Processing Module
Link Failure Reports to
the Unified Event
Manager

1. DESCRIPTION

This test will demonstrate that the Unified Event
Manager (UEM) alarms view is able to capture
information about various failures at the system and
zone level.

This test simulates a Console PC to Voice
Processing Module (VPM) link failure.

SETUP

RADIO-1 . TALKGROUP 1

CONSOLE-1 - TALKGROUP 1 (VPM Based
console)

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

lnitiate a callfrom RADIO-1 to CONSOLE-1
to verify communication.

Remove the Ethernet cable from the VPM to
the Console Site Ethernet Switch.

Observe the UEM reports CommFailure
alarms for the VPM.

ln addition, observe that CONSOLE-1
reports the link to the VPM as Down.

Reconnect the VPM to the Console Site
Ethernet Switch.

Observe that UEM regains communication
with the VPM and the Console PC to VPM
link recovers.

lnitiate a callfrom RADIO-1 to CONSOLE-1
to verify communication.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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5.5 SYSTEM RELIABILITY FEATURES

5.5.1 Base Station
ldentification

1. DESCRIPTION

This test will demonstrate that the repeater(s)
programmed for Base Station ldentification (BSl)
operation at every site broadcasts the FCC BSI at
predefined intervals (usually 30 minutes). To
accomplish this, a service monitor will be set up to
monitor the BSI channel of a random site and note
that the Base Station ldentification is heard.

SETUP

A service monitor will be required to perform this
test.

Note: A properly configured subscriber can be used
to monitor the frequency for the BSI tones in place of
a service monitor.

VERS|ON #1.030

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Choose one site to test for Base Station
ldentification (BSl).

Setup the service monitor or subscriber to
receive the frequency of the BSI channel for
the particular site.

Monitor the service monitor until the Base
Station ldentification is broadcast. Verify that
the BSI tones are heard on the monitored
frequency.

Pass Fail

Trunked Radio system upgrade - 
'",5r$""rt#;tfl:;:::

Moto rot a So/utlons Confi denti at Restricted {D

2. TEST

Step 1.

Step 2.

Step 3.

5-34 Acceptance Test Plan



System Reliability Features

5.5.2 Multiple Gontrol
Ghannels

1. DESCRIPTION

A maximum of four channels are eligible for
assignment as control channel at each site. ln the
event that the assigned control channel fails at any
remote site, the Zone Controller automatically
selects one of the other control capable channels as
the active control channel for that site. A Control
Channel Preference Level can be used to rank the
control capable channels where 1 is the highest
ranking and 4 the lowest.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 . SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - SITE 1

RADIO-3 - TALKGROUP 2
RADIO-3 - SITE - SITE 1

RADIO-4 - TALKGROUP 2
RADIO-4 - SITE - SITE 1

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

lnitiate a Talkgroup Callwith RADIO-1 on
TALKGROUP 1.

Observe that only RADIO-2 will be able to
monitor and respond to the call.

lnitiate a Talkgroup Callwith RADIO-3 on
TALKGROUP 2.

Observe that only RADIO-4 will be able to
monitor and respond to the call.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Power off the control channel at SITE 1

Observe that the control channel rotates to
the next available channel capable of acting
as a control channel.

Step 7. lnitiate a Talkgroup Callwith RADIO-1 on
TALKGROUP 1.

Step 8. Observe that only RADIO-2 will be able to
monitor and respond to the call.

Step 9. lnitiate a Talkgroup Callwith RADIO-3 on
TALKGROUP 2.

Step 10. Observe that only RADIO-4 will be able to
monitor and respond to the call. Power up
the channel previously powered off to return
the system to normal operation.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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System Reliability Features

5.5.3 Redundant Site
Controller Switching -
Automatic Switchover

1. DESCRIPTION

The Site Controller subsystem uses two Site
Controllers in a redundant configuration. The backup
Site Controller is made active either upon the loss of
communication to the active Site Controller or upon
a user initiated command from the Site Control
Manager.
This test will demonstrate that on the loss of the
active site controller the standby controller will
become active and carry on the site operations.

SETUP

RADIO-1 _ TALKGROUP 1

RADIO-1 _ SITE _ SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 _ SITE - SITE 1

RADIO-3 _ TALKGROUP 1

RADIO-3 _ SITE - SITE 1

All Radios should be "Site Locked"

VERS|ON #1.020

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-36 Acceptance Test Plan

Power off the active Site Controller (or in the
ESS configuration connect to the Active Site
controller using CSS and perform a "reset")
and verify the backup becomes the new
active Site Controller (note events in the
event viewer),

Step 3. Key RADIO-1 and verify that RADIO-2 and
RADIO-3 hear the audio.

Verify both Site Controllers are available and
in the "Normal" state.

End the callfrom RADIO-1

Power up the Site Controller (if it was
powered off). Verify the Site Controller
returns to the normal state.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1.

Step 2.

Step 4.

Step 5.

Motorolasolutlons ConfidentiatRestrlcfed 4D



System Reliability Features

5.5.4 Redundant Zone
Controller
Switching/Automatic
Switchover

1. DESCRIPTION

ln a non-DSR configuration the Zone Controller
subsystem uses two Zone Controllers in a redundant
configuration. The backup Zone Controller is made
active either upon the loss of the active ZC or upon
a user command from the Unified Network
Configurator (UNC). ln a DSR configuration there
are 4 Zone Controllers in a redundant configuration.
Any one of the 4 could be active to keep the Zone
Sites in Wide Area Trunking. lf using the Dynamic
Resilience Zone configuration the Unified Event
Manager will report the Zone Controller switchover in
both Unified Event Managers (UEM).

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP ,1

RADIO-2 - SITE - SITE 2
RADIO-3 - TALKGROUP 1

RADIO-3 - SITE - Site3 (Site3 should be in another
Zone if applicable.)

* The Zone Controllers should be successfully
synchronized before performing this procedure

VERS|ON #1.030

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1. Verify the state of the current Zone
Controllers is Active or Standby in the
Unified Network Configurator (UNC). (There
will be 2 Zone Controllers in single Zone or 4
in the case of DSR zones.)

Step 2. Reset the active Zone Controller application
via the Unified Event Manager (UEM)
diagnostic.

Step 3. Verify using UNC, UEM and ZoneWatch (if
applicable) that the standby Zone Controller
becomes active and brings all sites back
wide. Wait for the Radios to settle out the
site affiliations.

Step 4. Key RADIO-1 and verify that RADIO-2 and
RADIO-3 hear the audio.

Step 5

Step 6

End the callfrom RADIO-1

Verifu that Zone Controller that was reset
comes back up to a "Standby" state.

Pass_ Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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System Reliability Features

5.5.5 Continued Operation
Upon Loss of Prime
Site Switch

1. DESCRIPTION

The Simulcast Prime Site High Availability feature
enhances current operation by increasing the
number of channels available following a LAN switch
failure. These sites are configured with four LAN
switches rather than the standard two LAN switch
configuration. When the same site resources are
spread across four LAN switches, the failure of a
single switch removes fewer resources hence
improving the general availability of resources as
well as improving the likelihood of preserving
redundancy.

Per current operation, these sites are expected to
preserve wide area operation upon failure of any of
the switches (assumes redundant WAN links are
utilized between the master site and prime site). This
test case will demonstrate continued wide area
operation upon a single switch failure. lt also
demonstrates increased channel availability over the
standard 2 LAN switch configuration.

SETUP

RADIO-1 TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 TALKGROUP 1

RADIO-2 - SITE - SITE 2
RADIO-3 TALKGROUP 1

RADIO-3 - SITE. SITE ,1

Channel 2 (on switch 2) is set as the preferred
control channel. Channel 4 is the next preferred

November 1,2019
Use or disclosure of this proposal is subject
to the restnctions on the cover page.

Redundant WAN links are configured between the
master site and prime site.

Ensure Zone Watch is setup to monitor the sites and
the Unified Event Manager (UEM) is available for
viewing faults.

Note: Switch failures may be simulated by pulling
power on the switch.

VERS|ON #1.010

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Verify that the SITE 1 is in wide area
trunking. (Normal Operation)

Fail switch 2 and verify that the Site remains
in wide area trunking.

Verify that the UEM reports the failure of
switch 2.

Verifu in ZoneWatch that channels on
switches 1, 3 and 4 are available.

Key-up RADIO-1 on a channelconnected to
switch 1 and verify that RADIO-2 and
RADIO-3 receive RADIO-1 audio. Repeat
this step for channels connected to switch 3
and 4 also.

Pass Fail

rrunked Radio system upsrade 
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System Reliability Features

5.5.6 Continued Operation
Upon Loss of
Reference Distri bution
Module

1. DESCRIPTION

Dual LAN subsites are equipped with new hardware
that enable all of the Multisite Base Radios (MsBRs)
to communicate over an active or redundant LAN,
thus lessening the impacts of a single point of
failure. Two modules ("GPB 8000 Reference
Distribution Modules (RDM)')are added to the
primary GTR8000 Expandable Site Subsystem
(ESS)to facilitate the switching and time reference
distribution functions at the remote sites. ln addition,
the expansion cabinets are equipped with two
Expansion HUBs (XHUBs). A failure of an RDM or
XHUB will result in the MsBRs automatically
reverting to the LAN served by the other active
RDM/XHUB thus allowing continued wide area
operation by all MsBRs.

This test case will demonstrate continued wide area
operation upon a single point of failure associated
with an RDM failure.

SETUP

RADIO-1 TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 TALKGROUP 1

RADIO-2 - SITE - SITE 2
RADIO-3 TALKGROUP 1

RADIO-3 - SITE - SITE 1

Ensure ZoneWatch is setup to monitor the sites and
the Unified Event Manager (UEM) is available for
viewing faults.

Note:An RDM/XHUB failure can be simulated by
pulling the RDM/XHUB out of the ESS.

VERSTON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1. Using RADIO-1, key-up on a channel
residing on SITE'1's primary Expandable
Site Subsystem (ESS). While RADIO-'1 is
keyed, fail RDM '1.

Step 2 Verify RADIO-1 operation on ZoneWatch.
RADIO-1 stays on the same channel and
the Site remains in wide area trunking.

Step 3. Verify that RADIO-2 and RADIO-3 receive
RADIO-1 audio.

Step 4. Verify that the UEM reports the failure of
RDM 1.

Step 5. Dekey RADIO-1, key-up RADIO-3 on a
channel residing on the primary ESS. While
RADIO-3 is keyed, restore RDM '1.

Step 6. Verify RADIO-3 operation on ZoneWatch
RADIO-3 stays on the same channel and
the Site remains in wide area trunking.

Step 7. Verify that RADIO-1 and RADIO-2 receive
RADIO-3 audio.

Step 8. Verify that the UEM reports the recovery of
RDM 1.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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System Reliability Features

5.5.7 Redundant Gomparator
Switching -
Gomparator Failure

1. DESCRIPTION

lP Simulcast Trunking subsystem can use two
comparators for each channel in a redundant
configuration at the Prime Site. The standby
comparator is made active upon the loss of the
active comparator.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - SITE 1

Channel-1 - Control Channel
CSS Status Panelor UNC command can be used to
verify the current redundancy state of the
comparator (Active or Standby).

VERSTON #1.030

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-40 Acceptance Test Plan

2. TEST

Step 1. Verify the system is in Wide Trunking Mode
with Channel-1 as the control channel and
Channel-2 in service.

Step 2. Key RADIO-1 and verify that RADIO-2 hears
the audio. Verify Channel-2 is used.

Step 3 Power off or Disable the Active comparator
(i.e. Comparator 2) for Channel-2.Yerify
Channel-2 is out of service and RADIO-1's
call ended.

Step 4.

Step 5.

DeKey RADIO-1

Verify the Standby comparator (i.e. CM2b)
for Channel-2 becomes Active and Channel-
2 is back in service (note the event in UEM
event viewer).

Step 6. Re-key RADIO-1 and verify that RADIO-2
hears the audio. Verify Channel-2 is used.

Step 7. Power on or restore Comparator-2. Verify
Comparator-2 is in the Enabled state.

Pass_ Fail_

rrunked Radio system upsrade - 
'.,5;[jJ"lffiii:"::::
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5.6 AUDIO IP LOGGING

5.6.1 Logging Trunking
Talkgroup Call

1. DESCRIPTION

This test will demonstrate how the Archiving
lnterface Server (AlS) can be used to log trunking
talkgroup call audio/events on a given talkgroup.
The audio is archived in a vocoded format (IMBE for
Trunking Talkgroup Calls).

SETUP

The AIS at MCC 7500 Console site affiliated to
TALKGROUP 1.

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE 1

CONSOLE.I - TALKGROUP 1

CONSOLE-1 - CONSOLE SITE 1

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

lnitiate a talkgroup callfrom RADIO-1 on
TALKGROUP 1.

Observe that the call events/audio are being
sent to the logging system by the AlS.

2. TEST

Step 1.

Step 2.

Step 3. Using the playback application, verify the
logged audio/events correspond to steps 1

and 2.

Step 4. lnitiate a talkgroup callfrom CONSOLE-1 on
TALKGROUP 1.

Step 5. Observe that the call events/audio are being
sent to the logging system by the AlS.

Step 6. Using the playback application, verify the
audio/events logged correspond to steps 4
and 5.

Pass Fail_

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Audio lP Logging

5.6.2 Logging Secure
Trunking Talkgroup
Call

1. DESCRIPTION

This test will demonstrate the Archiving lnterface
Server (AlS) can be used to log trunking talkgroup
call audio for call in a secure transmit mode on a
given talkgroup. The audio is archived in a vocoded
decrypted format (IMBE for Trunking Talkgroup Call)
only when the logging system user requested coded
audio to be logged.

SETUP

The AIS at MCC7500 Console site is affiliated to
TALKGROUP 1 and has the appropriate secure
keys loaded.
RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE ,1

CONSOLE-1 - TALKGROUP 1

VERSTON #1.020

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

lnitiate PTT from RADIO-1 on TALKGROUP
1 in a secure transmit mode.

2. TEST

Step 1.

Step 2. Observe that the call audio is being sent to
the logging system by the playback
application.

Step 3. lf TALKGROUP 1 is marked to receive
coded audio verify the coded audio can be
played back via the application.

Step 4. Observe that the events for the
TALKGROUP 1 call is logged even if the
TALKGROUP 1 is not marked to receive
coded audio.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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s.7 TNTEGRATED VOICE AND DATA (lV & D)
2. TEST

Step 1.

Step 2.5.7.1 GontextActivation

1. DESCRIPTION

Context Activation covers the process a Radio uses
to register for packet data service on the trunked
system. For this test, the Radio is configured to
initiate a context request with the system upon
power-on.

SETUP

RADIO-1 - TALKGROUP 1 (Powered-off)

Note: RADIO-1 must have data capabilities enabled
in the network manager.

VERSION #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Power-on RADIO-1

Observer radio context activation and can
be identified by the icon in the upper right-
hand corner of the radio if equipped with a
display.

Pass Fail

November 1.2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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lntegrated Voice and Data (lV & D)

5.7.2 Over the Air
Programming (PoP25)

1, DESCRIPTION

The feature Programming Over P25 (POp25) allows
a user to configure a radio remotely from the
enterprise network by sending a sequence of
commands over{he-air via the ASTRO 25@ lV&D
system. lt is expected that the POP25 will
significantly reduce the operational costs of lV&D
radios by config uring personalities, talkg roups,
channels, sites, etc in a radio without physically
touching the radio.
This test will demonstrate the ability to perform a
subscriber update using Customer Programming
Software (CPS) over the air.

NOTE: There are subscriber programming options
that will affect the test. The subscriber can be
programmed to Approve the update, implement the
update on next power cycle or disregard the update.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - SITE 1

PC loaded with Customer Programming Software
(CPS) and the System Key Dongte. The pC must be
connected to the ASTRO 25@ network via the CEN.
RADIO-1 must be data capable and context
activated for data service.

VERSTON #1.010

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

2. TEST

Step 1.

Step 2.

Locate lP address for RADIO-1

From the CPS computer on the Customer
Enterprise Network (CEN), connect to
RADIO-1 over the network and read the
subscriber.

Step 3. Make a change to the archived program file
and write to RADIO-1.

Step 4. Once the new archive is received at RADIO-
1 the radio user will have to approve the
new configuration.

Step 5. Once the new configuration has been
received and the load is complete, verify the
configuration change has been
implemented.

Step 6. On the CPS PC return the archive feature to
the original state,

Step 7. Send the program update to RADIO-1.
Verify the progress bar is shown in the CpS
status bar.

Step 8. Begin a talkgroup call by keying RADTO-2
Verify RADIO-1 hears the audio.

Step 9. While the call is in progress dekey and key
RADIO-2 severaltimes with various pauses
to interrupt the data transfer to RADIO-1.

Step 10. Dekey RADIO-2 and verify the data transfer
completes. Once the programming update
has completed accept the configuration
change on RADIO-1. Verify RADTO-1
configuration has returned to its original
state.

Pass Fail

Trunked Radio sysrem upsrade - 
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5.8 ENHANCED DATA

5.8.1 Enhanced Data Context
Activation

1. DESCRIPTION

Context Activation refers to the process a Radio
uses to register for packet data service on the
trunked system. For this test, the Radio is configured
to initiate a context request with the system upon
power-on.

SETUP

RADIO-1 - TALKGROUP 1 (Must be equipped with a
display and initially Powered-off,)

Note: RADIO-1 must have data capabilities enabled
in the network manager.

vERStON #1.050

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

After a period of 10 seconds, observe that
the radio is enabled for data services by the
presence of a data icon on the radio display

Step 3. Using the menu buttons below the radio
display, observe that the radio has a valid lP
address

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

Acceptance Test Plan 5-45

2. TEST

Step 1.

Step 2.

Power-on RADIO-1

0 Mobrolasolulions ConfidentialRestricted



The KMF operator can send a message to any radio
to confirm that the radio is on the system.

5.9 OVER THE AIR REKEYTNG (OTAR)

5.9.1 Glear Hello

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

1. DESCRIPTION

Note: The devices under test must have a valid air
address registered with the KMF and must be
accessible on the data system.

SETUP

RADIO-1 TALKGROUP 1

RADIO-1 must not be configured for enhanced
security mode in either radio programming or the
KMF.

VERS|ON #1.020

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Go to the Radio Management page of the
KMF

lnitiate a Clear Hello operation

Click the'Clear Hello'button, or right-click
and choose'Clear Hello.'

Go to the Operation Status page of KMF
verify that the RADIO-1's Clear Hello
operation is shown. The operation is
complete when the Operation Status is
100% completed.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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Over The Air Rekeying (OTAR)

5.9.2 Encrypted Hello

1. DESCRIPTION

The KMF operator can send an encrypted message
to any radio to confirm that radio is on the system
and that its encryption services are functioning.

Note: The devices under test must have a valid air
address registered with the KMF and must be
accessible on the data system.

SETUP

RADIO-1 - TALKGROUP 1

Note: The radio must be current in the KMF

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Prolect

Go to the Radio Management page of the
KMF

Select RADIO-1 from the list.

lnitiate an Encrypted Hello operation

Go to the Operation Status page of KMF,
verify that RADIO-1's Encrypted Hello
operation is shown. The operation is
complete when the Operation Status is
completed.

Pass Fail

November 1, 2019
Use or disclosure of this proposal is subject

to the restrictions on lhe cover page.

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

$ Uotorotu So/utions Confidential Restricted Acceptance Test Plan 5-47



Over The Air Rekeying (OTAR)

5.9.3 Full Update to
Subscriber

1. DESCRIPTION

Note: The devices under test must have a valid air
address registered with the KMF and must be
accessible on the data system.

SETUP

2. TEST

Step 1. Delete both TEKs from the CKR assigned to
the talkgroup under test, from RADIO-1.

Step 2. Using RADIO-1, verify when the subscriber
is set to secure mode, the radio indicates a
key fail.

Step 3. Go to the Radio Management page of the
KMF.

The entire set of encryption keys (in addition to other
state parameters) are sent to a radio using the Full
Unit Update command.

Step 4.

Step 5.

Step 6.

Select RADIO-1 from the list.

lnitiate an Full Update operation.

Go to the Operation Status page of KMF,
verify that RADIO-1's Full Update operation
is shown. The operation is complete when
the Operation Status is "Completed." Note
that a warmstart operation will occur if the
TEK selected for the OTAR session is one
of the TEKs assigned to CKR.

RADIO-1 - TALKGROUP 1 (Secure Mode)
RADIO-2 - TALKGROUP 1 (Secure Mode)
RADIO-2 will be a reference radio.

Step 7. Now that RADIO-1 contains the keys in the
CKR, verify secure communications
between RADIO-1 and RADTO-2.

Pass Fail

rrunked Radio sysrem upsrade - 
"5'$""':tiiii:":::i
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Note: lt is assumed that both radios under test are
current with the KMF.

vERStON #1.030

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.
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5.10.1 Clear Hello using over
the Ethernet Keying
(orEK)

1. DESCRIPTION

The KMF operator can send a message to any
console to confirm that console is on the system.

Note: lf the console has just been powered up, make
sure to let it stabilize and to login via the console
user interface to make sure the console registers
with the KMF. Verify KMF registration by observing
the KMF's Operations Status page to see that the
test console has registered.

SETUP

This test will require one console (CONSOLE-1)

VERSION #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

5.10 OVER THE ETHERNET KEytNG (OTEK)
2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Go to the Console Management page of the
KMF.

Select CONSOLE-1 from the list

lnitiate a Clear Hello operation.

Go to the Operation Status page of KMF,
verify that CONSOLE-1's Clear Hello
operation is shown. The operation is
complete when the Operation Status is
"Completed."

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Over the Ethernet Keying (OTEK)

5.',0.2 Encrypted Hello using
over the Ethernet
Keying (OTEK)

1. DESCRIPTION

The KMF operator can send an encrypted message
to any console to confirm that console is on the
system and that its encryption services are
functioning.

Note: lf the console has just been powered up, make
sure to let it stabilize and to login via the console
user interface to make sure the console registers
with the KMF. Verify KMF registration by observing
the KMF's Operations Status page to see that the
test console has registered.

SETUP

CONSOLE-1 -TALKGROUP 1

Note: The console must be current in the KMF

VERS|ON #1.020

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

Go to the Console Management page of the
KMF.

Select CONSOLE-1 from the list.

lnitiate a Encrypted Hello operation

Go to the Operation Status page of KMF,
verify that RADIO-1's Clear Hello operation
is shown. The operation is complete when
the Operation Status is "Completed."

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.
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Over the Ethernet Keying (OTEK)

5.10.3 Full Update to Console
using Over The
Ethernet Keying
(orEK)

1. DESCRIPTION

The entire set of encryption keys (in addition to other
state parameters) are sent to a console using the
Full Unit Update command.

Note: lf the console has just been powered up, make
sure to let it stabilize and to login via the console
user interface to make sure the console registers
with the KMF. Verify KMF registration by observing
the KMF event viewer to see that the test console
has registered.

SETUP

CONSOLE-1 - TALKGROUP 3 (Reference console)
CONSOLE-3 - TALKGROUP 3 (test console that
will be used for OTEK operation)
It is assumed that CONSOLE-3 initially does not
have any traffic keys but does have a UKEK.

Note: lt is assumed that this test will occur after all
OTEK configurations are completed.
Note: This can be done with a VPM based console
or a secure card based console.

VERSION #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Verify that no audio is received on
CONSOLE-3 because the console does not
have a key or has the incorrect key.

Step 3. Go to the Console Management page of the
KMF

Step 4

Step 5

Step 6

Select CONSOLE-3 from the list

Step 7 The console will now have the current keys.
Go to the Console Management page of the
KMF and verify that CONSOLE-3's currency
state is marked as "Current."

Step 8 Now that CONSOLE-3 is current, verify
secure communications between
CONSOLE-1 and CONSOLE-3.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

lnitiate a secure callon TALKGROUP 3 from
CONSOLE-1 to CONSOLE-3

lnitiate a Full Update operation.

Go to the Operation Status page of KMF,
verify that CONSOLE-3's Clear Hello
operation is shown. The operation is
complete when the Operation Status is
"Completed."

2. TEST

Step 1.

Step 2.
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5.11 SYSTEM MANAGEMENT TESTS
2. TEST

Step 1.

5.11,1 ZoneWatch
Verify that ZoneWatch has been configured
for the Grid and Multi Site Scroll windows to
display system activity.

Step 2. From the PC Application Launcher, select a
zone folder.

1. DESCRIPTION

ZoneWatch is an administration toolfor monitoring
radio traffic on a system. A system manager can use
ZoneWatch to analyze traffic patterns for load
distribution and troubleshoot radio and site
problems. ZoneWatch is used to view current radio
traffic activity for the system. This activity is
displayed in graphical format, color-coded for easy
identification of the type of activity occurring on the
system.

SETUP

RADIO-1 - TALKGROUP 1

RADIO.I - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - SITE 2
RADIO-3. TALKGROUP 1

RADIO.3 - SITE - SITE 3
RADIO-4 - TALKGROUP 1

RADIO-4 - SITE - SITE 4

VERSTON #1.010

November 1,2019
Use or disclosure of this proposal is subject
to the restnctions on the cover page.

From within that zone, select ZoneWatch,

Select the appropriate profile to be able to
view the channel usage on the system.

Step 3.

Step 4.

Step 5. lnitiate several calls with the radios and
observe that the appropriate channel usage
information is displayed.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability project
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System Management Tests

5.11.2 Affiliation Display

1. DESCRIPTION

Affiliation Display is a Private Radio Network
Management (PRNM)application that monitors the
mobility of radios for a particular zone. Mobility
describes how radio users travel between different
sites in a zone and how they communicate with
other members of their assigned talkgroup or even
with members outside of their talkgroup. A radio can
be viewed in more than one zone. As a radio roams
from one site to another or changes talkgroups,
Affiliation Display updates and displays the affiliation
and de-affiliation information for a monitored radio.
This information can be useful for the
troubleshooting and tracking of radios in the system
and for monitoring the movement of traffic within a
zone.
The Affiliation Display is divided into three sections:
Site Viewer, Talkgroup Viewer, and Radio Viewer.
- The Site Viewer displays the number of talkgroups
and number of radios affiliated to that site.
- The Talkgroup Viewer displays how many radios
are affiliated to that talkgroup and the number of
sites at which the talkgroup has radios affiliated.
- The Radio Viewer window displays affiliation
information for a custom list of radios.

SETUP

RADIO-1 . TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2. SITE - SITE 1

RADIO-3 - TALKGROUP 2
RADIO-3 - SITE - SITE 2
RADIO-4 - TALKGROUP 2
RADIO-4 - SITE - SITE 2

VERSION #1.010

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Add RADIO-1, RADIO-2,RADlO-3, and
RADIO-4 to the Affiliation Display.

2. TEST

Step 1.

Step 2. Verify that RADIO-I and RADIO-2 show
they are affiliated to SITE 1 and
TALKGROUP 1.

Step 3. Verify that RADIO-3 and RADIO-4 show
they are affiliated to SITE 2 and
TALKGROUP 2.

Step 4. Change the talkgroup of RADIO-1 and
RADIO-2 to TALKGROUP 2.

Step 5. Verify that RADIO-1 and RADIO-2's
affiliated talkgroup changes to TALKGROUP
2 on the Affiliation Display.

Step 6. Change the site of RADIO-3 and RADIO-4
to SITE 1.

Step 7. Verify that RADIO-3 and RADIO-4's
affiliated site changes to SITE I on the
Affiliation Display.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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System Management Tests

5.11.3 Unified Event Manager
- Force
Synchronization - Gore
Router

1. DESCRIPTION

Synchronization is the process where the status of a
device is periodically checked. There could be
situations where a user may not want to wait for the
minimum period to view the synchronization results.
Therefore, the user can initiate a synchronization
request for the device with the manager called Force
Synchronization. Force Synchronization interrupts
the normal synchronization process and checks the
status of a particular device.

The purpose of this test is to demonstrate the ability
to manually synchronize the state with agents within
the system using the Unified Event Manager (UEM).

Manual synchronization provides a fallback to obtain
object status after a network interruption.

NOTE: This test can be run on a standalone Core
Router/Gateway or a combined Core/Exit
Router/Gateway.

SETUP

NMclientOl - UEM session up and running

vERStON #1.030

November 1, 2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

2. TEST

Step 1. On a UEM client session, click on the
Network Database node tree in the
navigation window.

Step 2. Right click on a Core Router, then select
Synchronize.

Step 3. The Synchronization Job Status window
appears with the Job Status lD.

Step 4.

Step 5.

Click on the View Job Status button

The Job Status View window opens
providing the Job lD, Status, Owner, Type,
Target, Submit Time, End Time, and
Additional lnfo for all the jobs.

Step 6. Locate the Synchronization job initiated in
step 2 and click on the job. Verify the
Synchronization job is listed with a status of
Success.

Step 7. Click on the View Log button. A summary of
the Synchronization job details is provided in
the job log.

Step 8 Locate the Core Router in the Network
Database View. The correct Severity
property of the device is displayed.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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System Management Tests

5.11.4 Unified Event Manager
- Force
Synchronization - Site
Gontroller

1. DESCRIPTION

Synchronization is the process where the status of a
device is periodically checked. There could be
situations where the user may not want to wait for
the minimum period to view the synchronization
results. Therefore, the user can initiate a
synchronization request for the device with the
manager called Force Synchronization. Force
Synchronization interrupts the normal
synchronization process and checks the status of a
particular device.

The purpose of this test is to demonstrate the force
synchronize state with agents within the system
using the Unified Event Manager (UEM).

Force synchronization provides a fallback to obtain
object status after a network interruption.

SETUP

NMclient0l - UEM session up and running

VERSTON #1.030

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1. On the UEM client session, click on the
Network Database node tree in the
navigation window.

Step 2. Right click on a Site Controller, then select
Synchronize.

Step 3. The Synchronization Job Status window
appears with the Job Status lD.

Step 4

Step 5

Click on the View Job Status button

The Job Status View window opens
providing the Job lD, Status, Owner, Type,
Target, Submit Time, End Time, and
Additional lnformation for all the jobs.

Step 6 Locate the Synchronization job initiated in

step 2 and click on the job. Verify the
Synchronization job is listed with a status of
Success.

Step 7. Click on the View Log button. A summary of
the Synchronization job details is provided in
the job log.

Step 8. Locate the Site Controller in the Network
Database View. The correct Severity
property of the device is displayed.

Pass Fail

November 1, 20'19
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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5.12 DYNAMIC SYSTEM RESILIENCE

5.12.1 Primary Core Failure -
Switchover to Back-up
Core (Voice and Data
Services)

1. DESCRIPTION

Dynamic System Resilience (DSR) allows a system
to continue to function with minimal loss of voice
and/or Data communications due to the failure of
any controlling master site.
This test will demonstrate in the event of a complete
Primary Core failure, the Backup Core takes over in
order to return the system back to wide area
trunking. Some of the Backup Core equipment
automatically takes over while the Network
Management servers like the Provisioning Manager
Server and Unified Network Configurator require
manual switchover.
Note: This test case applies to the following data
services - Trunking lV&D, HPD and Conventional
lV&D data. The test case can be executed with any
or all of the supported data services and should
include the appropriate packet data gateways, sites
and the radio personalities in the setup of the test
case.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - SITE 1

RADIO-2 - TALKGROUP 1

RADIO-2. SITE - SITE 1

RADIO-s - TALKGROUP 1

Mobile Data Terminal (MDT) connected to RADIO-S
UDP Tool installed on both the MDT and Host
computers
Zone Controller 1: Active
Zone Controller 2: Standby
Zone Controller 3: Standby
Zone Controller 4: Standby
Packet Data Gateway 1: Active
Packet Data Gateway 2: Standby
Unified Network Configurator 1: Active

November 1,2019
Use or disclosure of this proposal is subject
to the reslrictions on the cover page.

5-56 Acceptance Test Plan

Unified Network Configurator 2: Standby
User Configuration Manager: Active
User Configuration Manager 2: Standby
System Statistics Server 1: Active
System Statistics Server 2: Active

VERS|ON #1.040

2. TEST

Step 1.

Step 2.

Step 3

Step 4.

Step 5.

Step 6.

Step 7

Step 8

lnitiate a TALKGROUP 1 callfrom RADIO-1
Verify that RADIO-2 receives the audio.

Using RADIO-S MDT, configure the data
application for periodic inbound data
messages. (1 message every 30 seconds)
Observe at the Host PC that data messages
are received.

Pull the power cords to the Primary Core
LAN Switches 1 & 2. (Also the redundant
power supply (RPS) if equipped.)

ln the Unified Network Configurator (UNC),
select Zone Controllers 1 through 4 and
check the redundancy state using the Quick
Command feature. (Note: ln a single Zone
system or when the test is run on the Zone
with the primary core system servers the
backup UNC will need to be manually
enabled to run the quick command.)

Verify that Zone Controller (ZC) 3 is Active.
(Note that the transition of ZC 3 to the
"Active" state causes the currently acliveZC
to reset and the sites willtemporarily lose
Wide Area Trunking while the connection to
ZC 3 is established.)

ln the Unified Network Configurator, select
any of the Packet Data Gateways 1 and 2
and check the redundancy state using the
Quick Command feature.

Verify that Packet Data Gateway 2 is Active.

lnitiate a TALKGROUP 1 callfrom RADIO-1
Verify that RADIO-2 receives the audio.

Step 9. Observe at the Host PC that received data
messages have continued.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability proJect
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Step 10. lf the backup seryers were enabled for the
test, they should now be disabled. Return
the system to normal by powering up the
core switches. Verify once the Zone
Controllers start to communicate only 1

Zone Controller will be active.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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5.13 rSSr 8000

5.13.1 Automatic Roaming -
Talkgroup Call for
Home Talkgroup

1. DESCRIPTION

This test will demonstrate that a group call initiated
from a home radio/console in the local system that is
affiliated to a home talkgroup can be heard by a
home radio that has roamed to a foreign system and
is affiliated to the home talkgroup.
This test will also demonstrate that a group call
initiated from a home radio that has roamed to a
foreign system and is affiliated to a talkgroup home
to the local system can be heard by home radio and
console affiliated to the home talkgroup in the local
system.

SETUP

SYSTEM 1 (home of TALKGROUP 1)

RADIO-1 (home radio on SYSTEM 1, has roamed to
SYSTEM 2) - TALKGROUP 1

RADIO-2 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1

RADIO-2 and CONSOLE-1 (home to SYSTEM '1,

located in SYSTEM 1) - TALKGROUP 1

SYSTEM 2
RADIO-1 - TALKGROUP 1

VERSION #1.020

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-58 Acceptance Test Plan

lnitiate a group callfrom RADIO-2 on
TALKGROUP 1.

2. TEST

Step 1.

Step 2. Observe that RADIO-'1 and CONSOLE-1 are
able to monitor and respond to the call on
TALKGROUP 1.

Step 3. lnitiate a group callfrom CONSOLE-1 on
TALKGROUP 1.

Step 4. Observe that RADIO-1 and RADIO-2 are
able to monitor and respond to the call on
TALKGROUP 1

Step 5. lnitiate a group callfrom RADIO-1 on
TALKGROUP 1.

Step 6. Observe that RADIO-2 and CONSOLE-1 are
able to monitor and respond to the call on
TALKGROUP 1.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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tsst 8000

5.13.2 Automatic Roaming -

Emergency Alarm and
Gall for Home
Talkgroup

1. DESCRIPTION

This test will demonstrate that emergency alarm and
call initiated from a home radio that has roamed to a
foreign system and is affiliated to a talkgroup home
to the local system can be heard by a console that is
affiliated to the home talkgroup in the local system.
This test also verifies that the emergency can be
acknowledged and knocked down by the console in
the localsystem.

SETUP

SYSTEM 1 (home of TALKGROUP 1)
CONSOLE-1 - TALKGROUP 1

SYSTEM 2
RADIO-1 - TALKGROUP 1

RADIO-1 is a home radio on SYSTEM 1, has
roamed to SYSTEM 2 and is affiliated to
TALKGROUP 1.

CONSOLE-1 is home to SYSTEM 1, located in
System 1 and affiliated to TALKGROUP 1.

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1. lnitiate an emergency alarm from RADIO-1
on TALKGROUP 1 by holding the
emergency button.

Step 2. Observe that CONSOLE-1 is able to hear
and see the emergency alarm on
TALKGROUP 1.

Step 3. Acknowledge the emergency alarm on
TALKGROUP 1 from CONSOLE-1.

Step 4. Key RADIO-1 to initiate an emergency call
on TALKGROUP 1.

Step 5. Observe that CONSOLE-1 is able to monitor
and respond to the emergency call on
TALKGROUP 1.

Step 6. Knock down the emergency from
CONSOLE-1 on TALKGROUP 1.

Step 7. Exit emergency mode on RADIO-1 by
holding the emergency button on the radio.

Pass Fail

November 1, 2019
Use or disclosure ofthis proposal is subject

to the restrictions on the cover page.
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5.14 LOCATION SERVICE

5.14.1 Location Updates

1. DESCRIPTION

The Location Service send updates at configured
time intervals. These intervals can be updated which
will send a message to the subscriber updating the
reporting parameters.

Note: Location requires reception of a clear GPS
signalwhich may not always be possible in the CCS|
environment. Location tests are not recommended
for staging but rather for the final destination when it
is possible to perform outdoor tests more easily.

SETUP

MotoMapping Client installed

RADIO-1 - GPS enabled and provisioned on the
Location Service

Note: lt is possible that an external GPS antenna
may be required if testing inside CCS|.

VERS|ON #',1.020

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

2. TEST

Step 1. From the device list on the mapping client,
expand the device details for RADIO-1. This
will display the Latitude, Longitude and the
update time.

Step 2. Select RADIO-1 on the map and right clickto
bring up a pop up box.

Step 3. Select the option "Set Location Update
Frequency" and update the parameter
"Delta Time to Min=30 seconds. Verify that
RADIO-1 is updating every 30 seconds by
looking at the device list.

Pass_ Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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5.15 LOCATION ON PTT

5.15.1 Location on PTT -
Enabled for All Galls

1. DESCRIPTION

The test will demonstrate Location on PTT capability
when enabled for all calls. The dispatcher will see
updated locations a subscriber transmitting in a
group call and transmitting in an emergency call.

SETUP

RADIO-,1 - TALKGROUP 1

CONSOLE-1 - TALKGROUP 1

MAPPING-1 _ RADIO-1

RADIO-'1 is configured in the UNS for Location on
PTT - Enabled for All Calls.
Subscribers must have GPS coverage.

VERSION #1.040

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

2. TEST

Step 1.

Step 2.

Using RADIO-1 transmit on TALKGROUP 1

Will demonstrate that CONSOLE-1 hears
RADIO-1 and a little more than 2 seconds
after audio starts MAPPING-1 shows an
updated location for RADIO-1 not indicating
emergency.

Step 3.

Step 4.

Dekey RADIO-1

Using RADIO-I press and release
emergency button and then transmit on
TALKGROUP 1.

Step 5. Will demonstrate that CONSOLE-1 hears
RADIO-1 and a little more than 2 seconds
after audio starts MAPPING-1 shows an
updated location for RADIO-1 indicating
emergency.

Step 6. Dekey RADIO-1 and press and release
emergency button to exit emergency.

Step 7. Using CONSOLE-1, knockdown the
emergency call.

Step 8 Will demonstrate no more locations are
updated for RADIO-1 at MAPPING-l.

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Location On PTT

5.15.2 Location on PTT -
Enabled for Emergency
Galls

1. DESCRIPTION

The test will demonstrate Location on PTT capability
when enabled for emergency calls. The dispatcher
will see updated locations for subscribers
transmitting in emergency mode and subscribers
transmitting not in emergency mode that are in the
emergency call.

SETUP

RADIO-I - TALKGROUP 1

RADIO-2 - TALKGROUP 1

CONSOLE-1 _ TALKGROUP 1

MAPPING-1 - RADIO-1 and RADIO-2

RADIO-1 and RADIO-2 are configured in the UNS
for Location on PTT - Enabled for Emergency Calls
Subscribers must have GPS coverage.

VERS|ON #1.030

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-62 Acceptance Test Plan

2. TEST

Step 1.

Step 2.

Using RADIO-1 transmit on TALKGROUP 1

Will demonstrate that CONSOLE-1 hears
RADIO-1 and MAPPING-1 does not show
an updated location for RADIO-1.

Step 3. Dekey RADIO-1 and press and release
emergency button and then transmit on
TALKGROUP 1.

Step 4. Will demonstrate that CONSOLE-'l hears
RADIO-1 and a little more than 2 seconds
after audio starts MAPPING-l shows an
updated location for RADIO-1 indicating
emergency.

Step 5.

Step 6.

Step 7.

Dekey RADIO-1

Using RADIO-2 transmit on TALKGROUP 1

Will demonstrate that CONSOLE-1 hears
RADIO-2 and a little more than 2 seconds
after audio starts MAPPING-1 shows an
updated location for RADIO-2 not indicating
emergency.

Step 8

Step 9

Dekey RADIO-2

Using RADIO-1, press and release
emergency button to exit emergency

Step 10. Using CONSOLE-1, knockdown the
emergency call.

Pass Fail

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Prolect
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5.16 WAVE

5.16.1 WAVE - lSSl Talkgroup
Call

1. DESCRIPTION

The WAVE Talkgroup represents a callto a group of
WAVE users associated and defined as part of
WAVE "Channel(s)" in the WAVE System.
Talkgoups (or as referred to in the WAVE System
as "Channels") is the most basic communication
element in WAVE and are used to create
communication streams to join multiple users.
WAVE has the capability to tie Talkgroups in an
Astro P25 System to their profiles. WAVE ties
talkgroups with Astro P25 Systems via lSSl. The
Astro P25 System sees WAVE as a foreign system.
This test will demonstrate that a Talkgroup
transmission initiated by a radio user will only be
heard by system users, which have, the same
Talkgroup selected in their Smartphone App. The
same thing applies vice versa between the
SMARTPHONE and radio user.

SETUP

Smartphone-1 - Astro TG01
Radio-1 - Astro TG01
Radio-2 - Astro TG02

Note: The WAVE System must be preconfigured to
allow the use of its system via lnternet and/or
Cellular
Data.

Astro TG01 must be tied from the WAVE System
with the same Talkgroup lD as Astro TG0'1 in the
Astro System.

VERS|ON #1.020

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability ProJect

2. TEST

Step 1. Login to the WAVE Mobile Communicator
PTT App on the Smartphone with the correct
credentials.

Step 2. lnitiate a Talkgroup Callwith Radio-1 on
Astro TG01.

Step 3. Observe that Smartphone-1 will be able to
monitor and respond to the call.

Step 4. Verify that the Radio-1 receives the audio on
Astro TG 01 from Smartphone-1.

Step 5. Respond with RADIO-1 and verify that
Smartphone-1 receives the response audio
but Radio-2 cannot since it is on a different
Talkgroup.

Step 6 Verify that both Radio-1's and Smartphone
WAVE User lD's are displayed correctly on
both devices during communication.

Pass Fail

November 1.2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Wave

5.16.2 Talkgroup Gall

1. DESCRIPTION

The Talkgroup Call is the primary level of
organization for communications on a trunked radio
system. Dispatchers with Talkgroup Call capability
will be able to communicate with other members of
the same talkgroup. This provides the effect of an
assigned channel down to the talkgroup level. When
a Talkgroup Call is initiated from a subscriber unit,
the call is indicated on each Mototrbo Anywhere
subscriber that is associated with that particular
Talkgroup.

SETUP

RADIO.I - TALKGROUP 1

RADIO-2 - TALKGROUP 2
RADIO-3 - TALKGROUP 1

RADIO-4 - TALKGROUP 2
MTA-User-1 - TALKGROUP 1

VERS|ON #',1.020

November 1,20'19
Use or disclosure of this proposal is subject
to the restrictions on the cover page.

5-64 Acceptance Test Plan

lnitiate a wide area call from MTA-User-1 on
TALKGROUP 1.

Observe that RADIO-1 and RADIO-3 will be
able to monitor the call. Dekey MTA-User-1
and have either radio respond to the call.

Observe that MTA-User-1 as well as other
Radios with TALKGROUP 1 can monitor
both sides of the conversation.

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Pro.ject

2. TEST

Step 1.

Step 2.

Step 3.

MotorolaSo/utlons ConfidentiatRestrlcted E



5.17 WAVE MOBILE COMMUNICATOR
2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

5.17.1 Log ln and Channel
(Talk Group) Access

1. DESCRIPTION

The WAVE Mobile Communicator provides WAVE
Thin Client (\AffC) access to the WAVE Channels
via a mobile carrier's network once the user logs in.

The WTC access's WAVE Channels assigned to
that specific logon users' profile through the Proxy
Server.
This test will verify that WTC users can log in to the
application, transmit and receive audio signal on the
assigned WAVE Channels.

SETUP

Access to an Android or Apple iOS device.

WAVE Mobile Communicator PTT needs to be
installed from the Google Play Store or Apple App
Store.

Access to a WAVE Proxy Server from a WTC via
mobile carrier network

User with a profile assignment needs to previously
created on the WAVE system

Successfully logged into WAVE Mobile
Communicator.

vERStON #1.000

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Launch the WAVE Mobile Communicator
application from your Smart device

Enter a WAVE username in the "User
Name:" field

Enter the user's password in the
"Password:" field

Enter the Public lP Address of the WAVE
Management Server in the "Server:" field

Toggle/Check the "Secure Connection"
option

Click the [Sign ln] button

Select a Profile... if you only have access to
a single profile or have already chosen a
profile previously, please proceed to step 9

Step 8

Step 9

Click the [Next] button

(Conditional) A message window may
appear requesting location access: click the
[Allow] button

Step 10. Verify the correct channels are listed... if
you only have logged in and chosen
channels previously, you may need to
access all of the user's channels through
settings

Pass Fail

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.

0 Motorola So/utlons Confidential Restricted Acceptance Test Plan 5-65



5.18 RADIO ALIAS UPDATE

5.18.1 Alias Update on User
Login

1. DESCRIPTION

This test is to demonstrate updates to radio aliases
as different users login to a subscriber unit. The
customer is assumed to have a Unified Network
Server (UNS) and have purchased a license for the
Radio Alias Update feature.

SETUP

. Radio Alias Update is enabled for the security
group to which the radio under test belongs
. UNS is provisioned with 2 or more users
. UNS is provisioned with a group that contains the
radio under test
. Radio is provisioned to allow login from the radio
. RAM is provisioned to talk to the UNS, talk to the
PM, and is subscribed to the UNS Group

vERStON #1.080

November 1,2019
Use or disclosure of this proposal is subject
to the reslrictrons on the cover page.

5-66 Acceptance Test Plan

"User 1" is logged into the Radio

Key up on Radio. Verify "User 1 Alias"
shows up as the person talking on the other
radios involved in the call

2. TEST

Step 1.

Step 2.

Step 3. Logout of Radio. "User 2" Logs into the
Radio

Step 4. Key up on the Radio (2-3 times). Verify that
"User 2 Alias" shows up as the person
talking on the other radios involved in the
call

Pass_ Fail_

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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COVERAGE
ACCEPTANCE TEST
PLAN

sEcTtoN 6

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

This Coverage Acceptance Test Plan is based up on the design proposed in this document.
This is considered a draft and will be finalized based up the design review and final installation.

6.1 OVERVIEW
This Coverage Acceptance Test Plan (CATP) is designed to verifi7 that the voice radio system
implemented by Motorola Solutions for Port of Los Angeles, CA meets or exceeds the required
reliability as shown on Motorola Solutions' maps. The CATP defines the coverage testing
method and procedure, the coverage acceptance criterion, the test documentation, and the
responsibilities of both Motorola Solutions and Port of Los Angeles, CA.

Coverage Acceptance Testing is based upon a coverage prediction that accurately represents
the implemented infrastructure and parameters that are consistent with the contract agreements.
To characterize system performance accurately, the actual user equipment radio series
deployed for Port of Los Angeles, CA will be used to conduct the coverage test.

Subsequent sections define the coverage acceptance test configuration(s) and test criteria.

6.2 CATP DEFINITIONS
Several definitions are needed to accurately describe the coverage acceptance test method and
criteria. Where cited, these terms or methods are defined in TIA TSB-88.1-D1 or TSB-88.3-D2.

6.2.1 Defined Test Area
The defined test area is the geographical area in which communications will be provided that
meet or exceed the specified Channel Performance Criterion (CPC) at the specified reliability for
the specified equipment conflguration(s). The defined test area(s) are listed in Table 6-2: Port of
Los Angeles, CA Coverage Acceptance Test Summary, along with names of the corresponding
Motorola Solutions map(s) which show the defined test areas.

1 Wireless Communications Systems --- Performance in Noise- and Interference-Limited Situations --- Part 1:

Recommended Methods for Technology Independent Performance Modeling Technical Service Bulletin TSB-88.1-D,
Telecommunications Industry Association (TIA), Arlington Y A, 2012.
2 Wireless Comntunications Systems --- Performance in Noise- and lnterference-Limiled Siluotions --- Part 3:
Recontmended Methods fot" Technologt Independent Performance Verification, Technical Service Bulletin TSB-88.3-D,
Telecommunications Industry Association (TIA), Arlington VA, 2013.
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6.2.2

6.2.3
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For the defined test areas the coverage reliability commitment is only on-roads. The roads
included in the on-road commitment are defined by the US Census Bureau TIGER streets that
are accessible by 2-wheeldrive vehicles.

For coverage testing, each defined test area will be divided into a grid pattern by Motorola
Solutions to produce at least the number of uniformly sized test locations (or tiles) required by
the Estimate of Proportions formula. [fSB-88.3-D, S5.2.1, equation 2] The minimum number of
test tiles required varies, from a hundred to many thousands, depending on the size of the
defined test area, desired confidence in results, type of coverage test, and the predicted versus
required reliability.

Channel Performance Criterion (CPC)
The CPC is the specified minimum design performance level in a faded channel. [TSB-88.1-D,
$5.21 For this system, the CPC is the Delivered Audio Quality (DAO) as stated in Table 6-2: Port
of Los Angeles, CA Coverage Acceptance Test Summary, the DAQ definitions are provided in
Table 6-1: DAQ Definitions.

Table 6-1 : DAQ Definitions

The CPC pass/fail criterion is the faded performance threshold, plus any adjustments for
antenna performance, external noise, and in-building or in-vehicle losses. [TSB-88.1-D, $5.4.2,
Figure 5l The faded performance threshold for the specified CPC is determined using the
receive/s static reference sensitivity adjusted by the projected CPC parameters for the
applicable Modulation Type and DAQ as listed in the current version of TSB-88.1, Annex A,
Table A-1. For coverage testing of digital voice radio systems, the faded performance threshold
is the applicable Bit Error Rate (BER) from the projected CPC parameters.

Reliability
The Covered Area reliability is the percentage of locations within the defined test area that are
predicted to meet or exceed the specified CPC. The Motorola Solutions map(s) indicate the
Covered Area(s) within which this system is predicted to provide at least the reliability of meeting
or exceeding the CPC as stated in Table 6-2: Port of Los Angeles, CA Coverage Acceptance
Test Summary.

For the defined test area(s) guaranteed for Covered Area reliability, only the painted covered
area on Motorola Solutions' maps will be tested for coverage acceptance. No acceptance
testing will be performed in locations predicted on Motorola Solutions' maps to be below the
required Covered Area reliability.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

1 Unusable, speech present but unreadable.

2 Understandable with considerable effort. Frequent repetition due to noise/distortion.

3 Speech understandable with slight effort. Occasional repetition required due to
noise/distortion.

3.4 Speech understandable with repetition only rarely required. Some noise/distodion

4 Speech easily understood. Occasional noise/distortion

4.5 Speech easily understood. I nfrequent noise/distortion.

5 Speech easily understood.

Subjective Performance DescriptionDAQ
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6.2.4

6.2.5

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

After all accessible tiles in the defined test area have been tested, the Covered Area reliability
will be determined by dividing the number of tiles tested that meet or exceed the CPC pass/fail

criterion by the total number of tiles tested. ITSB-88.3-D, 55.1 , equation 1]

Direction(s) of Test
The direction(s) of test in Table 6-2: Port of Los Angeles, CA Coverage Acceptance Test
Summary, defines the direction(s) which will be tested for coverage acceptance. Outbound (also

called fonryard link, downlink, or talk-out) is the path from the fixed equipment outward to the
mobile or portable radios. lnbound (also called reverse link, uplink, ortalk-in) is the path from the
mobile or poftable radios inward to the fixed equipment. Both Outbound and lnbound directions
will be evaluated as a separate independent test.

Eq uipment Gonfig u rations
This section defines the equipment configurations and infrastructure design parameters upon

which the coverage guarantee and the coverage acceptance test are based. The equipment
configurations are deflned in Table 6-2: Port of Los Angeles, CA Coverage Acceptance Test
Summary, and include user equipment, outdoor/in-building definition, defined test area, number
of test tiles, reliability, CPC, CPC pass/fail, and direction(s) of test. The infrastructure design
parameters are defined in Table 6-3: Port of Los Angeles, CA lnfrastructure Design Parameters,
and include site names, site locations, and antenna system parameters. lf the implemented
system equipment configuration and/or infrastructure design parameters vary from these
configurations and/or parameters, a revised coverage map will be used to define the test
configuration and potential areas from which test tiles will be included in the revised coverage
acceptance test.

Coverage testing will be conducted with equipment installed per the conflgurations in Table 6-2:
Port of Los Angeles, CA Coverage Acceptance Test Summary, and with the mobile antennas in
unobstructed locations that are not adjacent to other large objects or metallic items which would
distort the antenna patterns.
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Table 6-2: Port of Los Angel€s, CA Coverage Acceptance Test Summary

Outbound and
lnbound

lndependently

2.4% BER Outbound with
Subjective DAO ReTest Allowed.

2.60lo BER lnbound with
Subjective DAQ Re-Test Allowed

DAQ-3.495o/o

TBD - Based
Upon As Built

Design

TBD - Based Upon As Built
Design

Outdoor

ASTRO P25 700MHz

APX Portable with dual band antenna in swivel
€se with remote speaker mitrophone for

transmit and in swivel €se with remote speaker
midophone for re€ive

llser Equipment Outdoor/ ln.Building oelined TestAr€a & Map Number ot
Test Tila

Reliabitity Dk6ctodo) ofTe€tCPC Paes/F€ilcPc
Name

Port of Los Angeles
Trunked Radio System Upgrade & lnterope€bility Prcjed
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Table 6-3: Port of Los Angeles, CA lnfEstructure Design ParameteF

N/A

N/A

N/A

N/A

N/A

'RDEAnI\RF lndustries Pty Ltd\CC807-0sT3
@808 V1.o_CCDT.adf

"RDEAnI\RF lndustries Pty Ltd\CC807-04T3
@808 V1.o_CCDT.adf

*RDEAnI\RF lndustries Pty Ltd\CC807-06-T3

@808 V1.o_CCDT.adf

tRDEAnt\RF lndustdes PV Ltd\CC807-0&T3
@808 V1.0_CCDT.adf

"RDEAnI\RF lndustries Pty Ltd\CC807-0&T3
@808 V1.0_CCDT.adf

85ft

289 ft

120fr.

82ft

140 ft

"RDEAnI\RF lndusties Pty Ltd\Y871 $99
@757 V2.0_CCDT.adf

"RDEAnI\RF lndustries Pty Ltd\CC807-0dT3
@808 V1.o_CCDT.adf

'RDEAnI\RF lndustries Pty Ltd\CC807-06'T3
@808 V1.o_CCDT.adf

*RDEAnI\RF hdustries Pty LId\CC807-0GT3
@808 Vl.o_CCDT.adf

"RDEAnI\RF lndustries Pty Ltd\BPA749d6G
1 3_2 @853 V1.o_CCDT.adf

65fr

269 fr

100 ft

62ft

120ft

1 18' 24 3.66" W

1 1 8' 17',38.1" W

'118' 15' 19'W

11a" 17'9.2"W

114" 13', 27" W

33' 23' 12.53', N

33" 42'43.1" N

33'45'58" N

33'45',3.7" N

33' 51' 29" N

Trunking Simulcast Subsystem

Black Jack Mtn

Marine Exchange

MLETC

Knoll Hill

Long Beach Water

SllG Name Lagtude Longitude Transmit Antenna System Receive Antenm

e*emal Noise aseumed
{dqgEb (1o8}
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6.2.6 ln-Building Coverage

6.2.6.1 Outdoor Only Coverage
Motorola Solutions' portable coverage prediction is for outdoor locations only. Portable coverage
inside buildings and vehicles is not a design requirement of this system and is, therefore, not
guaranteed.

6.2,7 CPC Pass/Fail Criterion for a Test Tile
For each equipment configuration, the CPC pass/fail criterion for a test tile is stated in Table 6-2
Port of Los Angeles, CA Coverage Acceptance Test Summary. Each equipment configuration
will have only one CPC pass/fail criterion for a test tile.

To measure BER, the coverage test will be performed with the appropriate attenuator value
installed in the test radio antenna line, to establish an equivalent signal level performance for
each equipment configuration.

Any tile that fails the objective BER test described above will be re{ested using a subjective
DAQ test. Any tile that fails the objective BER test, but passes a subjective DAQ re{est will be
declared passed.

Coverage for the portable outdoor equipment configurations will be vedfied for acceptance by
attenuation of the test radio for BER and DAQ tests. The attenuation will be the difference
between the test radio's antenna system and the additional loss used in Motorola Solutions'
coverage prediction to account for portable antenna performance. The attenuator values are
provided in Table 6-4: Attenuator Values to Evaluate Each Equipment Configuration.

This provides a method of veriflTing that the radio system provides the required BER or DAQ for
the specified CPC for each of the defined equipment configurations.

Below are the attenuator values required to evaluate each equipment configuration. The
methodology to determine the attenuator value is demonstrated in TSB-88.1-D $5.4.2, Figure 5.

The attenuator value includes the proper values for the equipment configuration requirement
plus adjustments for the test equipment setup. Should the test equipment setup losses (e.9.

cable length) vary, an adjustment to the attenuator value may be required to represent the
required equipment configuration accurately.

Table 6-4: Attenuator Values to Evaluate Each Equipment Configuration

6.2.8 Required Number of Test Tiles in the Defined Test Area
The method used to test coverage is a statistical sampling of the defined test area to verifl7 that
the CPC is met or exceeded at the required reliability for each of the defined equipment
configurations. lt is impossible to verifi7 every point within a defined test area, because there are

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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infinite points; therefore, coverage reliability will be verified by sampling a statistically significant
number of randomly selected locations, quasi-uniformly distributed throughout the defined test
area. There is one test sample per test tile, where a sample consists of multiple sub-samples.

Coverage acceptance testing will be performed in the defined test area as indicated on Motorola
Solutions-provided maps. To verifu that the reliability requirement is met, the defined test area
indicated on Motorola Solutions' maps will be divided into uniformly sized test tiles, with at least
the number of test tiles indicated in Table 6-2: Port of Los Angeles, CA Coverage Acceptance
Test Summary. The number of test tiles indicated in Table 6-2: Port of Los Angeles, CA
Coverage Acceptance Test Summary is at least the minimum required by the Estimate of
Proportions formula as stated in section 1 .2.1 (Defined Test Area) of this document.

Per TSB-88.3-D, the stated minimum outdoor tile size is 100 by 100 wavelengths; however, the
minimum practicaltest tile size is typically about 400 by 400 meters (about 0.25 by 0.25 miles).
The minimum practical tile size for any system is determined by the distance traveled at the
speed of the test vehicle while sampling, GPS error margin, and availability of road access
within very small test tiles. A related consideration is the time, resources, and cost involved in
testing very large numbers of very small tiles. For a given defined test area, all test tiles must be
of equal size. The maximum test tile size is 2 by 2 km (1 .24 by I .24 miles) [|SB-88.3-D, S5.5.1].
ln some wide-area systems, this constraint on maximum tile size may dictate a greater number
of test tiles than the minimum number required by the Estimate of Proportions formula.

No acceptance testing will be performed in locations outside the defined test area as indicated
on the Motorola Solutions-provided maps. Motorola Solutions and Port of Los Angeles, CA may
agree to perform "information only" tests in locations outside the defined test area; however,
these "information only" test results will not be used for coverage acceptance. Any "information
only" test locations must be defined before starting the test. lf the added locations require
significant additional time and resources to test, a change order will be required and Motorola
Solutions may charge Port of Los Angeles, CA on a time-and-materials basis.

6.2.9 Accessibility to Test Tiles
Prior to testing, Motorola Solutions and Port of Los Angeles, CA will plan the route for the test
vehicle(s) through the defined test area, to ensure that at least the minimum required number of
tiles is tested. While planning the route (if possible) or during the test, Motorola Solutions and
Port of Los Angeles, CA will identify any test tiles that are inaccessible for the coverage test (due
to lack of roads, restricted land, etc.). lnaccessible tiles will be eliminated from the acceptance
test calculation. [TSB-88.3-D, 55.5.41

lf elimination of inaccessible test tiles results in lessthan a statistically signiflcant number of test
tiles or substantially alters the deflned test area, Motorola Solutions reserves the right to adjust
the committed reliability based on the reduced number of accessible test tiles within the altered
test area and the Estimate of Proportions formula. [TSB-88.3-D, 55.2.1, equation 2]

6.2.10 Random Selection of a Test Location in Each Tile
This CATP provides an objective method of randomly selecting and tracking test locations using
Motorola Solutions'VoyagersM coverage testing tool. The method has direct correlation with
Motorola Solutions' coverage prediction methodology.

Using Voyager, the actual test location within each test tile will be randomly selected by the test
vehicle crossing into the tile at an arbitrary point, with an arbitrary speed and direction. lf the
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selected test location is in a shielded area such as a tunnel or underground parking garage, the
data from that test location must be eliminated and a replacement test location must be used.

6.2.11 CPC Measurements in Each Tile
For Outbound and lnbound BER testing, complementary timing profiles will be used by Voyager
and the Voyager Fixed Network application, VFNE-2, to interleave the inbound and outbound
testing. VFNE-2 will be used to gather inbound test statistics. The mobile application, Voyager,
will gather outbound test statistics and will send an inbound test pattern to VFNE-2.

6.3 RESPONSIBILITIES AND PREPARATION
This section identifies the responsibilities of Port of Los Angeles, CA and Motorola Solutions
regarding requirements for equipment, personnel, and time during the coverage test.

Pod of Los Angeles, CA will provide the following for the duration of the coverage test:

. At least test vehicle(s) that is representative of the vehicles to be installed with radios, and
will provide the drive(s).

. Exclusive use of the test channels required by Motorola Solutions during the test.

Motorola Solutions will provide the following for the duration of the coverage test:

. At least one Motorola Solutions Voyager coverage testing tool.

. One or more computers equipped with Motorola Solutions VFNE-2 software, and connected
to the radio network for collecting inbound signal statistics.

. A timing profile to allow the test radio to transmit and receive at regular intervals will be
established to facilitate automatic inbound and outbound BER statistics gathering.

As required, Motorola Solutions will provide a receiver signal strength calibration file for the test
radio(s) used with the Voyager coverage testing tool.

Before starting the test, Port of Los Angeles, CA and Motorola Solutions will agree upon the time
frame for Motorola Solutions' submission of a report containing the coverage test results.

6.4 CATP PROCEDURES
A coverage acceptance test will be performed using Motorola Solutions' Voyager tool to
randomly select test locations, and to manage BER data collection.

Voyager consists of the following:

. A voice test radio connected to an antenna installed in a representative location on the test
vehicle. The test radio will monitor transmissions from the fixed network radio site(s).

. A Global Positioning System (GPS) receiver, which will provide the computer with the
location and speed of the test vehicle.

. A laptop computer with Voyager software and a mapping database, which includes
highways, local streets, political boundaries, rivers, and railroads.

. A computer with the Voyager Fixed Network (VFNE-2) application, connected to the system
network to retrieve inbound BER statistics and to initiate the outbound test pattern.

The procedure for the objective BER coverage test will be as follows:

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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. The Voyager tool will be installed in a test vehicle, which will be driven over a route planned
to cover the accessible tiles within the defined test area.

. During the coverage test, the laptop computer screen will display the vehicle's location on a
map of the defined test area overlaid with the grid of test tiles. Voyager will automatically
initiate outbound measurements and inbound transmissions based on the defined timing
profile. The computer will provide a visual indication that a measurement has been
completed. Voyager will manage the coverage test data collection, and will store the
outbound measurements for each tested tile for later analysis. Voyager will use the
information collected by the VFNE-2 fixed end application for the inbound tests. Voyager will
use its merge and export feature to match the inbound measurements to a test tile and
display the BER statistics.

. For TDMA System lnbound/Outbound BER/SSI Coverage Testing, one channel is required.
The TDMA inbound and outbound test will use a 1031H2 test pattern. A single TDMA
channel can be used for both the inbound and outbound testing. The TDMA base stations
must be put into test mode to gather inbound signal strength and BER information and to
transmit the outbound test pattern. The outbound test will send the 1031 Hz pattern on both
TDMA logical channel 0 and 1 at the same time. The inbound test from the mobile can use
either TDMA logical channel 0 or TDMA logical channel 1. The Voyager Fixed Network
(VFNE-2) application will connect to the system test port to establish an lP session to each
base station to gather inbound signal statistics and initiate the outbound signal. The
outbound test pattern, once initiated, will send a continuous O.153 test pattern over the air to
allow the radio in the Voyager test vehicle to gather signal statistics whenever a test is
initiated.

. Any tile that fails the objective BER test described above will be re-tested using a subjective
DAQ test. Any tile that fails the objective BER test, but passes the subjective DAQ re{est will
be declared passed.

The procedure for the subjective DAQ re{est of failed BER tiles (if needed) will be as follows:

. A subjective listening re{est will be performed on tiles that fail the objective BER test, to
veriff undefined DAQ performance of those tiles.

. Talk-out and talk-in will be evaluated independently

. To perform a statistically valid subjective DAQ test, a large group of people is required to
ensure high confidence in the results. However, obtaining a large group of people for a
subjective listening test is usually impractical; therefore, several (three to seven) people in a
car or van must be used for the test. Since a group this small cannot provide statistically
significant results, it is very imporlant that the personnel participating in the subjective test be
familiar with the sound of radio conversations. Before subjectively testing, all personnel who
will evaluate audio quality must be "calibrated" by listening to examples of audio that pass
and failthe subjective DAQ test.

. A fixed dispatch location will be established. Prior to testing, Porl of Los Angeles, CA and
Motorola Solutions will agree upon a procedure to allow each audio transmission to be
evaluated for approximately five seconds.

. The test participants will be divided into teams, each consisting of personnel from both Port
of Los Angeles, CA and Motorola Solutions. Each team will have members that operate a
portable radio in the field, and members that are stationed at the fixed dispatch location.

. As the field test team(s) drive through the coverage area, test locations within each re-test
tile will be selected randomly by Voyagefs GPS location indication. Voyager will be used to
log the talk-in and talk-out pass/fail result as well as any pertinent notes for the location.

. At each re-test tile location, each field test team member will listen to a talk-out audio
transmission, and will record his or her subjective pass/fail evaluation of the DAQ for the tile.
Team members stationed at the dispatch location will evaluate talk-in audio quality of
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6.5
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transmissions from the test radio(s) in that tile. Each team member will maintain a test log to
record date, time, and subjective pass/fail evaluation for each re-test tile location. Subjective
pass/fail evaluation will be based on the DAQ descriptions in Table 6-1: DAQ Definitions.
The determination of whether each re-test tile passes or fails the required DAQ value will be
the majority vote of all team members' pass/fail subjective evaluations for that tile. An odd
number of team members are required to avoid ties for the pass/fail majority vote.

Should any subjective DAQ re-test tile fail, a retry of the transmission will occur. Should the retry
pass, the re-test tile will be considered a pass. lf a retry should occur, it will be noted in the test
log notes for that test tile

CATP DOGUMENTATION AND COVERAGE
ACGEPTANCE
During the coverage acceptance test, Voyager generates computer files that include the raw test
data. A copy of this data will be provided to Port of Los Angeles, CA at the conclusion of the
coverage test. Motorola Solutions will process this data to produce a map detailing the coverage
test results, and to determine whether the coverage test was passed for each user equipment
configuration.

The coverage acceptance criterion for a user equipment configuration will be that the voice radio
system implemented by Motorola Solutions for Port of Los Angeles, CA meets or exceeds the
reliability stated in Table 6-2: Porl of Los Angeles, CA Coverage Acceptance Test Summary, for
that user equipment configuration. The system coverage acceptance criterion will be the
successful passing of each of the user equipment configurations defined in Table 6-2: Port of
Los Angeles, CA Coverage Acceptance Test Summary.

Motorola Solutions reserves the right to review any test tiles that fail. lf a coverage test, or a
portion thereof, is suspected by Motorola Solutions to have failed due to external interference,
those tiles suspected of being affected by an interferer may be retested. lf the test tiles re-tested
are confirmed to have failed due to interference or external noise, those test tiles will be
excluded from all acceptance calculations and Motorola Solutions will work with Port of Los
Angeles, CA to identifu potential solutions to the interference issues.

Motorola Solutions will conduct this Coverage Acceptance Test only once. lf any portion of the
test is determined to be affected by proven equipment malfunctions or failures, Motorola
Solutions will repeat the portion of the test affected by the equipment malfunction or failure. port
of Los Angeles, CA will have the option to accept the coverage at any time prior to completion of
the coverage test or documentation process.

Motorola Solutions willsubmit to Port of Los Angeles, CA a report detailing the coverage test
results. This report will include a document, which is to be signed by both Port of Los Angeles,
CA and Motorola Solutions, indicating the test was performed in accordance with this CATP and
the results of the test indicate the acceptance or non-acceptance of the coverage portion of the
system.
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STATEMENT OF WORK
SECTION 7

7.1

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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STATEMENT OF WORK
Motorola Solutions will install and configure the proposed equipment. The following table
describes the tasks involved with installation and configuration.

Execute contract and distribute contract documents. X X

Furnish a performance bond in the full amount of the contract price
as security for the faithful performance of Motorola Solutions'
contractual obliqations.

X

XAssign a Project Manager as a single point of contact. X

X XAssign resources.

Schedule project kickoff meeting X X

Deliverable: Signed contract, defined project team, and scheduled project kickoff rneeting

Ensure that project team members attend all meetings relevant to X X
their role on the

Set up the project in the Motorola Solutions information system X

Record and distribute project status meeting minutes X

XMaintain responsibility for third-party services contracted by
Motorola Solutions.

X XComplete assigned project tasks according to the project schedule.

Submit project milestone completion documents. X

Upon completion of tasks, approve project milestone completion
documents.

X

Conduct all project work Monday thru Friday, 7:30 a.m. to 5:00
p.m.). X X

Deliverable: Completed and approved project milestones throughout the project

lntroduce team, review roles, and decision authority X X

XPresent project scope and objectives.

Motorola Solutions CustomerTasks
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X XReview SOW responsibilities and project schedule.

X XSchedule Design Review

Deliverable: Completed pro:iect kickoff and scheduled Design Review

Review the Customer's operational requirements. X X

XPresent the system design and operational requirements for the
solution.

XPresent installation plan

XPresent preliminary cutover plan and methods to document final
cutover process.

XPresent configuration and details of sites required by system
desiqn.

X XValidate that Customer sites can accommodate proposed
equipment.

XProvide approvals required to add equipment to proposed existing
sites.

XReview safety, security, and site access procedures.

XFinalize site acquisition and development plan

XPresent equipment layout plans and system design drawings.

XProvide backhaul performance specifi cations and demarcation
points.

XProvide heat load and power requirements for new equipment.

XProvide information on existing system interfaces.

XProvide frequency and radio information for each site.

XAssume liability and responsibility for proving all information
necessarv for comolete installation.

XAssume responsibility for issues outside of Motorola Solutions'
control.

XComplete the required forms required for frequency coordination
and licensinq.

XEnsure that frequency availability and licensing meet project
reouirements. and pav licensinq and frequencv coordination fees

X
Review and update design documents, including System
Description, Statement of Work, Project Schedule, and Acceptance
Test Plan. based on Desiqn Review aqreements.

X
Provide minimum acceptable performance specifications for any
customer provided hardware, software, LAN, WAN and internet
connectivitv.

XExecute Change Order in accordance with all material changes to
the Contract resultinq from the Desiqn Review.

Deliverable: Finalized design documentation based upon "frozen" design, along with any relevant Change Order
documentation.

Motorola Solutions GustomerTasks

Design Review
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owners/managerssiteProvide with noticewritten to rovide top entry
sites identified thein documentation X

Maintain access roads in order to provide
sites for heavy-duty construction vehicles,

clear and stable entry to
cement trucks and

cranes. Ensure that sufficient space is available at the site for these
vehicles to maneuver under their own power, without assistance
from other

X

zoning, perm
connections.

siteObtain and nclud itesrcensrng permitting ng lease/ownership
its, telcoandulatoryreg easements,approvals power X

necessary buildings, equipment shelters, and towers forProvide
installation of X

the R56 requirements for space, power, grounding, HVAC,
uirements at each site.

Provide
and X

Provide adequate electrical
sites.

power in proper phase and voltage at
X

Provide as-built structural and foundation
and site locations, along with geotechnica

drawings of the structures
I reports, in order to

facilitate a structural a
X

lf necessary, perform structural analysis of towers, rooftops, or
other structures to confirm that they are capable of supporting

and future antenna loads
X

that there is adequate utility service to support the newConflrm
and ancil X

Provide cost estimates to rectifu identified utility power, HVAC,
and tower issues identified. X

Modify towers or oth
ensure that they are

er structures, or relocate sites in the system, to
capable of supporting proposed and future

antenna loads.
X

Conduct site walks to collect pertinent information (e.g. location of
etc. X

Ensure that each site meets the R56 standards for space,
HVAC and uirements X

Conduct one three-point ground resistance test of each site X

it Electromagnetic Energy (EME) plans for the
site (as licensee)to demonstrate compliance with FCC RF

Prepare and subm

re Guidelines.
X

theObtain needed to itespermits includcomplete development, ng
bu conand struction its. X

for andPay application taxes,fees, forrecurring payments
of X

that required rack space is available for installation of the
new
Ensure

X

Deliverable: lnformation and permitting requirements completed at each site.

Motorola Solutions CustomerTasks
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X
Provide adequate HVAC, grounding, lighting, cable routing, and
surge protection based upon Motorola Solutions' Standards and
Guidelines for Communication Sites (R56)

X
the resolution of environmental and hazardous material

issues at each site including, but not limited to, asbestos, structural
inteqritv (tower, rooftop, water tank, etc.), and other building risks.

Ensure

X
Ensure that electrical seruice will accommodate installation of
system equipment, including isolation transformers, circuit
breakers, surqe protectors, and cablinq.

XProvide obstruction-free area for the cable run between the
demarcation point and svstem equipment.

XProvide structure penetrations (wall or roof) for transmission
equipment (e.q. antennas, microwave radios, etc.).

XSupply interior building cable trays, raceways, conduits, and wire
supoorts.

XPay for usage costs of power and generator fueling, both during the
construction and installation effort, and on an ongoing basis.

XProvide one-time mobilization of construction crews.

XTransporl removed site equipment to a location designated by
Customer and within Customer's jurisdiction.

Deliverable: Sites meet physical requirements for equipment installation

XCreate equipment order and reconcile to contract.

XManufacture Motorola Solutions-provided equipment necessary
svstem based on equipment order

for

XProcure non-Motorola Solutions equipment necessary for the
svstem.

Ship all equipment needed for staging to Motorola Solutions'

Deliverable: Equipment procured and ready for shipment.

X
Customer Center for Solutions ration

X
Provide information on existing system interfaces, room layouts, or
other information necessary for the assembly to meet field
conditions.

XSet up and rack the solution equipment on a site-by-site basis, as it
will be confiqured in the field at each of the sites.

XCut and labelthe cables with to/from information to specify
interconnection for field installation and future servicinq needs.

XComplete the cabling/connecting of the subsystems to each other
("connectorization" of the subsystems).

XAssemble required subsystems to assure system functionality

XPower up, load application parameters, program, and test all

staqed equipment.

CustomerMotorola SolutionsTasks

Port of Los Angeles
November 1.2019

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.
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Confirm system configuration and software compatibility with the
existing system. X

lnventory the
references.

serialwith umbersn ndaequ pment installation
X

Pay for travel and
attendees.

accommodations for up to five (5) Customer
X

travel and accommodations for additional CustomerPay for
attendees. X

Review and approve proposed Factory Acceptance Test plan X

for travel, lodging, meals, and all incidental expenses for
Customer personnel and representatives to witness the
Pay

Factory
Testi

X

Perform factory functional acceptance tests of system features X

Conduct site and system level testing. X

system burn-in 24 hours a day during staging to isolatePerform
and defects. X

Deliverable: System staged and ready for shipment.

Provide secure location for solution equipment. X

Pack and ship solution equipment to the identified, or site locations X

Receive solution equipment. X

lnventory solution equipment. X

Deliver solution equipment to installation location X

Deliverable: Solution equipment received and ready for installation

receipt of and inventory solution equipment withCoordinate
X

lnstall all proposed fixed
Description based upon

equipment as outlined in the System
the agreed-upon floor plans, connecting

audio, control, and radio transmission cables to connect equipment
to the power panels or receptacles, and audio/control line
connection points. lnstallation performed in accordance with R56
standards and state/local codes.

X

Provide system interconnections
the system design, including ded

that are not specifically outlined in
icated phone circuits, microwave

ofor other
X

and terminate all network cables between site routers and
network demarcation points, including microwave, leased lines, and
Ethernet.

lnstall

X

Ensure that Type 1 and Type 2 AC suppression is installed to
installed X

Motorola SolutionsTasks Customer

Equipment Shipment and Storage

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability project

Port of Los Angeles
November 1,2019

Novembell,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Connect installed equipment to the provided ground system. X

Label equipment, racks, and cables. X
Perform preliminary audit of installed equipment to ensure
compliance with requirements and R56 standards. X

any required changes to the installation for inclusion in the
"as-built" system documentation
Note

X

Remove, transport, and dispose of old radio and
Microwave equipment at the sites included in this proposal. This
includes de-commissioning Microwave equipment located at

Bridge.

X

lnstall antennas, including supplying and installing new side arm
mounts X

lnstalltowertop amplifiers as required by the coverage design X

I nstall transmission lines required for system. X

structure penetrations for transmission equipment (e.9.
antennas & microwave line.
Provide

X

lnstall microwgve waveguide and lines, as applicable X

Perform sweep tests on transmission lines. X

Provide and install attachment hardware for supporting
transmission lines on antenna support structure. X

Supply and install ground buss bar at the bottom of each antenna
support structure. X

Deliverable: Antenna and Transmission Line installed.

X
lnstallfixed equipment contained in the equipment list and system

Provide backhaul connectivity and associated equipment for
sites to meet latency, jitter and capacity requirements. Excluding all
Microwave and MPLS connectivity included in the Motorola
proposal.

all

X

Configure ASTRO 25 system to support the new RF sites. X

link performance, prior to the interconnection of theVerif,7 site
solution to the link X

Provide list of subscriber lDs for loading into the Zone Controller, X

Load subscriber lDs in the Zone Controller X

Provide required radio lD and alias information to enable alias
datqbase setup for interface to consoles. X

lntegrate the RF sites into the system to ensure proper operation X

Motorola SolutionsTasks Customer

Antenna and Transmission Line lnstallation

ASTRO 25 Core and Remote Site lnstallation and Configuration

Port of Los Angeles
Novembe|l,2019

November'1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.
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Deliverable:ASTRO 25 core and remote site equipment installation completed.

Xldentify circuits for connection to console and a demarcation point
located within 25 feet of the console intedace.

XConnect console to circuit demarcation points.

Xlnstall PC workstation w/ keyboard and mouse, and monitor

X
lnstalla Voice Processor Module (VPM) and purchased peripheral
console equipment in accordance with R56 standards and

codes.

XDevelop templates for console programming.

Perform console programming and configu ration X

Provide the locations of control stations and desk sets at each site. X

Survey mounting locations and develop control station installation
X

XProvide adequate space, grounding, and power for the control
station
Properly connectorize and ground the cabling, which will be run to
the outdoor antenna location the least obtrusive method.

X

Provide an elevated antenna mounting location, and adequate
feed-line and

X

Xlnstall line (not greater than 100 feet in length) and antenna system
connectors coax and s

lnstall RF localcontrol stations identified in the equipment list. X

Perform control station programming X

XSupply logging equipment.

XProvide interface to logging equipment.

Deliverable: Logging equipment installation completed.

XlnstallWAVE Server in allocated rack space

Xlnstall lnterSystem Gateway at the ASTRO25 Master Site

Xlnstall desktop computers at the allocated workspaces.

Motorola SolutionsTasks Customer

Control Station lnstallation and Confi guration

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Port of Los Angeles
November 1,2019

November 1, 2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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lnstall networking equipment at the relevant sites. X

Validate servers and network are ready for software load. X

Xlnstall software forWAVE Management, Media, Proxy, and WRG
Server.

Xlnstall and configure TLS Certificates

Xlnstall up to five of each of the WAVE client applications and train
the customer how to installthe remaininq.
Configure up to ten WAVE Users and WAVE Profiles and train the
customer how to confiqure the remainino.

X

XConfi gure WAVE Communication Groups.

Configure WAVE lnterfaces for radio gateways. X

Provide knowledge transfer to end user X

Deliverable: WAVE system installed and configured

Review and determine modifications to existing fleetmap X

Review fleetmapping requirements with Customer, including user
lD and talkorouo structures.

X

XDesignate user group representatives for the user groups, to make
timelv decisions on their behalf.

XProvide advisory input during fleetmap development

XDevelop templates

X XParticipate in a meeting to finalize any changes among user
qroups

XReview and approve fleetmap templates.

Program the approved templates into a radio-programming
template tool.

X

XProgram sample radios with approved templates and deliver for
evaluation by Customer.

XProgram approved templates into console

XEvaluate sample radios and provide feedback.

Approve templates. X

Deliverable: Fleetmap plan completed and approved by Customer

Perform R56 site-installation q ual ity-a udits, verifyin g proper
ohvsical installation and operational confiqurations.

X

Motorola Solutions CustomerTasks

Port of Los Angeles
November 1.2019

November 1,2019
Use or disclosure of this proposal is subject
to the restriclions on the cover page.
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site evaluation report to verifu site meets or exceeds
requirements, as defined in Motorola Solutions'R56 Standards and
Guidelines for Communication Sites.

Create
X

equipment. Note: Motorola Solutions is only responsible for
interference caused by Motorola Solutions-provided transmitters to
the Motorola Solutions-provided receivers. Should the proposed
equipment experience interference, Motorola Solutions can be
contracted to investigate the source and recommend solutions to

Deliverable: R56 Standards and Guidelines for Communication Sites audits completed successfully

X

Perform EMI analysis for the Motorola Solutions-supplied

the issue.
Resolve any interference caused by equipment not supplied by
Motorola Solutions. X

Verifr7 that all equipment is operating properly and that all electrical

Deliverable: EMI analysis completed.

Xand s levels are set

Verify that all audio and data levels are at factory settings. X

Veriff communication interfaces between devices for proper
operation. X

Ensure that functionality meets manufactu rers'
complies with the final configuration established during design
lqyrew or system staging.

specifications and
X

Deliverable: Completion of System Optimization

X
Verifr7 the operationalfunctionality and features of the solution
SU ied Motorola as contracted

Witness the functional testing. X

Document all issues that arise during the acceptance tests. X

lf any major task for the system as contractually described fails
during the Customer acceptance testing or beneficial use, repeat
that particular task after Motorola Solutions determines that
corrective action has been taken.

X

Resolve any minor task failures before Final System Acceptance X

Document the results of the acceptance tests and present for
review. X

Review and approve final acceptance test results. X
lf any major task as contractually described fails, repeat that
pafticular task after Motorola Solutions determines that corrective
action has been taken.

X

Document all issues that arise during the acceptance tests. X

Motorola SolutionsTasks Crstomer

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Port of Los Angeles
November 1, 2019

November 1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Document the results of the acceptance tests and present to the
Customer for review. X

Resolve any minor task failures before Final System Acceptance X

Deliverable: Completion of functionaltesting and approval by Customer

Determine the required number of test vehicles for simultaneous
X Xtesti of seruice areas.

Perform coverage testing according to the Coverage Acceptance
(CATP), Submit test reports within the aqreed periodTest Plan X

For any area that fails, take corrective action. X

Retest any areas for which corrective action has been taken X

Document all issues that arise during the coverage testing X

Submit final test reports, according to the agreed period. X

Provide the required number of test vehicles, drivers, and
resources to witness the coveraqe testinq. X

Review and approve test results. X

Deliverable: Completion of coverage testing and approval by Customer

Finalize schedule for training coursework. X

Provide training facility X

Ensure that the training participants fulfill course prerequisites. X

Conduct the training classes outlined in the Training Plan. X

Attend proposed training classes. X

Deliverable: Training cou rsework completed

Finalize Cutover Plan. X X

librate and tune existing mobile and portable radios to ensureCa
workin order X

Provide Motorola Solutions with user radio information for input into
database and activation AS iredthe X

Provide programming of user radios and related services (i.e.
template building, re{uning, testing and installations), as needed,
durinq cutover period

X

Conduct cutover meeting with relevant personnel to address both
technical and communication tohow to m X

Motorola SolutionsTasks Customer

Port of Los Angeles
November'1.2019

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.
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the users during cutover and during the general operation of the
svstem.

XNotifu the personnel affected by the cutover of the date and time
olanned for cutover.

X XProvide ongoing communication with users regarding the project
and schedule.

XCut over users and ensure that user radios are operating on
svstem.

X
Resolve punchlist items, documented during the Acceptance
Testing phase, in order to meet all the criteria for final system
acceptance.

X
Assist Motorola Solutions with resolution of identified punchlist
items by providing support, such as access to the sites, equipment
and svstem, and approvalof the resolved punchlist items.

Deliverable: Migration to new system completed, and punchlist items resolved.

Review the items necessary for transitioning the project to warranty
X

and service.

XMotorola Solutions to provide services during year 1 warranty which
aliqn with the proposed services.
Provide a Customer Support Plan detailing the warranty support
associated with the contract eouipment.

X

XParticipate in the Transition Service/Project Transition Certifi cate
(PTC) process.

XProvide manufacturer's installation material, part list and other
related material to Customer upon proiect completion.

X

Provide an electronic as-built system manual on CD or other
Customer preferred electronic media. The documentation will
include the following:
. Site Block Diagrams.
- Site Floor Plans.
. Site Equipment Rack Configurations.
. Antenna Netwok Drawings for RF Sites (where applicable)
. ATP Test Checklists.
- FunctionalAcceptance Test Plan Test Sheets and Results.
. Equipment lnventory List.
. Console Programming Template (where applicable).
. Maintenance Manuals (where applicable).
- Technical Service Manuals (where applicable).
Drawings will be delivered in Adobe PDF format.

XReceive and approve documentation.

XExecute Final Project Acceptance. X

Deliverable: All required documents are provided and approved. Final Project Acceptance

Motorola Solutions GustomerTasks

Finalize Documentation and System Acceptance

Transition to Waranfy

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Port of Los Angeles
November 1,2019
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Fti6/26120

Fti 6/26/20

wed 7/1/2o

Fti7l3/20

FtiT/3/2o
Fri 7/rOl20
fti 7 /ro/2a
wed 7 /r5/2A
Fti 7 /77/za
Frl 7 /17 /2o
Fti 7 l24l20
FtiT/24/20

Wed 7 /29/2A
Fti 7/3r/ZO

FtiT/31/2o

Mon ZlTOl2O

Mon 2lLOl2O

Mon2lTOI2O

Mo^2/lo/20
Mon 2/r7 /2o
thu 2/20/20

lue 212sllo
7ue2l2S/20
7ue3/3/2o
Fti3/6/20
F.i al7l2o
ftial7l2o
Fri 8/2 /2o
1ue8l7!/20
Thu AlL3/20

thu 8/20/20

Fti 8l7lzo
Fti a/712o

rhu al27 /2o

rhu 5/t4/2o
Thu 5l2al2o
rueS/79/2o
Ihu sl2L/20
Tue 5/26/20

Thu s/2e/20
Thu 6171120

rue6/2/20
rhu 6/4/20

lue 6/9/20

thu 6/7L/2o

Thu 6l2slZ0
rue 6/!6120
lhu 6/18/20

1ue6/23/20
Ihu 6125120

Thu 7 19l2O

Tue 6130/20

fhu 7 /2/20
rueT/7 120

Thui /9/2o
rhu 7 123/20
'lue 

7 /I4/2o
rhuT/16/20
7!e 7 /2I/2O
lhu 7 /23/ZA
Il\u 816120

IueT/2A/20
Thu 7 /30/20
Tee8l4/20
fhu al6/20
F.i 9lLtl20
rue3lTol20
Mon2l24lzo
Fti2/L4/20
wed2l19/2o
Mon 2/24/20

fue3lTOl20
Mon 3/2lZO

\hu 315/20

fue 3ho/2o
F.i 9lLrlZO
wed al26/2o
Mon allo/2o
Weds/12/2o
WedS/L9/2o

Wed 8/26/Zo

tti 9l7tl2o
MonA/n/2o
Fti 8/2a/2O

4
I

i-
I

t
n
I

75

77,76

79

79

88

90

91

85 q,

85q
a7 :q"
88q

90q

94 ryr

el.,q
95 :+
97 qi
98q
99 T,
100 rq

80

42,41

95

104

a7

88

90

91

92

9S

36

86

a7

95SS

98 LO2

92,a2

95

96

96,97

96,100SS

97,9a

98

103,101

Split

Ouration{nly sbd-ohty

M.^u!l Summ.ryRollup Finijh{nty

nfffi M.nu.lsuhm.ry l-l eenatTatks
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'lD Task Task Name Sran :or Qt Qkt,?o2o Qr3,2O2O

{
I

;s/l1
q-

Qr 1, 202r : Otr 3, 2021

MJSNJM
ar

Mr l
1 2422

5

103 q

107 {,
108 4,
r09 .t

|t I'q

112 iqr

llt i*'

16 iog

18 ilil
rrg,.a

121 iq
i4 :ql

126 tq

128:1

I

130 irt,

132 q

135 qr

135 q,

r37.4

1n0 4

Dispatch Consol lnstall

Control Station lnstall

)irar 0 + Pa+sc I - Payflr:nt Mil*stune I {1{% du{. il}rn iortallnlbr)
Software Conf iguration

Confiture Master/ DSR Sync

Configure OTAR / OTEK

Configure WAVE PTT

configure lSSl for Future Connection

configure GPs / LoPTT lnterface

Site Optimi2ation

Maste. & DSR Optimization

MasterSite Optimization

Site l-ink Verification

Site Optimization

Backup Master Site Optimization

Site tink Verificatioh

Site Optimization

Dispatch Center optimization
Dispatch Center Optimization

5 days

5 days

0 diiys

100 days

20 days

20 days

20 days

20 days

20 days

20 days

I days

4 davs

2 days

2 days

4 days

2 days

2 days

12 days

12 days

75 days

101

98,102

37,85

110

714

115

717

Mo^8131/20 Fri9l4/2o
Mon9l7/2o F(i9/rr/20
rti9lll./z$ Fti9lrllzt'
Mon9/7412O F.iLl29l27
Mo^9h4/20 Fri!019/2o

Monr0h2l20 Frirtl6/20
Monrr/912o ftir2l4/2o
MonI2/7120 Frir/1/27
Mo^1/4/27 Fti!/29/Zr
Monzltlzr F.i2126121

Monzlllzl wedz/lolz7
Mod2l!127 Thu2l4l21
Mon217/21 fue2l2l27
wed2/3/21 rhu2/4/27
Ftizl'lzt wedzlLolzT
Ftizlslzt Monz/8lZl
fue2l9/2r wed2/1o/2L

rhu2l7{2L F.i2lz6l2r
Thu2/u/27 Fti2/26/2L
Mon3lLlzL Fti6lLtl2t
Mon3lv27 Fti4l3ol2L

Mon 5/3,/21 FtiSh{lzL
Mon5/17/21 Fti6/!UZL
Mon3lLl2L F.iSl27l2t
Mon3lr/2! FtiSlZrlZL

Mon6l!412L F.i6lLal1t
Mon6/14/2! Fri6l!a/2L

Mon6l2UZl F(iAl6l2L

Mon6127127 FtiT/2312L

Mo^7126/2r Ftial6/21

Mon8l9l21 F.iLolLl2l
Mo^al9/21 Fri9/3/2r
Mon916/21 triTo/r/2!
FtiIo/U2r Fti70/7/21

Ftir1/UzI Ftirohl2t
itri 1i)/U21 fti LD/ll?.l

Mon2/3120 Iue7lL9l22
Mon2/zlzo Monz/}lao
Mon2/3/20 Mon2/3/2a
#on2/)lzn MnaZll/zD
Thu3l5/2o wedslzT/20
Jhu3/sl2o wedS/27/2o
thu3/S/2o wed 4/29/20

weds/27/za wedS/27/2o

thuslzslzo wed6/17/2o

thu5/28/20 Wed 6/10/20

rhu6ll!/20 wed6/17/20
fhu6ltsl2o wed!/27127
rhu6/18/20 wed9/9/20
thu6h8l2o wedlo/2vzo
thu6lrs/2o wedT/!S/2o

103

106

r07
108

109

133

134

135

1!6

103

106

!07
108

109

110

114

115

L17

118

120

lr
a,
lr
*

Lt

118

720

!22
r23

120

124

!28
130

L22,126

Master & DSR Core Sites 45 davs

Dispatch Centers 10 days

Punchlist Resolution 20 days

Training 60 days

POIA selected Trainin8 Bank Classes 50 days

Acceptance Test 5 daYs

Functional Acceptance Testing (oispatch) 5 days

System Cutover 35 days

Cutoverconventional System 25 days

Cutover Dispatch 10 days

Project Flnalization ilo days

Final Documentation 20 days

Puchlist Resolution 20 days

Setuice Transition 0 davs

Final System Acceptance 0 days

ph;rsc 0 + liasi] 1 - ?nvssnt Mikrrtcee 4 ii% due iltoo lixai n(c.:Frttnx(:) c dtys

Phase 2 - UASI 2019 Funding 642 days

conttad t da'
Contract Execution 1 day

131,126

LZ3

LZ4

128

133

130

131

133

134

135

136

137

;10t1
i 10/1

.'1011

143Fs+22

I

r.t,

141

142

143
' 

144

145

145

147

phrlri 2 - PDvEXrit [liilrlrdr] 1 {2S')i .lilr} uporr *}nlrail {?x}i:rtion)

Contrad Oesigh Review

P25 lnfrastructure Design Review

3rd Pany Subsystems Design Review

DesiBn Approval

lnfrastructure Order Processint

Process Equipment List

Order Bridged

lnfrastructure Manafaduring & Staging

Manufacture Motorola FNE

Manafacture Non-Motorola Equipment

(l <,iiyli

60 days

60 days

40 davs

0 davs

15 days

10 days

5 days

150 days

60 days

90 days

20 days

140FS+22 days

140FS+22 days

143,144

141)

145

147

145

145

r41

148

153

154

154

150,151,152

5/27

-

149

150 148

148

148

r51

r52

I Projedt POLA P25 Radio

i Date: Thu 10/24119

ccsi

- 
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:Duralion Sbn

'1s days ti"gtlotio
QFl,2018. Qrr,2019

N / M M J-5
Qr3,.2019 :Qr 1,2020

MMJS
I

Qr3,2020 Qr 1,2021

N]MM]5
Qr 3, 2021

NJM
er 1,20?2

Mls

I
I

i
4
tl
I
{

lD Tas!

I

L 154 :'{
jrss+
lrs6q

157 q'

158 q,
t

ri6ot

l16rq
162 q

:

164 q,

i ,r. .e

itoi:q:
170,q
rrr .1,

I rzr .r.
174 ti

i176q

- 
r80 t,

182 q,
183 q

'rgo *u

raz *,

T-r
n
i1

n
{

rl
l

{
il
rf
t,
r
I
rll

ll
ii
h

n
I

r
n
I

r88 q,
r89 q

191 q
192 t

194 r,
195 !4
195 *{

Ship FNE to CCSi

Stage FNE Equipment

CCSi Fadorv Acceptance Test Plan lFATP)

Ship FNE €quipment to Field

Fhase ! - FaydeF! Mileston€ 2 i6C% due lipor shipmenttrom CCSi)

Receive & lnventory Equipment

P25 Radio site lnstallation

RF Sites lnstallation

7/800MHz simulcast cell

300 Wat€r St.

Deliver & Bolt Racks

cable Equipment

Antenna lnstellation

Gaffey St.

Deliver & Bolt Racks

Cable Equipment

Antenna lnstallation

san Pedro Hill

Deliver & Bolt Racks

Cable Equipment

Antenna lnstallation

catalina lsland

Deliver & Bolt Racks

cable Equipment

Antenna lnstallation

UHF Backup Simulcast Cell

300 Water St.

Deliver & Eolt Racks

cable Equipment

Antenna lnstallation

Gaffey St,

Deliver & Bolt Racks

Cable Equipment

Anlenna lnstallation

San Pedro Hill

Deliver & Bolt Racks

cable Equipment

Antenna lnstallation

Mt. Lukens

Deliver & Bolt Ra.ks

Cable Equipment

Antenna lnstallation

Saddle Peak

Deliver & Bolt Racks

cable €quipmeni

Antenna lnstallation

Catalina lsland

Deliver & Bolt Racks

Cable Equipment

Antenna lnstallation

VHF Marine RepeaterSites lnstallation

thu 1a/22/2O Wed !212/20 153,151,152

7hu L2/3/20 wed12176120 r54
thu 12/17/20 wed 12130/20 155

fllu tzl tT /2t rht Lzl !7 lzo 156ss

thu 12/3r/2o wed rl27 lzr !56
ThuvzAlzl F.i7123127

rhuJ/28127 Fri7l23l21.
fh!L128127 Ftislrglzl
fhuLlzslzL Wed2lLOlZT
rhuV28/21 wed2l3/2r 158

fhu2/4127 Fti2/slzL 163

Mon2/8/21 wedz/Lol2r Lu
fhu2lrLlzL Tue2l23l2L
thuZ|L!/2L w.d2lr7lzL !65

fhu2/L8/27 Fti2/79/2L 767

Mo^212212I lue2l23l2r 16a

wedzl24lzr MonSlAlZr
wed2/24/ZL 7ue3/2/2r 169

wed3/3/21 thu3/4/21 !77
Fti3/5/2t Mon3la/27 !72

fue3l9l2L F.i3l79l2!
rue3/9/27 Mo^3/L5/2r 773

Iue3lL6/2L Wed3/r7/27 r75
thu3ll8l2l Fti3l!912t 176

Mon3l22lz7 ttialLrl2'l
Mon3l22l2L F.i4l2l2L
Mon3l2Z/21 Fti3/26/21 177

Mon3/29/21 Tue3/30/21 180

wed3/3L/21 Fti4/2/21 181

Mon4lsl2L Fti4lL6lzr
Mon4/Sl2r F(i4/9/21 182

Mon4lr2l27 fue4/13/21 784

weda/14/2r Fri4/16127 185

Mon4l79/2L Fri4l3Ol2L
Mon4/19/21 Fti4/23/21 186

Mon4/26/21 lue4127/2r !8A

wed4/2A/27 Fri4/30/21 189

Mon5l3l2L ftiSlL4lzL
Mon5/3/27 F(isn/21 190

Mon5h0/21 rues/ILl2| 792

weds/72/21 FriS/n/2! 193

Mon'lrTlzL F.t,l2Al2l
MonS/17127 FtiS/2r/2r 794

Mo^s/24/21 Tue'/25/2r E6
wedsl26lz! Ftislzalz7 197

MonslsTlzr Frisllllzl
MonS/31/21 Fti6/4/2L 198

Mon6/7/27 rue6/a/27 200

wed 6/9/2r fti 6/11/21 201

Mon6lL4l2l Fti7l23l2!

150

rgg.q

1

30 days

10 days

10 days

0 days

20 day5

LZ1 daVs

lZ7 days

37 days

10 days

5 days

2 davs

3 davs

9 days

5 days

2 days

2 days

9 days

5 days

2 days

2 days

9 days

5 davs

2 days

2 davs

60 days

10 days

5 days

Z deys

3 days

10 davs

5 davs

2 days

3 davs

10 days

5 days

2 days

3 days

10 days

5 days

2 days

3 days

10 days

5 days

2 days

3 days

10 days

5 days

2 davs

3 davs

30 days

155

156

158,157SS

153,218

225

\U
165

L67

168

17L

t72
173

L7S

176

L77

180

181

182

184

185

185

188

189

190

L9Z

193

194

195

197

198

200

207

202

205

200

201

202

203

{r

ln.<ril. Mil*ton. Duatioh-only iiiiilll;:Llli;;iil:ili:::i slad{nt
I Ma^ualsummaryRollop w FinBh-ont

m Manualsummary l-l Elcr^lltatks

Proje(t: POLA P25 Radio

Date: Thu l0l24l19 5ph Prol.cr SunFary l^.dd.sJhn.ry
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Dur.tion Stad :Finish :Predec€sso6 iswre*or Qr l.2or8 Qr. 1,2019 Qti J, 2ot9
N I V M / 5 iN: i

iov 1.2o2o
)) 5

Qr 1.2021 iqr r.:o::
ir s

!.2020
I t!4 N

Qr3,2021
NJMM

Mon6l74l2l F.i 6l2sl21

246

207

209

210

2!1
213

214

215

ID

204

20s

205

207

208
' 

2Ag

220,222

225

219

223

224

237

233

234

236

237

239

240

243

244

246

247

249

250

252

253

255

ry,

)-

i'

ry,

:q
i{

:-
:-

202

205

205

zo7

209

210

271

213

zL4

240

243

244

246

247

249

2rs
230

23L

233

300 WaterSt.

oeliver & Eolt Racks

Cable Equipment

Antenna lnstallation

GaffeySt.

Deliver & Bolt Racks

Cable Equipment

Antenna lnstallation

330 Centre St.

Deliver & Bolt Racks

Cable Equipment

Antenna lnstallation

BDA lnstallation

aDA LoEation f1
lnstall BDA Equipment

lnstall EDATransmission tine & Antennas

Condud BDA Acceptace Test

8DA Loetion *2
lnstall 8DA Equipment

lhstall 8DA Transmission Line & Antennas

Condud BDA Acceptace Test

Piuse ? pathonl MilestDhe ! i10i6 duo upor irshit.tion)
Site Optihization

RF Sites Optimization

Z800MHr Simulcast Cell

300 water st.

Site Link Verification

Site Optimization

Gaffey St,

Site Link Verification

Site Optimization

Sah Pedro Hill

5ite Link Verifietion
Site Optimization

Catalina lsland

Site Link Verification

Site Optimization

UHF Eackup Simqlcast Cell

300 water st.

Site Link Verification

Site Optimi2ation

Geffey St,

Site l-ink Verification

Site Optimization

San Pedro Hill

Site Link Verification

Site Optimization

Mt. lukens

Site Link Verification

Site Optimlzation

Saddle Peak

10 days

5 days

2 days

3 days

10 days

5 days

2 days

3 days

10 days

5 days

2 days

3 days

50 days

30 days

10 days

10 days

10 days

30 davs

10 days

10 days

10 days

0 d.ys
52 d.ys
52 days

16 days

4 days

2 days

2 days

4 days

2 days

2 days

4 day.
2 days

2 days

4 days

2 days

2 days

24 davs

4 days

2 days

2 days

4 days

2 days

2 days

4 days

2 days

2 days

4 days

2 days

2 days

4 days

Mo^6/14/27 Fri6/18121

Mon6/27/21 rue6/22/21
wed6/23/21 Ftis/25/2I
Mon6/2al2L Fti7l9l2L
Mon6/2A/21 FriT/2/2I
MonT/5/21 7ue7/6/21
wedT/7lzt FtiT/9/21

MonT/L2/2L Fti7l23l21
Mo^7/72/27 F.i7/!6/21
Mo^7h9/21 7ue7l2O/27

wedT/2r/2r fti7/23/21
ThuLlzs/zL wedalT/2L
fhutl2slzL wed3lLo/27
thu!/28/2! Wed2/10/21
thu2/rV21 wed2/2a/2L
Thu2/2s/2! Wed3lrolzL
Thu2l2sl2l wed4hl2t
thu2/2s/2I wed3/ro/27
rhu3/11/2L wed3/24/ZL
thu3/2s/27 Wed4fi/2L
Fta1l23j21 Fti7l2tlzl
Mon7l26l2t 7ue70l5l27
Mo^712612L fue7ol5l2l
Mon7l26l27 ModalL6l2T
Mon7l26l2t T+u7l29l27
MonT/26/27 TueT/27127

wed1/28/2r rhuT/29/27
FriTl3olz! wedel4l27
F.|T|3O(ZL Mo^a/2/zL
rueS/3/2! Weds/ lzL
ThualslzL Tueaholzl
Thua/512J. FtiS/6/2r
Mon8l9/2r rueS/!0/27
wedalfll2t Mo alrtlzT
Weda/1v21 rhuS/72/2L
FtiS/f3/27 Mona/76/27
luealL1l27 F.igltTlzt
Tue8177l27 FtiSl2ol2t
tuea/L7/2I weds/18/2r
thus/r9/2! FtiS/20/2I
MonS/z3lZL Thu8l26/21
Mon8l23l2t rue8/24/2L
weda/25/21 7hu8/26/21
fti al27 l2t wed thl27
FtiS/27/2r MonS/30/2r
fue8l3u21 Wed9/U2r
Thuglzlzt fue9l712!
Ihu9/2/21 Fti9/3/2r
Mon9/6/21 fue9/7/27
WedglSl2r Mon9173127

2lr
212

213

214

215

216

217

218

219

22d

221

222

223

224

zz5

)zs

230,279,24O

158

zLA

219

227

228

229

2i0

222

159,216

234

235

239

250

252

231

232

234

2)t
2t6

237

238

239

240

242

243

244

245

246

247

248

249

2SA

2S1

252

253

254

t'

Spln

ouration-only lliiii:,:ri ; Sbn-ont
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ho :rasr

I ;Mo.ds
2Ss:q

1......,
i 2s6 lrct

i 257 {!

ilt ,*
i ,:: -'

250 ql

262 qt

I zs: :ri
jza;t

rTist Name Qlrl, Qr 1, ?020 ar 1,?021 Qr] 2021 1,2022

26s

266
L

srti ti^t v"iiliitrl"
Site optimization

Catalina lsland

Site Link Verification

Site Optimization

VHF Marine Repeatersites lnstallation

300 WateJ St,

Site Link verification

Site Optimlzation

Gaffey St.

Site tint Verification

Site Optimization

330 C€ntre 5L

Site Link Verification

Site Optimization

2 days

4 days

2 days

2 days

12 days

4 days

2 days

2 days

4 days

2 days

2 days

4 days

2 davs

2 days

75 days

45 davs

10 days

20 days

80 dayt
45 days

5 davs

30 days

90 dayt

90days

90 days

10 days

10 days

40 days

20 days

20 days

0 days

0 days

0 dayr

260 days

260 days

Mon 7 /26/27
Mon 7126/2L

wedsltTlzz
Wed 5/LrlZ2
wed sl2sl22
wed 5125/22

wed 6/22/22

Tue 7 /79/22
lueT /!9/22
It iJt9l22

fti Lrl26/21
Fti LL/26/21

fue 5lz4l22
fue 5124122

tue7/19122
lue 612!22
Tuel7sl22
:fue 7 ll9/22
fueT /L9122
::|u.7 l19lz2

255

256

258

259

262

253

265

266

268

269

277

272

273

275

276

215

215

z77,z7g,Za}

242

244

285

285

28?

2A7,2a6

288,290

Fti9/10/27 Mo^91r3/2I

Tue9lr4l1l FtigJTtl2L

Tue9/L4/2r Wed9lt5l27
thu9/1612! Fti9l!7121

Monglaolzl fuetolsl2r
Monglz0lzr fhugla3lz!
Mong/20l2r 1!e9/2Ll2L
wed9/22/2r fhu9/23/27
Fri9l24l2t wed9l29l2t
Fti9/24/27 Mo^9/2712!
'tue 9/28/27 wed9/29/27
fhu9l3ol27 ruerolsl2L
thu9/30/2! FtiLO/!27
Mo 1014/27 7ue70l9/27
wedlol6l27 tuerlLal2z
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9.1.1
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SYSTEM WARRANTY &
EXTENDED
MAINTENANCE
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System Warranty & Extended Maintenance g-1

9.1 ABOVE WARRANTY MAINTENANGE PLAN

Advanced Plus Services Overview
ln order to ensure the continuity of the Port's network and reduce system downtime Motorola
Solutions proposes our Advanced Plus Services offering to the the Port of LA. Appropriate for
customers who wish to leverage Motorola Solutions' experienced personnelto maintain mission-
critical communications for their first responders, Advanced Plus Services focuses on monitoring
the network on an ongoing basis, proactively mitigating potentialfunctionality and security
issues, and providing both remote and on-site support. The proposed offering consists of the
following specific services:

. Service Desk.

. TechnicalSupport.
r Network Event Monitoring.
. On-site Support.
. AnnualPreventativeMaintenance.
. Network Hardware Repair.
. Remote Security Patch lnstallation.
. Security Monitoring.
. Network Updates.

These services will be delivered to the Port through the combination of local service personnel
either dedicated to the network or engaged as needed; a centralized team within our Solutions
Support Center (SSC), which operates on a 24 x 7 x 365 basis; and our Repair Depot, which will
ensure that equipment is repaired to the highest quality standards. The collaboration between
these service resources, all of who are experienced in the maintenance of mission-critical
networks, will enable a swift analysis of any network issues, an accurate diagnosis of root
causes, and a timely resolution and return to normal network operation.

9.1.2 Advanced Plus Services Descriptions

9.1.2.1 Centralized Service Delivery
Centralized support will be provided by Motorola Solutions' support staff, located at our Service
Desk and Solutions Support Center (SSC). These experienced personnelwill provide direct
service and technical support through a combination of Service Desk telephone support,

* Uotorota So/utlons Confidential Restricted
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technical consultation and troubleshooting through the SSC, and ongoing network monitoring of
the Port's system.

Motorola Solutions will provide Service Desk response as a single point of contact for all
support issues, including communications between the Poft, third-party subcontractors and
manufacturers, and Motorola Solutions. When the Poft's personnel call for support, the Service
Desk will record, track, and update all Service Requests, Change Requests, Dispatch Requests,
and Service lncidents using our Customer Relationship Management (CRM) system. The
Service Desk is responsible for documenting the Port's inquiries, requests, concerns, and
related tickets; tracking and resolving issues; and ensuring timely communications with all
stakeholders based on the nature of the incident.

As tickets are opened by the Service Desk, issues that require specific technical expertise and
support will be routed to our Solutions Support Center (SSC) system technologists for
Technical Support, who will provide telephone consultation and troubleshooting capabilities to
diagnose and resolve infrastructure performance and operational issues. Motorola Solutions'
recording, escalating, and reporting process applies ISO 90001 and TL 90OO-certified standards
to the Technical Support calls from our contracted customers, reflecting our focus on
maintaining mission-critical communications for the users of our systems.

The same SSC staff that provide direct telephone support to the Port will also provide Network
Event Monitoring to the Port's network in real-time, ensuring continuous management of the
system's operational functionality. The SSC's technicians will utilize sophisticated tools to
remotely monitor the Port's system, often identiflTing and resolving anomalous events before
they might affect user communications.

9.1.2.2 Field Service Delivery
On-site repairs and network preventative maintenance will be provided by authorized localfleld
services delivery personnel, who will be dispatched from and managed by the Solutions Support
Center.

On-Site Support provides local, trained and qualified technicians who will arrive at the Port's
location upon a dispatch service callto diagnose and restore the communications network. This
involves running diagnostics on the hardware or Field Replacement Unit (FRU) in order to
identiflT defective elements, and replacing those elements with functioning ones. The system
technician will respond to the the Pofi's location in order to remedy equipment issues based on
the impact of the issue to overall system function.

Annual Preventive Maintenance Service provides proactive, regularly scheduled operational
testing and alignment of infrastructure and network components to ensure that they continually
meet original manufacturer specifications. Certified field technicians perform hands-on
examination and diagnostics of network equipment on a routine and prescribed basis.

9.1.2.3 Network Hardware Repair
Motorola Solutions'authorized Repair Depot will repair the equipment provided by Motorola
Solutions, as well as select third-pafi infrastructure equipment supplied as part of the proposed
solution. The Repair Depot will manage the logistics of equipment repair (including shipment
and return of repaired equipment), repair Motorola Solutions equipment, and coordinate the
repair of third-party solution components.

November 1,2019
Use or disclosure of this proposal is subject
to the restrictions on the cover page.
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9.1 .2.4 Secu rity Management Operations
The proposed Remote Security Patch Installation Service will provide the Poft with pre{ested
security updates, pre{ested and remotely installed by Motorola Solutions on the Port's system.
When appropriate, Motorola Solutions will make these updates available to outside vendors in
order to enable them to test each patch, and will incorporate the results of those third-party tests
into the updates before installation on the Port's network. Once an update is fully tested and
ready for deployment in the Port's system, Motorola Solutions will remotely install it onto the
Port's system, and notifl7 the Port that the patch has been successfully installed. lf there are any
recommended configuration changes, warnings, or workarounds, Motorola Solutions will provide
detailed documentation along with the updates on the website.

Security Monitoring provides 24x7x365 monitoring of the radio network's security elements by
specialized security technologists with years of experience working with ASTRO 25 mission-
critical networks. For highly complex or unusual security events, our technologists have direct
and immediate access to Motorola Solutions engineers for rapid resolution.

L1.2.5 Network Updates
With our proposed Network Updates Service, Motorola Solutions commits to sustain the Port's
ASTRO 25 system through a program of software and hardware updates aligned with the
ASTRO 25 platform lifecycle. This comprehensive approach to technology sustainment will
ensure that the Port has access to the latest available standard features, as well as the
opportunity to incorporate optional features through the purchase of hardware and/or software
licenses. Updates and expansion of system components will optimize the availability of repair
services, and will enable the Port to add RF sites, dispatch positions, data subsystems, network
management positions, and other elements to increase capacity and processing capability.
Motorola Solutions will minimize any interruption to system operation during each network
update, with minimal reliance on the Port's personnel.

9.1.3 Motorola Solutions' Seruices Gapabilities
Our focus on the needs of our public safety partners has led us to recognize that an integrated
implementation and service delivery team that takes a new system from system installation, to
acceptance, to warranty, and all the way through extended maintenance, is the best way to
ensure that public safety communications systems meet the needs of first responders. Motorola
Solutions' team of experts, have developed refined processes and sophisticated tools through
our experience in delivering mission-critical communications.

9.1.3.1 On-Call Support through the Solutions Support Center (SSC)
The cornerstone of our customer care process, our Solution Support Center (SSC) is staffed
24x7x365 by experienced system technologists. This TL 9000/lSO 9001-certified center
responds to over 5000 public safety, utility, and enterprise customers. With over 100,000 phone
and email interactions with Motorola Solutions customers per month, the SSC provides our
customers with a centralized contact point for service requests.

9.1.3.2 On-Site Service through a Field Service Team
On-site maintenance and repair of the Port's system will be provided by Motorola Solutions'
local team of service personnel. Motorola Solutions will provide the Port with a Customer

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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9.1.3.3

November 1,2019
Use or disclosure of this proposal is subject
to the restriclions on the cover page.

Support Plan (CSP) that outlines the details of each service, provides escalation paths for
special issues, and any other information specific to the Port's service agreement. Some of
these details will include items such as access to sites, response time requirements, severity
level definitions, and parts department access information.

Local technicians will be dispatched for on-site service by the SSC, who will inform the
technician of the reason for dispatch. This will enable the technician to determine if a certain
component or Field Replacement Unit (FRU) will be needed from inventory to restore the
system. Once on site, the field technician will notifu the SSC and begin to work on the issue. The
technician will review the case notes to determine the status of the issue, and begin the
troubleshooting and restoration process. Once the system is restored to normaloperation, the
field technician will notifl7 the SSC that the system is restored. The SSC, in turn, will notifi the
Port that the system is restored to normal operation and request approval to close the case.

Centralized Repair Management through Motorola Solutions' Repair
Depot

Our repair management depot coordinates component repair through a central location,
eliminating the need to send system equipment to multiple vendor locations for repair. Once
equipment is at the depot, technicians will replicate the Port's network configuration in our
comprehensive test labs in order to reproduce and analyze the issue. Technicians will then
restore the equipment to working order. After repairs are completed, equipment will be tested to
its original performance specifications and, if appropriate, configured for return to use in the
Port's system. All components being repaired are tracked throughout the process, from
shipment by the Port to return through a case management system where users can view the
repair status of the equipment via a web poilal.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project
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Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Direct Access to System lnformation through MyView Portal
Supplementing Motorola Solutions' proposed seruices plan for the Porl is access to MyView
Portal, the Motorola Solutions'online system information tool (see the figure titled "MyView
Portal"). MyView Portal provides our customers with real-time visibility to critical system and
services information, allthrough an easy-to-use, graphical interface. With just a few clicks, the
Port's administrators will gain instant access to system and support compliance, case reporting,
ability to update and create cases, have visibility to when the system will be updated, and
receive pro-active notifications regarding system updates. Available 24x7x365 from any web-
enabled device, the information provided by MyView will be based on your needs and user
access permissions, ensuring that the information displayed is secure and pertinent to your
operations.

Figure 9-1 : MyView Portal offers real-time, role-based access to critical system and services information.

Port of Los Angeles
November 1,2019
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to the restrictions on the cover page.
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10.1 PRICING SUMMARY

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

o Motorola So/ulions Confidential Restricted Pricing Summary 10-1



t
Non

uASt

Backhaul & UHF Overlay S 3,244,449.83 5 z,ogz,g7L.ss S s,337,42L,98
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1 Site Construction 056.55 s 254.294.OO s 720,3s0.ss
Knoll Hill Greenfield Site

Phase 1 Discount Packages
Discount S (322,443.00) (203,977.38s (5 26,4 20.3lJ l5

Phase 1 Sub Totals
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5

5

s

2,1,43,288.77

203,672.38
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203,612.38
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2018
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2 Year 2 Extended ASTRO System Equipment Warranty & SUA
783,342.58s 5 19,667.sss

3 Year 3 Extended ASTRO System Equipment Warranty & SUA
806,842.85s 5 522,452.59

4 Year 4 Extended ASTRO System Equipment Warranty & SUA
831,048.14s 525,321,.94s
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Payment Terms 11-1

PAYMENT TERMS
Except for a payment that is due on the Effective Date, Customer will make payments to
Motorola within thirty (30) days after the date of each invoice. Customer will make payments
when due in the form of a check, cashier's check, or wire transfer drawn on a U.S. financial
institution. lf Customer has purchased additional Professional or Subscription services, payment
will be in accordance with the applicable addenda. Payment for the System purchase will be in
accordance with the following milestones.

System Purchase (excluding Subscribers, if applicable)

1. 25% of the Contract Price due upon contract execution (due upon effective date);

2. 60% of the Contract Price due upon shipment of equipment from Staging;

3. 10% of the Contract Price due upon installation of equipment; and

4. 5o/o of the Contract Price due upon Final Acceptance.

lf Subscribers are purchased, 100% of the Subscriber Contract Price will be invoiced
upon shipment (as shipped).

Motorola shall make parlial shipments of equipment and will request payment upon shipment of
such equipment. ln addition, Motorola shall invoice for installations completed on a site-by-site
basis or when professional services are completed, when applicable. The value of the
equipment shipped/services performed will be determined by the value shipped/services
performed as a percentage of the total milestone value. Unless othewise specifled, contract
discounts are based upon all items proposed and overall system package. For invoicing
purposes only, discounts will be applied proportionately to the FNE and Subscriber equipment
values to total contract price. Overdue invoices will bear simple interest at the maximum
allowable rate by state law.

For Lifecycle Support Plan and Subscription Based Services:
Motorola will invoice Customer annually in advance of each year of the plan.

The chart below outlines the hourly labor rates for Motorola System lntegration resources to be
used. The staffing requirements shall be multiplied by the appropriate rate per resource in the
table below. The hourly labor rates are fully burdened. The hourly rates per resource type and
level are listed in Table 1.

Resource TYpes

[-evels

Frojer,t
Man,agernent

Systeffi
EnBineerlne

Syst,em

Technolaeist
Froiect

Admin'istrat'ron

4 $ ?gc-flil 5 300-00 s 28fl.,0a s 200.00
, s 240.fl0 s 258 8O 5 24a. fl 5 r,80,.00

2 5 ?er.fl0 5 rro.c0 s t20.80 5 L70.fl3

I 5 r.90.fl0 s rlil-fio s 210.OO 5 160.00
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1 1-2 Payment Terms

These rates apply to ordinary days and times (Monday to Friday during the hours Bam to 5pm).
Additional surcharges may apply to work done outside these timeframes. The minimum charge
for any resource will be 4 hours. Travel expenses are not included in these rates and may be
charged separately.

The qualifications of each type and level of resource are defined in the tables found at Motorola
Solutions lnc.'swebsite. All Motorola System lntegration personnelassigned to this projectwill
be classified according these levels. Project Administrative roles are varied and their specific
duties and qualifications will be determined by the complexity and requirements of each project.

Port of Los Angeles
Trunked Radio System Upgrade & lnteroperability Project

Motorota So/utlons Confidential Restricted 4F
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TERMS & CONDITIONS
The City of Los Angeles (the "City") and Motorola Solutions, lnc. ("Motorola") have two
master agreements that are relevant to this Motorola Proposal. Concerning Radio
Communications Equipment, the City and Motorola have previously entered into Contract
No. 59456 (the "Master Equipment Agreement"). Concerning services and systems, the
City and Motorola have previously entered into a Master Services Agreement identifled
as City Contract No. C-123897 and Motorola Contract No. 1000409608 (the "Master
Services Agreement").

The Master Services Agreement contains a Communications System Agreement,
including its exhibits, as Exhibit C (referred to as the "Communications System
Agreement"). ln accordance with the last paragraph of Section 2.2 of the Master
Services Agreement, the proposed transaction is a "system transaction" and, as such, this
Motorola Proposal is based upon the Communications System Agreement, the other
applicable provisions of the Master Services Agreement, and the Master Equipment
Agreement (to the extent necessary, applicable and not covered by the Communications
System Agreement and the Master Services Agreement).

Pricing for the Equipment offered in the Motorola Proposal is based off of the Master
Equipment Agreement and pricing for the services offered in the Motorola Proposal is
based off of the Master Services Agreement, although the Motorola Proposal does
contain additional discounts in favor of the City as permitted by Section 2.2 of lhe
Master Services Agreement. Further, this Motorola Proposal is a "Proposal" as that term
is used in Section 2.2 of the Master Services Agreement and contains various additional
documents (e.9., System Description, Equipment List, Statement of Work, Performance
Schedule, Acceptance Test Plan, and Payment Schedule showing the payment milestes,
etc.).

The City prefers to issue a Purchase Order for the equipment and a Contract
Amendment for the services. Therefore, the City may accept this Proposal by issuing (i)

a Purchase Order for the equipment that specifically refers to City Contract No. 59456
and incorporates by reference the Proposal by date and general description, and (ii) a
Contract Amendment that specifically refers to City Contract No. C-123897 and Motorola
Contract No. 1000409608 and incorporates by reference the Proposal by date and
general description.

November'1,2019
Use or disclosure of this proposal is subject

to the restrictions on the cover page.
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Nokia 95C0 Micrcwave Packet Radio
Microwave Service Switch I Release 7.1 (ANSI)

The Nokia 9500 Microwave Packet Radio (MPR) family includes a flexible range
of Microwave Service Switch (MSS) indoor units that provide advanced Carrier
Ethernet networking, aggregation and demarcation functions. Optimized to
reduce space and power consumption, the MSS exists in different form factors
to address all network sizes and locations, including tail, hub and backbone.
The entire M55 family uses the same software and management systems,
enabling consistent operations across end-to-end packet microwave networks.
Combined with the 9500 MPR Microwave Packet Transport (MPT), the MSS sets
the standard for delivering fast, efficient wireless transmission links with
flexible networking and simple operations.
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Chassis

Dimensions

Nodal capability

Switching capability

Weight

I nterfaces

Power supply

. Fixed

. Pole/Wall mount

. Environmentally hardened
for outdoor usage

. lP67 compliant

345 mm x 190 mm x 65 mm
(13.6 in. x 7.5 in. x 2.6 in.)

Three radios

1 6 Gb/s

a.2 kg {9.3 lb)

.2x10/10O/1O00RJ-45
with PoE support

.1 xlO/1OO/1O00 RJ-45

.1 xSFP

AC: '1 10 V to 230 V nominal
DC: 48 V nominal

-40"C to +46"C
(-40'F to +1 1 5"F)

with Solar Loading
{per GR-3108 Class 4)

. Fixed

. Fanless

Uz RU

Six radios

1 6 Gb/s

2 kg la.a lb)

.16D51

.4x10/10O/1000RJ-45

.2xSFP

Dual feeds -48 V,

optional external +24 V

-40"C to +65'C
(-40"F to +1 49'F)

. Modular: four slots

. Two core slots (1+1)

. Two interface slots

1RU

Twelve radios

1 00 Gb/s

Chassis: 2 8 kg (6.2 lb)

. Up to 64 E1,22 GE,?
E3, 4 STM-1

. 2 x 1O Gb/s SFP+ ports

-48 V DC or optional
integrated +24 V DC

-40'C to +50"C
(-40"F to +122 "Fl

. Modular: Eight slots

. Two core slots

. Six interface slots

2RU

Twenty-four radios

1 00 Gb/s

Chassis: 3.6 kg (7.9 lb)

. Up to 1 92 DS1, 1 2 DS3,

1 2 0C-3, 54 GE

. 2 x j0 6575 5pp+ ports

Dual feeds: -48 V DC or
optional integrated
+24 V DC

-40"C to +65'C
(-40'F to +149"F1

Data sheet
Nokia 9500 MPR - MSS I Release 7.1 (ANSI)

Temperature
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Technical

specifications
I ndoor/o utdoo r co n nectio ns
. GE electrical or optical cable

Synchronization
. Performance according to

ITU-T G.813, G,823, G.8264
. Clock distribution options

- DS1 /OC-3

- External reference sync-in/
sync-out (21\llz,5 MHz, 1O
MHz)

- SyncE+SSM

- ITU-T G.8264

- Built-in Stratum 3 clock

- OC-3 line clock

- 1 5BB T-TC and T-BC on path
support

Standards compliance

Environmental
. Telcordia@ GR-63, GR-1089
. GR-31 0B

- MSS-O: Class 4

- MSS-1, MSS-B: Class 2

. EMC: EN 55022 Class B,
EN 301 489-1, EN 301 489-4

Safety
. EN 60950-1, UL

Ecological
. ECMA TR/7O

Networking and services
. IEEE 802.1p,802.1Q: VLAN

tagging
. IEEE 802.3: Ethernet
. IEEE 802.3u: l0OBase-TX
. IEEE 802.32: 1 000Base-SX/LX
. IEEE B02.3ab: 1O00Base-T
. IEEE BO2.3x: Flow control
. IEEE BO2.1D: MAC bridges
. IEEE 802.1AX-2008: Link

aggregation
. IEEE 802.'lag: Ethernet OAM

. MEF CE 2.0: Carrier Ethernet

. MEF B, MEF 9, MEF 14,|"IEF ?2

. ITU-T G.7041: GFP

. ITU-T G.8032v2: ERPS

. ITU-T G.813: Timing
cha racteristics

. ITU-T G.823: Control of jitter

. ITU-T G.8273.2: Timing
cha racteristics

. ITU-T Y.1731: OAM functions

Traffic management and QoS. Marking based on:

- Layer 2 (IEEE 802.1 p)

- Layer 3 (DiffServ)

Network and
element management
. Console, management, alarm
. Optional 256-bit AES

Encryption compliant with FIPS
PUB 140-2

. Secure FTP for software
download and backup

. lPv4/lPv6 management

. lntegrated network
management in a Microsoft@
Windows@ environment

. Embedded web browser for
network element supervision

. PC software-based
configuration

. lntuitive supervision systems

. SNMP agent with TCP/lP
rerouting capability

. Nokia 5620 Service Aware
Manager

. Nokia TSM-BOO0 Fault
Management System

Services
. Architecture and design
. Equipment and site engineering
. lnstallation services
. lntegration services
. Performance analysis,

network assessment, DCN,
synchronization and QoS
assessment

. Migration to packet microwave
management

. Maintenance

- 24x7 technical support

- Return for repair or advanced
exchange

Nokia is a registered trademark of Nokia Corporation. Other product and company names
mentioned herein may be trademarks or trade names of their respective owners.

Nokia Oyj
Karaportti 3

Fl-0261 0 Espoo
Fin la nd
Tel. +3 s8 (0) 1 0 44 88 000

Product code: SR1 61 0001 474 (November)

iriw,e,s\6r .il M€F
C€RTIFICD

@ 2016 Nokia nokia.com



a IV]OTOF'OLA SOLUTIONS

Motorola's ASTRO 25 networks are

designed to meet the current and

future requirements for Project 25 (P25)

solutions. 0ur G-series portfolio of RF

stations, receivers, site controllers and

comparators is designed to maximize

channel up-time, simplify system

technology refresh, enable smaller, more

efficient site design and minimize the

cost of ownership.

G-SERIES SITE
EOUIPMENT FOR
ASTRO'25 SYSTEMS

0ur G-series equipment is designed s0 that many

upgrades, migrations, and conversions can be completed

with only software installations, allowing new features

to be quickly added to your existing system with a

simple download. You can easily add P25 TDMA and

Dynamic Channel Assignment; lnformation Assurance,

Network Security and system release updates.

Furthermore, you can migrate from conventional to

trunking,3600 to P25 trunking and from 12.5kH2P25

FDMA to 6.25e kHz P25 TDMA.

Designed t0 carry your needs into the future, the

G-series hardware platform has built-in functionality

and f lexibility with an AC/DC - 48VDC power supply and

two-branch receive diversity capacity, as well as a linear

power amplif ier for improved coverage in P25 FDMA

Simulcast systems.
GTR 8000 Expandable

Site Subsystem

DATA sHEEr I e-seRtes srTE EoUIPMENT FoR ASTRo 25 SYSTEMS
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Motorola is an industry leader in simulcast system solutions
with more mission critical systems fully operational in the
f ield than any other LMB systems provider. The G-series

site equipment is designed with simulcast system design
and functionality in mind. GTR 8000 Base Radios feature a
linear modulation (LSM) that provides industry-leading P25

coverage in VHF, UHF, 700/800 MHz and 900 MHz. LSM

enables simulcast systems to be deployed with greater site
spacing without sacrificing coverage or capability, resulting

in fewer sites to build and maintain. lt also allows current

systems to deploy IP-based simulcast without the need to
add fill-in sites

SERVICING MADE EASY
G-series site equipment has many features built in to

support ease of service. Six basic modules create the entire
G-series platform resulting in reduced spare parts inventory.
Modules have front access t0 improve serviceability with
hot-swap support t0 ensure channels are back on the air
in minimum possible time. Standard Battery Bevert and

Charging capability is built into every G-series power supply.

lntegrating these capability eliminates the need for a large

uninterrupted power supply and saves valuable site space.

$Y$Tffi M fi O ru FIG URATI {} ru-S

ASTBO 25 TRUNKING
GTB 8000 Base Badios, GPW 8000 Beceivers, GCP 8000 Site

Controllers, and GCM 8000 Comparators are the building

blocks of an ASTB0@ 25 trunking system. Site repeater and

simulcast system architectures in P25 FDMA and P25 TDMA

offer the flexibility to deliver communications that fit user
requirements.

G-series equipment is capable of both Project 25 FDIVA and

Project 25 TDMA in ASTB0 25 trunking systems. Dynamic

Channel Assignment is optional for GTR 8000 Base Radios

as part 0f the ASTB0 25 Dynamic Dual Mode system option,

and offers seamless interoperability between P25 FDMA

and P25 TDMA users, dynamically allocating a call based

on available resources without any user intervention or

awareness. The P25 TDMA trunking features are offered

across the complete trunking portfolio to address the needs

of users ranging from single site t0 statewide radio systems.

ASTB0 25 trunking is a fully scalable solution from as small
as a single trunking site to large statewide systems that
include a mix of site repeater and simulcast operation as

well as additional data and mutual aid overlays. G-series

equipment configured for trunking supports both V24
circuit-based architectures as well as state-of-the-art
lP-based system designs. GPW 8000 Receivers and GCM

8000 Comparators improve the in-bound subscriber signal

coverage and re-broadcast a quality improved composite

signal respectively in simulcast or receiver voting systems.

A built-in GPS with frequency reference distribution is
optionally available on the GTR 8000 Expandable Site

Subsystem, which can signif icantly reduce or eliminate site

visits.

Software upgrades are more stable and performed with
less downtime in the GTB 8000 base radio. One version

of software can run actively while another version is

downloading. Using a remote lP connection, the user

can decide when to switch between the two versions

of software allowing the system manager t0 prepare for
software downloads

OPTIMIZEil NF:TWI}FK SECUAITY
lnformation Assurance capabilities are standard with
G-series equipment and can be configured or disabled

depending on your specific system maintenance and

security requirements. G-series products provide the

necessary boundary defense capabilities required in

mission critical infrastructure today including local user

accounts and password controls, user privilege model

support (two levels), local and remote access services

c0ntr0ls, secure shell services support, SNMPv3, central

authenticati0n, general operating system and network

services hardening, and device test services controls.

Motorola offers industry-leading channel resiliency in trunking

systems with the GTB 8000 Expandable Site Subsystem. The

architecture ensures that n0 single point of failure can remove

more than one channel from seruice at the RF sites. Plus, the

sites are simultaneously simplified through the integration of

base station frequency references, Ethernet LAN switches and

network gateways.

Motorola also offers a turn-key P25 trunking site with the

ASTR0 25 Express system, a GTB 8000 Expandable Site

Subsystem designed t0 operate as a slngle-site soluti0n.

Stations, site controllers, Ethernet switches, BF combiners

and multicouplers are all integrated into a single rack or

cabinet. lf more capacity is required, additional cabinets can

be added to the site.

ASTRO 25 COTVENTIGNAt
ASTB0@ 25 Conventional is a feature-rich conventional

system solution on the comm0n-hardware G-series platform

The GTB 8000 Base Badios, GPW 8000 Beceivers, and

GCM 8000 Comparators can be used together or separately

to build everything from a small, single repeater site i0 a
large, countywide 0r statewide receiver-voting or simulcast

conventional system.

The hardware will supporl lP-only circuit system design

while connectivity with consoles can be either lP-based or

4-wire depending on migration plans and system specific

operational requirements GTR 8000 can be configured for

either base station or standalone repeater operation. GPW

GTR 8000 Site Subsystem
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8000 Receivers and GCM 8000 Comparators improve the in-

bound subscriber signal coverage and re-broadcast a quality

improved composite signal respectively in simulcast or receiver

voting systems.

Sixteen configurable channel personalities enable the station

to change channel bandwidth and frequency setting via lP or

v,24 commands. General purpose l/0 offers 12 logic inputs

and 1 2 logic outputs that can be programmed via the user-

friendly GTR 8000 Configuration Service Software (Windows@

application) for a highly customized alarm repofiing solution

and station operation.

ASTB0 25 Conventional can also be deployed as a system.

overlay with ASTRO 25 Trunking systems by adding a GTB

8000 Base Radio configured for conventional operation t0 an

existing trunking GTR 8000 Expandable Site Subsystem and

sharing the common wide-area network connections as well

as RF cavity combiners and receiver multicouplers.

ANALOG CONVENTIONAL
The GTB 8000 and GPW 8000 products support analog

conventional operation in 800 MHz, UHF 380-524 MHz and

VHF 136-174 MHz. Analog standalone repeater, receiver

voting and simulcast capabilities are available and include a

1 00 ppb/2 year internal frequency reference for optimal audio

performance on 12.5 KHz analog channels.

The G-series equipment provides full support for analog

4-wire circuit connectivity. Over an lP network, technicians can

remotely adjust line level settings and tone remote operational

modes. 1 6 configurable analog personalities enable the station

to change channel bandwidth and frequency settings via TRC

(tone remote control) or Wildcard general purpose l/0. The

general purpose l/0 offers 12 logic inputs and 12 logic outputs,

which can be programmed via the user friendly Configuration

Service Software (Windows@ application) for a highly

customized alarm-reporting solution and station operation.

MIXED ANALOG/DIGITAL
GONVENTIONAL
G-Series site equipment can be configured to simultaneously

support both analog and digital communication. This mixed

mode form of operation allows the system t0 support a

mixed f leet of analog and digital subscribers as a flexible

long term solution, 0r as part of a gradual migration path

from analog to digital. Mixed mode operation is supported

on conventional standalone repeaters, receiver voting and

simulcast systems.

ASTRO 25 DATA
ASTR0 25 trunking and conventional systems can be

enabled with P25 lntegrated Data functionality s0 users can

leverage their investment in voice infrastructure for basic

data needs. Enhanced Data is a software feature in systems

with lntegrated Data. Enhanced Data optimizes the data

channels in an ASTR0 25 system for data applications that

require short inbound data messages like location, telemetry

and biometrics, and can improve data efficiency by 12x.For

example, with Enhanced Data, customers can set quicker

location polling rates for a larger number of users on their

system, therefore providing better real-time view to resource

locations. Based on customer requirements, ASTB0 25

Enhanced Data allows for data to be prioritized over voice,

protecting channels for data use and enabling agency shared

data channels. lf higher data throughput is a requirement,

Motorola offers HPD as an overlay on ASTRO 25 trunking

systems to provide the same coverage footprint for both

systems.

3600 TRUNKING
The GTR 8000 base radio supports 3600 trunking operation,

enabling new future-ready base radios to be added to

existing SmartZone systems with SmartX. The GTR 8000 is

software upgradeable to P25 trunking when the time is right

t0 migrate t0 P25. 3600 trunking operation is available on

both simulcast and intellirepeater systems, in either analog

or digital mode.

The GTB 8000 supports WildCard general purpose l/0 with

12 logic inputs and 12 logic outputs, which can be

programmed via the user friendly Configuration Service

Software (Windows application) for a highly customized

alarm-reporting solution and stati0n operati0n.

Using an lP connection, the GTR 8000 can be monitored,

configured and software updated from a convenient, remote

location.

G -SHRI ES SITE Eft{JI PruT EruT Pffi tr il}TJ il]"S

GTR S()(){) EXPANDABLE SITE
SUBSYSTEM
A space-efficient, single rack design, the GTH 8000

Expandable Site Subsystem (ESS) integrates up to six GTR

8000 Base Badios, redundant GCP 8000 Site Controllers

or GPB 8000 Beference Distribution Modules, redundant

Ethernet LAN switches, redundant network gateways,

transmit combiners, and receiver multicouplers. This enables

a highly resilient architecture that provides industry-leading

protection against single points 0f failure at the RF sites while
providing a turn-key site solution that minimizes site cabling

connections and installation effort.

It supports ASTB0 25 simulcast and site repeater trunking

operation, 3600 simulcast and intellirepeater trunking

operation with Smartx, HPD, and P25 digital and analog

conventional operation. When ordered as an ASTB0 25
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Express System, the GTR 8000 Expandable Site Subsystem is

the industrys only turn-key, single-site Project 25

trunking solution.

s0lution allowing complete data coverage in an

ASTB0@ 25 system without the inconvenience of f ill-in sites
for coveraqe holes.

fiCP BB{}S SITI CONTHSLTTft
The GCP 8000 Site Controller is used at an ASTB0 25 trunking
site to assign voice and data channels, manage and report
alarms on site resources, provide Ethernet switching
capability, and provide a frequency reference to GTR 8000
Base Radios, The frequency reference is provided either via a

GPS receiver or an ultra high stability 0scillat0r The nature
of these frequency references eliminates or minimizes site
visits for frequency tuning servicing.

GCM 8O${) ANI} ffRV 808{I COMPARATOHS
Used in voting and simulcast networks, G-Series

Comparators increase the talk-in coverage of a radio in the

iield. lhe comparators pick up audio f rom multiple sites and
perform a frame-by{rame analysis to build a high quality

composite audio package for transmission. The GCM 8000

supports P25 digital conventi0nal and P25 trunking systems.

The GRV 8000 supports anal0g conventional and P25 digltal
conventional systems.

UHF:380-524 MHz VHF: 136-174 MHz High Power 800 MHz

2.6

fiTN B{}0il BASE NAI}IO
Designed to support ASTB0 25 trunking simulcast, 3600

trunking simulcast with SmartX, HPD, and P25 and analog

conventional operation, GTR 8000 Base Hadios offer
additional desion f lexibility for infrastructure sites where

equipment may have to be interchanged individually during a

technology refresh or when used as a station replacement for
0UANTAR* or STR 3000 stations,

STW A{}{}B RTCEIVER
ln conventional and trunking voting or simulcast voting

applications, the GPW 8000 Beceiver increases in-bound

signal coverage for subscribers. Physical space is optimized

at receive-only sites with the GPW 8000 space efficient dual

receive module design.

GTN 8{}t]O SITE SUESYSTIM
This conf iguration supports HPD with the redundant site
controllers and GTB 8000 Base Badio configured
for data operation The specially designed low-loss
BF system ensures that HPD signal coverage equals the
coverage available from the integrated voice and data

GTR 8000 EXpANDABLE StTE SUBSYSTEM (S0M01SUM7054Al
GENERAI. PERFORMANCE

HPD INTEGRATED VOICE & DATA

700/800 MHz 900 MHz 700/800 MHz

Numberol Channels 1-5 1-6 1.6

Height with 7.5 lt Back 90.4 in (230 cm)

Footprint (W x 0)

with 7.5 lt Rack

Werght llully conligured)

withT5llBack

90.4 in 1230 cm) 90.4 in (230 cm) 90.4 in (230 cm) 90.4 in {230 cm) 90.4 in (230 cm)

20.5 x 23.5 in (52 x 60 cm) 20.5x23.5in{52x60cm} 20.5x23.5in(52x60cm) 20.5x23.5in152x60cm} 20.5x23.5in152x60cm) 20.5x23.5in152x60cm)

520 lbs {235 kg) 575 lbs {260 kq} 520 lbs (235 kg) LiHF 380-435 MHz:

475 lbs {215 kg)

UHF450-512 MHz:

565 lbs {260 kg)

475 lbs (215 kg) 538 lbs I246 kgl

.22 ro r40'F {,30 ro 60"C} -22t0140"F{-30t060"C) .22t0140"F1.30t060'C} -2210140"F(.301060'C} -22r0140"F(.30r060'C} .22t0140"F(30t060"C}t:'*'nlll1t:*n

Power Bequirements

Power Consumption

llully conligured)

Powcr Ellicrency Package

Standard

AC: 90'264 VAC. 47-63 Hz

0C: 43.2'60 VoC

AC: 90-264 VAC, 47-63 Hz

DC: 43.2-60 VDC

AC; 90-264 VAC, 47-63 Hz

DC: 43.2-60 V0C

C4FM: 3700 W
tSM, H-0P0SK: 4100 W
C4FM: 3700 W
LSM. H-DPOSK:4100W

TX: 7/16 or N Female

BX: N female

' 12.5kH2

C4tM, fM: 2755 W
lSM, H'DPOSK: 2900 W
C4FM. FM: 2900 W
tSN/. H-0P0SK:3100 W

AC; 90.264 VAC. 47-63 Hz

0C: 43.2'60 V0C

C4FM. FM:2325 W
LSM, H'DPOSK: 2500 W
C4fM, FM:2500 W
LSM. H-DPOSK: 2700 W

AC: 90'264 VAC.47-63 Hz

0C: 43.2-60 V0C

AC: 90-264 VAC. 47-63 Hz

DC: 43.2'60 V0C

C4FM, FMr 4310 W

C4FM. fi\il: 4580 W

12.5/25 kql

2200 w

2400 w

C4FM. FN/: 2500 W
LSM. H'DPOSK: 2100 W
C4FM, FM: 2650 W
LSM. H.DPOSK 22OOW

Antenna Connectors IX: 7/16 Female

BX. N Female

TX;7/16 femalc
BX: N temale

TX: 7/16 Female

RX: N Female

TX: N Female

BX; BNC Female

TX: N Female

BX N Female

Channcl Spacrng 25 kH2 12.5/25k1t 12.5125 k{z 12.5115/25/30 KHz

Transmrt Combrner Spacrng 150 kHz

Modulatron IX; 640AM. 1 60ANil, oPSK

8X.640AM, t60AM.oPSK

GPS synchronized

TX: C4FM, [SM.
H.DOPSK, TM

RX: C4ti\.4. H-CPM. FM

ffepeater Site 100 ppb/z yr

Simulcasl (Mullrsrle):

GPS synchronrzod

TX: C4FM, LSM,

H DOPSK, FM

BX C4TM, H.CPM, F[,4

Bepeater Siter 100 ppb/2 yr

Srmulcast (Multisrle):

GPS synchronued

12 5 kHz (Hybridl

150 kHz (Caviry)
150 kHz

TX: C4tM. tSM,
H-DOPSK, IM
BX: C4FM, H-CPM, FM

Bepealer Site: 100 ppb/2 yr

Simulcasl (Multisilel:

GPS synchronized

150 kHz 1450-512 iVHz)

N/A 1380-450, 512-524 MHz)

N/A

TX: FM, C4FM

BX. C4FM, H,CPM, FM

N/A

TX: C4tM, LSM. H-D0PSK

RX: C4FM, H.CPM

Frequoncy Stabllity flepeater Site: 100 ppb/2 yr

: Simulcast ll\,4ultisite):
. GPS synchronized

frepeater Site: 100 ppb/2 yr

Simulcasr {ivlulrisite):
GPS synchronizcd

Specrfrcalrons sublecl lo change wrlhoul notrce.
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GTR S000 EXPANtIABtE SITE SUBSYSTEM (S0M0ISUM7054A) coNTTNUED

TRANSMITTEB {CABINEI' OUTPUT)-

F equency Range

Average Power oulput
per channel

1-20 W

Modulation tidelity N/A

EVI\,1 10lo

lntermodulati0n Attenuation 80 dB

Spurious and Harmonic

Emissions Attenralion
90 dB

Analog FM Hum and Noise

12.5 kHz

25 kHz

Analog Audio Distortion N/A

Emissions 0esiqnalors 17K7D7D

RECEIVER (TOP OF CABINET}

HPD

INTEGBATED VOICE & DATA

900 MH,z , 700/800 MHz

935-941 N/Hz 764.i76,851-870 MHz

z-way Hybrid: 1-37 W
3-way Hybrid: 1-22 W
4-way Hybrid: 1-17 W
S'way Hybrid: 1-12 W

6-way Hybrid: 1-10 W

1-40 W

5% 5%

N/A N/A

BO dB 80 dB

HPD

700/800 MHz 
.

764-776.851-870 MHr

UHF: 380-524 MHz

380-435, 435-524 MHz

C4FM, FM:2-110W

{380-450,512-524 MH2}

LSlVl, H-DOPSK: 2-100 W
{380-450,512-524 MHz}

C4FM. tM:1-33W
{450-512 MHz)

LSI\il, H'00PSK: 1'30 W

1450-512 MH2)

5%

N/A

80 dB (450-512 lVH2)

65 dB t380-4s0. 512-524

MHz)

VHF:136-174 MHz

136-174 [/Hz

C4fM. fM:2-100W
LSM. H-0OPSK: 2-60 W

N/A

55 dB

90 dB

High Power 800 MHz

851-870 MHz

13.134 W

90 dB

N/A

8K7001 E, 8K700'tD

8K7OD1W 8K1OF1E

BK1OFlO, BKlOFlW
SKBODTE, 9K8OD7D

9K8007W 10K0F1D

1 1KOF3E, 16KOF1D

16K013E

900 MHz

45 dB

50 dB

45 dB

50 dB

s0 dB

8K70018, BK7001D

BKi001w 8K1oF1E

8K10r1D,8K10F1W

9K80D7E, 9K8OD7D

9KBODiW lOKOF1 D

11K0F3E, i6K0F10
16KOF3E

5%

N/A

55 dB

90 dB

tess than 2% at 1000 Hz

5"t"

s0 dB

N/A

N/A

N/A

N/A

45 dB

50 dB

INTEGRATED VOICE & DATA

Less than 2% at 1000 Hz

BK7OO1E, BKTOOlD

BKTOOlW BKlOIlE
8K1OF1D,8K1OFlW

1OKOF1E, lOKOF1D

10K0F1W SK8007E

9KBODiD, 9KBODTW

17K7070.16K0t10
16KOF3E, 11KOF3E

14K0F10. l4K0t3E
21K107E.21K1010
21 K7D7W

700/800 MHz

Less than 2% (1 % typical) tess lhan 2% {1% typical)

at 1000 Hz at 1000 Hz

BK7OOlE, BKTOOlD

B(7OD1W BKlOFlE

8K10t1D.8K10t1W
9K80D7E. 9K80070
gKB0DTW 10K0F10

1rK0t3E,16Kot10
16KOF3E

8K10F1t.8K10FlD.
8K1OF1W

10K0t1E10K0F10.

1OKOF1Wl6KOFlD,

16K0r3E11K0f3E.

14KoFlDt4K0f3E

700/800 MHz UHF: 380-524 MHz VHF: 136-174 MHz High Power 800 MHz

806t25 MHz

12.5 kHz: .123 dBm

25 kHzr -122 dBm

123 dBm

N/A

80 dB

trequency Bange 792'825 l/Hz 896-902 MHz 7S2-825 L/lH, 380-435,435-524 NIHZ 136-174 MHz

Analog Sensitivity
12 d8 SrNAo

N/A

Digiral Sensiriviry'i 7o Bir

Etror Bate Static IBER)

64 OAM

16 0Al\i1

OPSK

N/A 12.5 kHz: i23 dBm

25kqt: -122 dBm

12.5 kHz: I l7 dBm l3B0'
450, 512,524 MHd
12.5 kHz: -121.5 dBm

{450-512 MHz}

25 kHz: -1 16 dBm

{380"450, 512-524 MHz}

25 kHz:120.5 dBm
(4s0-512 r\.4H2)

12.5/15kHz:-118dBm

25130 kHz: '1 17 dBm

.101 dBm

-108 dBm

-115dBm

dBm

N/A

N/A

N/A

-123

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Digital Sensitivity 5% Bit
Eror Rate Static lEERl

C4FM

H.CPM

lnlermodulation Bejection 75 dB"

N/A

N/A 1185dBm

-123 dBm

-121 dBm

-1,l7 dBm {380-450,

512-524 MHzl
-121.5 dBm (450'512 N/Hz)

-1 15 dBm {380'450,
512-524MHz)
-1 19.5 dBm (450-512 l,4Hz)

-118 dBm

1 16 dBm

80 dB 80 dB 80 dB B0 d8

Digital Adjacent

Channel Rejection

50 dB" 60 dB 60 dB 60 dB 60 dB 60 dB

" Relerence signal is 0PSK

SDecificati0ns subtecl lo chan0e wilhoul notice.
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GTR 8000 EXPAruDABLE SITE SU tsSYSTEM {SOM01 SU M7054A) coNTTNUED

RECEIVER (TOP OF CABINET}

HPD INTEGRATED VOICE & DATA

I 900 MHz700/800 MHz 700/800 MHz UHF: 380-524 MHz VHF: 136-174 MHz High Power 800 MHz

i5 dB 75 dB 75 dB 75 dB

Analog Adjacent Channel

Reiection lElA603)

Analog 12.5 iHz

Analog Ad,acent Channel

Bejeclion {T146030)

Analog 12.5 kHz

Analog 25 kHz

Spurious and lmage

Besponse Rejection

N/A

N/A

N/A

N/A

N/A 50 or 60 dB {adjustable}

80 dB

50 or 60 dB (adjustable)

BO dB
,ug!g

100 dB

50 0r 60 dB ladjustable) 50 or 60 dB (adjustable)

BO dB

90 dB" : 100 dB 100 dB B5 dB l3B0-435 MHd
100 dB {450-512 MHz}

90 dB

Analog Audio Response N/A

Analog Audio Distortion N/A

N/A

N/A

+1. -3 dB lrom 6 dB per

octave de-emphasis; 300-

3000 Hz relerenced to 1000

Hz at line oulput

+1. -3 dB lrom 6 dB per

octave de-emphasis; 300-

3000 Hz referenced to 1000

Hz at line output

+1, -3 dB lrom 6 dB per

octave de-emphasis; 300-

3000 Hz relerenced to 1000

+1, -3 dB lrom 6 dB per

octave de-emphasis; 300-

3000 Hz relerenced lo 1000

Hz at line output

3yo or 5% ladjustable) 3% 0r 5% (adjustable) 3% or 5% (adjustable)

- f-1u, 
,,n. 

:r-1*,
3% or 5olo ladjustable)

Analog FM Hum and Noise

12.5 kHz

25 kHz

N/A

N/A

N/A

N/A

45 dB

50 dB

45 dB

50 dB

45 dB

dB50

45 dB

50 dB

1sl: 73.35 MHz

znd; 2.16 f,4Hz

lntermediate Frequency lst:73.35 MHz

2nd: 2.16 NilHz

1st; 73.35 MHz

2nd: 2.16 MHz

lst: 73.35 l,4Hz

2nd: 2.16 MHz

'lst: 73.35 l\4Hz

2nd: 2.16 MHz

1st: 44.85 MHz

2nd: 2.16 MHz

TRANSMITTER BF DISTRIBUTION SYSTEM

Frequency Bange

700/800 MHz Cavity !Xl0 MHz Hybrid

764-776.851-8i0 lilHz 935-941 MHz

UilF:450-512 MHz
Cavity

450-512 MHz

4.5 dB typ

32 dB

UHF: 450-512 MHz

450-512 MHi

Typical

lnsertion Loss {150 kHz

spacing)

3.1 dB lyp

Tx-Tx lsolation (150 kHz

spacing)

32 dB

RECEIVER BF DISTRIBUTION SYSTEM

700/800/9fi1 MHz

Frequency Range

2-way lossr 4.4 dB typ

3-way loss: 6.3 dB typ

4-way loss: 7.6 dB typ

s-way loss: B.B dB typ

6-way loss: 9.7 dB typ

20 dB

Limit

792-825 MHz or 896-902

MHz

Typical Iimit

Noise Figure 3.8 dB 5dB 4.6 dB 55dB

16 lo 24 dB adjustableGain 13 dB 16 to 24 dB adiustable 10 dB

3rd order 0utput lntercept 21 dBm

Amplilier lntercept

Preselector Bandwidth

19 dBm

35 dBm 40 dBm

792-825 MHz or 896'902

lVlHz

2 or 3.5 lvlHz

NRF lnpul Connector Type N

BF Output Connector Type BNC

" Beference signal is oPSK

Specificali0ns subiecl to change without nolice

DATA SHEET I C-STNIES SITE EOUIPMENT FOB ASTRO 25 SYSTEIVS



GCP 8000 SrTE C0NTR0LLER {Ti038Ai
GTNERAL PERFORMANCE

G-SERIES COMPACT SITE

GENERAI PERFOBMANCE

HP?

5.25 x l9 x l8 in

{1 33 x 483 x 457 mm}

INTEGBATED VOICE & DATA

, Repeater Site: 2B

Simulcast lMulticast): 30

5.25 x l9 x 1B in

(133 x 483 x 457 mm)

AC: 90-264 VAC,47-63 Hz

DC: 43.2.60 VDC

Frequency Eand 700 MHz.800 l\4Hz

Channel Capacity Channel Capacity

Size lHxWxD) 51.2 x 27.2 x 30.5 in lPole Mount)
59.5 x 27.2 x 36.5 in {Pad Mount)
55.3 x 27.2 x 36.5 in (Wall l\4ount)

Size lHxWxD)

Weight 40 llrs {18 kg} 40 llrs 118 kq)

Temperature Range -22 lo 140"F l-30 l0 60'C) -22 to 140.F (.30 ro 60.C)

Rack 0ption 19 in slandard rack mountable 19 in slandard rack mountable

trequencyStability GPSSynchronized Simulcast {l\.4ultisite): External

ETECTRICAT

Power Bequirements

Weight 230 lbs {empty},460 lbs lfully loaded)

Temperature Range -30 to 50'C lExlernal to Cabine0

Sack 0ption Pole, Pad, or Wall Mountable

AC: 90-264 VAC. 47-63 Hz

0C: 43.2-60 VDC

Power Consumption AC: 160 W
DC: B0 W

AC:130W
DC:60 W

GCM 8000 CoMPARAToR {T7321A}

GENERAI PERFORMANCE

GRV 8S00 C0MPARAToR {T8341A}

GENERAL PEBFORMANCE

INTEGRATED VOICE & DATA OPERATION ANATOG CONVENTIONAL

DIG]TAI CONVENTIONAI.Channel Capacity 1 ot 2

Size {HxWxD) 5.25 x l9 x 18 in
(133 x 483 x 457 mm)

Weight 40 lbs {18 kg}

Temperature Bange ,22 to 140"t (-30 to 60"C)

Rack 0ption l9 in standard rack mounlable

Time Stability External Reference

ETEGTRICAI

Power Requirements AC: 90-264 VAC 47-63H2

DC: 43.2-60 VDC

Power Consumption AC:1 module 130W
AC:2 modules 160W
DC: 1 module 60 W
0C: 2 modules B0 W

Speciticalions subiecl to change with0ut notice

Channel Capacity 1 or2

Size (HxWxD) 5.25 x 19 x 18 in

{133 x 483 x 457 mm)

Weight 36 lbs (16 kg)

Temperature Range .22 to 140"F (-30 lo 60"C1

Back 0ption l9 in standard rack mountable

Frequency Stabilily External fleference

ETECTRICAL

Power Bequirements AC: 90-264 VAC. 47-63 Hz

DC: 43.2-60 VDC

Power Consumption AC: 1 module B0 W
AC: 2 modules 105 W
DC: 1 module 50 W
DC: 2 modules 75 W

DATA SHEET I C.STN S SITE EOUIPMENT FOR ASTRO 25 SYSTEMS



{iTR 8000 BASE RAD|o i'ri03gA)
GENERAL PENFORMANCE

HPD INTEGRATED VOICE & DATA

700/800 MHz 700/800 MHz UHF: 380-524 MHz VHF: 136-174 MHz High Power 800 MHz

Size (HxWxD)

Weight

5.25 x 1g x 1B in

{133 x 483 x 45i mm)

46 lbs 121 kg)

5.25 x 1g x 18 rn

1133 x 483 x 457 mm)

46 lbs (21 kg)

5.25 x 19 x 1B rn

{133 x 483 x 457 mm)

46 lbs (21 kg)

5.25 x 19 x 18 in

.(133 
x 483 x 457 mm)

46 lbs 121 kg)

5.25 x 1g x 1B in

{133 x 483 x 45i mm}

48 lbs 122 kq)

Temperature Fange -22 to 140'F (-30 t0 60"C) ; -22 to i40"F (-30 to 60"C) '22 t0 140"F (-30 t0 60'C) -22 to 140'[ l-30 to 60'C) -22 to 140'F {-30 t0 60'C)

Power Bequuemenls AC: 90-264 VAC.47-63 Hz

DC: 43.2-60 V0C

: AC: 90-264 VAC, 47-63 Hz

, 
oc 

11199uDc

AC: 90-264 VAC.47-63 Hz

0c 43 2.60 VDC

AC: 90-264 VAC, 47-63 Hz

DC: 43.2-60 VDC

AC: 90-264 VAC.47-63 Hz

DC: 43.2-60 VDC

Power Consumption

Power Efficiency Package

Standard

Antenna Connectors TX

Antenna Connectors BX

325 W

325 W

C4FM. FM: 405 W
tsM. H.DPoSK. 425 W
C4FM. FM:430W
LSM, H'DPOSKr 470 W

C4FM. FM: 410 W
tS[/. H'DPoSK: 445 W
C4FM. tM: 435 W
TSN/, H DPOSK.455 W

C4FM. FM: 405 W
LSM. H-OP0SK:315 W

C4Fl,4, FM: 435 W
tSM. H-DP0SK: 345 W

C4FM. FM: i00 W

C4tM, FM; 725 W

N female

8NC female

N lemale N lemale N lemale N lemale

BNC female

N lemale "
BNC lemale
N lemale "

12.5125kql

BNC female
N female "

12.5115/25130kqz

BNC lemale

_.--__ , |_"1-19,. *
12.5/25kqzChannel Spacing

Modulation

25 kHz

TX: 640AM, 160AM, oPSK

RX:640AM, 'l60AM, 
OPSK

12.5125 k{z

7ffi/800 MHz

TX: C4FM, LSM, H DOPSK, tM
BX C4[M, H.CPM, fM

TX: C4FlV1. LSM, H'D0PS(, FM

BX: C4FM, H-CPM, FM

TX: FM, C4FN/

BX: C4fM, H-CPl\.4, tM
TX: C4tM, tSM. H'DOPSK, FM

BX: C4FM, H-CPM. FN/

100 ppb/2 yr or

Erternal Relerence

Frequency Stability

TBANSMITTER

Frequency Bange

External Relerence

700/800 MHz

764-776,851-870 MHz

100 ppb/2 yr or

Exlernal Reference

100 ppb/z yr or

External Reference

100 ppb/2 yr or

External Belerence

UHF: 380-435 MHz
UHf: 435-524 MHz

VHF:136-174 MHz 800 MHz:
High Power & low Power
unless indicated

764-776. 851-870 MHz

2.100 w

380-435. 435-524 MHz i36-174 lvlHz 851-Bio N4Hz

Power oulput 2-50 W C4FM, FM: 2-110 W
H-00PSK, LSN4: 2-100 W

C4FM, FM: 2-100 W
H.0oPSK, tSM: 2-60 W

High Power:15-150W
Low Power: 2-30 W

!r*li!ni,tu-nlytdy__- , .J:|911Ii9!!, _ .

Modulation Fidelity N/A

EVM 10%

lntermodulation Attenuali0n 80 dB

Spurious and Harmonic
Emissions Attenuation

s0 dB

Full B€ndwidlh

50/"

tull Bandwidth

5"/"

Filll Bandwidth Full Bandwidth

Solo 5%

N/A

80 dB

90 d8

N/A

65 dB 55 dB

N/A

55 dB

Analog FM Hum and Noise
12.5 kHz

25 kHz

45 dB
50 d.B

less than 270 at 1000 Hz

N/A
N/A

90 dB

45 dB
50 dB

Less lhan 29o llYo typical) at
1000 Hz

8K7001E. 8K70D10. BK7001W
BK10F1E, 8K10F10, 8K10[1W
9K8007E, 9K80070, 9K8007W
lOKOFlD, 1 1KOF3E, 16KOF1 D

16K0t3e

90 dB 90 dB

45 d8
50 dB

45 dB
50 dB

Less than 2% {1% typical) at less lhan 2% at 1000 Hz

1000 Hz

Analog Audio Distortron N/A

Emissions 0esignators

BECEIVER

17K7D7D

700/800 MHz

8K7OO1E, BK7OD1 D, BKTOOlW
8K1OF1E, 8K1OT1 D, BKlOFlW
10K0F1E, 10K0t10. 10KOF1W

9KBOD7E, 9K8OO7D, 9KBODTW

17K7070, 16KOF1 D, 16KOF3E

1 1K0t3E. 14KoF10, 14K0F3E

21K7 D7 E. 21 K1 D1 0. 21K1 DlW

BKTOD I E, 8KiOD1 D, 8K7OO1W
BK1OFl E, BKlOFlD, BKlOFlW
9KBOD7E, 9KBOO7O, 9KBODTW

10K0F1 D, 1 1K0F3E, 16K0F10
16KOF3E

High Power:
BK1OFlE, 8K1OF1D, 8K1OT1W
16KOF1D, 16KOF3E, 11KOF3E

14K0t1D,14K0F3

Low Power:
8K10F10. 8K10F1E. 8K10F7W

8K70D1W 8K70D7W 9K8007W
10K0F1D. 1 1 K0t3E. 16K0t3E
16KOF1D

700/800 MHz UHf: 380-435 MHz
UHF: 435-524 MHz

VHF: 136-174 MHz High Power 800 MHz

fr:gr.nrvB9.lsr . -...

Analog Sensitivity
(r2 dB srNAo)

Digital Sensitivily
Rate Static (BEBI

64 OAM
16 OAM
OPSK

1ol" Bit Etror

J92-825 
MHz

12.5 kHz: -118 dBm
25 tHz: -117 dBm

380-435. 435-524 N.4Hz

125kHz:-118dBm
25kHz-1l7dBm

136-174 MHz

12.5 ftHz; -1 l9 dBm
25130 kHr -118 dBm

12.5 kHz: -118 dBm
25 kHz: -1 17 dBm

792-825MHz 806-825 MHz

N/A

-SB dBm
.104 dBm
-i11 dBm

N/A
N/A
N/A

N/A
N/A
N/A

N/A
N/A
N/A

N/A
N/A
N/A

Diqital Sensitrvity 5% Bit Eror
Rare Slatic (BER)

C4FM N/A
H:CPM *10

' Belerencesrqnal as 0PSK " 0ptional Preseleclor
Specrlrcalrons sublecl lo change wrlhoul n0lrce.

1 18 dBm
16 dBm

1 18 dBm

BDATA SHEET I C.SINIES SITE EOUIPMENT FOR ASTBO 25 SYSTEMS

1 1B dBm
1 16 dBm

1 l9 dBm
1 17 dBm 1 16 d8m



GTR 8000 BASE RADI0 (T7039AlcoNTINUED

RECEIVER

HPD

lntermodulation Rejection 75 dB.

Digital Adjacent Channel

Bejection

50 dB'

700/800 MHz

N/A

INTEG8ATEO VOICE &
DATA

700/800 MHz

85 dB

60 dB

75 dB

50 or 60 dB {adjustable}

80 dB

+1,'3 dB from 6 dB peroctave

de-emphasis; 300-3000 Hz

relerenced to 1000 Hz at line

0utPut

3% or 5% ladjustable)

UHF:380-t135 MHz
UHF:435-524 MHz

85 d8

60 dB

75 dB

50 or 60 dB {adjustable)

BO dB

+1, -3 dB hom 6 dB per octave

de-emphasis; 300-3000 Hz

referenced to 1000 Hz at line

output

3% or 5% {adjustablel

VHF: 136-174 MHz

85 dB

60 dB

75 dB

50 or 60 dB (adjustablel

80 d8

+1, -3 dB lrom 6 dB per octave

de-emphasis; 300-3000 Hz

referenced to 1000 Hz at line

output

3j6 or 5% (adiustable)

High Power 800 MHz

85 dB

60 dB

75 dB

50 or 60 dB {adjustable)

80 dB

+1, -3 dB from 6 dB peroctave

de-emphasis; 300-3000 Hz

referenced to 1000 Hz at line

output

3% or 5% ladjustable)

Analog Adjacent Channel

Bejection lEl4603) Analog

12.5kqz

Analog Adiacent Channel

Rejection {TlA603D}

Analog 12.5 kHz

Analog 25 kHz

Spurious and lmage Besponse 85 dB'
Bejection

Analog Audio Besponse N/A

85 dB

100 dB"
85 dB

100 dB"
90 dB

95 dB"
85 dB

100 dB"

N/A

N/A

Analog Audio Distonion N/A

N/A

N/A

Analog FM Hum and Noise

12.5 kHz

25 kHz 45 dB

50 dB

1st: 73.35 l\4Hz

2nd:2.16 MHz

1st 73.35 MHz

2nd: 2.16 MHz

1st 73.35 MHz

2nd: 2.'16 l\4Hz

45 dB

50 dB

45 dB

50 dB

45 dB

50 dB

1sr:44.85 lvlHz

2nd: 2.16 MHz

1st:73.35 MHz

2nd:2.16 MHz
lntermediate Frequency

GPW 8000 RECETVER (T7540A)

GENERAL PERFORMANCE

INTEGRATED VOICE & DATA

700i800 MHz UHFr 380-i135 MHz
tlHF: 435-524 MHz

VHF: 136-174 MHz

Size {HxWxD) 5,25 x l9 x 18 in

{133 x 483 x 457 mm)

5.25 x l9 x 18 in

11 33 x 483 x 457 mm)

5.25xl9xl8in
(133 x 483 x 457 mm)

Weight 36 lbs (16 ks) 36 lbs 116 kq) s6 lbs {16 ks)

Temperalure Sange -22 to '140'F f30 to 60'C) -22 to 140"F l-30 to 60"C) -22 to 140"F (-30 to 60'C)

Power Bequirements

AC

DC

90-264 VAC. 47-63 Hz

43.2.60 VDC

90.264 VAC. 47-63 H2

43.2.60 vDc

90.264 VAC.47-63 Hz

43.2-60 VDC

Power Consumption

AC - Power Efficiency Package

0C - Power Efficiency hd<age

AC

DC

1 l/odule

40w

30w
80w

50w

2 Module

65W

50w
105 W

75W

1 Module

40w

30w
80w

50w

2 l\,lodule

65W

50w
105 w
75W

'l Module

40w

30w
80w

50w

2 Nilodule

65W

50w
105 W

75W

Antenna Connectors RX BNC female
N female **

BNC female

N female .'
BNC female
N female **

Channel Spacing 12.5/25kqz 12.5/25k{z 12.5115/25130 kqz

Modulation c4Ftv, Fr\,4 C4IM, TM C4TM, TM

DATA SHEET I E.STNIES SITE EOUIPMENT FOB ASTRO 25 SYSTEMS

Conventional: 100 ppb/2 yrFrequency Stability Conventional: 100 ppb/2 yr Conventional: 100 ppb/2 yr

Relerence signal is 0PSK " 0pllonal Preselecl0r

Specifications subjecl lo change wilhoul notice.



GPW 8000 RECEIVER (T7540A) coNnNUED

RECEIVER

INTEGBATED VOICE & DATA - CONVENTIONAT

700/800 MHz UHF: 380-4i15 MHz
UHF: 435-524 MHz

VHF:136-174 MHz

Frequency Range 
.- .

Analog sensitivit\, t2 dB sINAD

792-825 lVHz 380-435 MHz, 435-524 MHz 136-174 MHz

12.5 kHz:-118 dBm

25 kHz: -l 17 dBm

12.5 kHz: -1 1 8 dBm

25 kHz:-1'17 dBm

12.5/15 kHz: -l19dBm
25130kHz:.il8dBm

Digital Sensitivity 5% 8it Etror

Rate Static {BER)

C4Fl\il

H.CPM

1 18 dBm

1 l6 dBm

-1 1B dBm

-l16dBm

i 19 dBm

I 17 dBm

lntermodulation Rejection 85 dB 85 d8 85 dB

0igital Adjacent Channel

Bejection

60 dB 60 d8 60 d8

Analog Adjacent Channel

Bejection (E14603)

Analog 12.5 lHz

Analog 25 kHz

75 dB 75 dB 75 dB

Analog Adjacent Channel

Rejection {T1A6030)

Analog 12.5 kHz

Analog 25 kHz

50 or 60 dB {adjustable)

BO dB

50 or 60 dB ladjuslable)

80 dB

50 or 60 dB (adjustable)

80 dB

Spurious and lmaoe Response

Beieclion
85 dB

100 dB'
85 dB

100 d8'
90 d8

95 dB.

Analog Audio Besponse +'1, "3 dB from 6 dB per octave de-

emphasis; 300-3000 Hz referenced to
1000 Hz at line oulput

+1, -3 dB from 6 dB per octave de-

emphasis; 300-3000 Hz referenced to
1000 Hz at line output

+1, -3 dB from 6 dB per octave de-

emphasis; 300-3000 Hz referenced to
1000 Hz at line output

Analog Audio Oistonion 3% or 5% {adjustable) 3% or 5% ladjustable) 3% or 5% (adjustable)

Analog Fl\,,| Hum and Noise

Analog 12.5 kHz

Analog 25 kHz

45 dB

50 dB

45 d8

50 dB

45 dB

50 dB

lntermediate Frequency 1sr:73.35 lvlHz

2nd:2.16MHZ
lsr;73.35 MHz

znd:2.16MH|
lsr:44.85 MHz

znd: 2.'16 MHz

0plioral Preseleclor

Specificalrons subjecl lo change without n0lice.
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GTR 8()O() SITE SUBSYSTEM (T7133A)

GENERAT PERFORMANCE

HPD

700/800 MHz

Number of Channels

Heighl 27 RU. 50.4 in {128 cm)

Foolprint {W x D) 20.9 x 25.4 in 153 x 64.5 cm)

Weight 225 lbs (102 kq)

Temperature Bange -22 to 140'F {-30 to 60"C)

Power Requiremenls AC:90-264 VAC,47-63 Hz

0C: 43.2-60 VDC

Power Consumplion

{fully configured)

AC: 615 W
DC:495 W

Antenna Connectors TX N female

Antenna Connectors BX N Female

Channel Spacing 25 kHz

l\4odulation TX: 640AM, l60AM. OPSK

RX: 640AM. 1 6QAM. OPSK

Frequency Stability GPS synchronized

TRANSMITTER INCTUDING RFDS

HPD

700/800 MHz

Frequency Bange 764-776,851-870 I/Hz

Average Power output pet 1-27 W
channel

Electronic Eandwidth Full Bandwidlh

Eror Vector Magnitude 10%

Spurious and Harmonic

Emissions Attenuation

90 dB

Emissions Designators 17K7D7D

RECEIVER INCTUDING RFDS

HPD

700/800 MHz

trequency Range 792-825 N4Hz

Sensitivity 1% Bit E(or Hare

Static (BEfl)

64 OAM

16 OAM

OPSK

101 d8m

108 dBm

I 15 dBm

lntermodulation Rejection 75 d8.

Adjacenl Channel Sejection 50 dB-

Spurious and lmage Response

Reiection
90 dB.

lntermediate Frequency

1st

2nd

73.35 MHz

2,16 l\i1Hz

Preselector Bandwidth 792-825 MHz

'Reference signal is 0PSK.

Specificalions sublect lo change withoul nolice.
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FCC TYPE ACCEPTANCE

TCC DESIGNATION

Frequency Range rype Power 0utput Type Acceptance Number

136-174 MHz Transmitter 2-1 00 w ABZ89FC3790B, ABZ89f C37998

136-174 MHz Receiver N/A 48289FR37918

406'435 MHz Transmitter 2-1 l0 w ABZ89FC4821B

406-435 MHz Receiver N/A ABZ89FR4822B

435-512 MHz Transmitter 2-1 r0w ABZ89FC4819B

435-512 lilHz Beceiver N/A ABZ89FR482OB

764-776 MHz Transmitter 2.1 00 w
2.50 W {HPD}

ABZ89FC58128

851-870 MHz Transmitter 2.100 w
2.50 W {HPD)

ABZ8SFC581OB

792-825 MHz Beceiver N/A ABZSSTRsEI 1 B

935-941 MHz Transmitter 2.120W ABZ89[C58238

896-902 MHz Beceiver N/A ABZ8STF5824B

851-870 MHz Transmitter 15-150W ABZ89FC58258

EU REGULATORY COMPLIANCE
CE mark is available on the GTR 8000 Base Radio {T7039A) and GPW 8000 Receiver {T7540A} in the following frequency ranges: UHF 380-525 MHz and VHF 136-174 MHz.

Specilications subject to chanOe without notice.

a MOTOROLA SOLUTIONS

Motorola Solutions, lnc. 500 West Monroe Street, Chicago, ll 60661 U.S.A. motorolasolutions.com

M0T0BOLA, lV10T0, M0T0B0lA S0LUTI0NS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings, LLC and

areusedunderlicense.All0thertrademarksarethepropertyoftheirrespectiveowners.@20lTMotorolaSolutions,lnc.Allrightsreserved.12-2017
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MSC ?5ffiffiffi HP DISPATCH CONSOLE
THE GONTINUAL PURSUIT FOR OPERATIONAL EFFICIENCY
Better manage the flow of critical information and be the pipeline of intelligence to those who need

it mostwith the MCC 7500E lP Dispatch Console. The ultra small form factor makes deployment simple
and easy acr0ss dispatch centers where space is at a premium. Additionally, the MCC 7500E offers
dual Ethernet connections minimizing the risk of a lost connection.

TAKE IT WITH YOU
The MCC 7500E lP Dispatch Console provides a f ull console

interface experience anywhere inside or outside of your radio

network. lt can operate as a permanent, back up or mobile

solution, with full console functionality. Whether for a planned

event or immediate emergency response, command a wealth

of information for high-impact results. Connect t0 responders

with voice, Talkgroup Text lVessage and t0ne communication on

ASTR0@ 25 trunked and conventional systems.

DISPATCH APPLICATION ECOSYSTEM
The ability t0 integrate Motorola Solutions and other third
party dispatch applications with the IVCC 7500E console API

creates a dispatch environment that helps y0u meet the needs

of your first responders.

Motorola Solutions Certilied Logging Recorders
The Motorola Solutions certif ied NICE and Verint Logging

Becorders provide seamless dedicated recording for the

MCC 7500E console to improve productivity and offer post

incident insights to your operations. They are the 0nly recording

solutions that meet all of the extensive Motorola Solutions
performance specif ications required to be implemented on the

ASTR0 25 lP network.

Premier0neru Computer Aided Dispatch
PremierOne CAD integrates with the MCC 7500E c0nsole to

streamline workflows, minimize key strokes and reduce input

error for more dispatch efficiency. Your personnel can operate

within a single interface and from 0ne m0use and keyboard

t0 receive 9-1-1 calls, manage an incident response and

communicate critical information to responders in the f ield.

DATA sHEET I wcc zsoot rp DTSpATCH coNSOLE # TU] OTO F' O L A S O L U T I OA/S



Advanced Messaging Solution
The Advanced Messaging Solution builds upon the Talkgroup Text

Messaging capability 0f the MCC 7500E lP Dispatch Console, f urther

enhancing responder decision-making abilities by facilitating
two-way texting between dispatch and users in the field. When

voice communication is not an 0pti0n, Advanced Messaging

Solution provides responders with critical information, right at their
fingertips, on portable radi0s 0r broadband devices.

APX Personnel Accountability
Streamline on-scene roll calls and gain the confidence t0 make

critical decisions with an easy t0 use single screen view showing

the status of all on-scene personnel. Rapidly execute evacuation

orders to quickly alert your team to changing situations and see

that everyone acknowledges.

EASE OF USE MAKES FOR MORE
EFFECTIVE SUPPORT
First responders don't know or care where your dispatchers are.

Yet, they need the same high level of responsiveness in each

and every emergency. The MCC 7500E leverages a graphical user

interface (GUl) that has been continuously improved upon based on

user feedback for over 10 years. Examples of enhancements range

from various color choices for resource backgrounds, buttons, 0r 0n

screen text to fully customizable sizes of resources. The continual
pursuit of operational efficiency enables your dispatchers to quickly

adapt to a new system with a short learning curve and minimal
training allowing them to feel right at home.

The customizeable GUI design helps your dispatchers become more

eff icient and productive using purpose-designed workf lows with
minimal click-throughs, critical resource information displays and

contextual right-click menus. lt is also benef icial for switching

seamlessly between the MCC 7500E, MCC 7500 and MCC 7100|P
Dispatch Consoles. enabling dispatchers to provide the same level

Enhanced lnlegrated lnslant Recall Recorder

of service every time, with no additional training. Extra features are

designed specifically to enable a sm00th transition. The Enhanced

lntegrated lnstant Becall Recorder helps maintain typical dispatch

operation without extra equipment or installations. lt can provide

your dispatchers with access to the audio and associated call

information across all call on their dispatch consoles. With f lexible

configuration options the Enhanced lntegrated lnstant Recall

Becorder can be easily customized t0 meet the needs of individual

dispatchers. The optional Audi0 lnterface Module (AlM)facilitates

use of purpose-built dispatch accessories if desired in place of
commercial off-the-shelf USB accessories. With the MCC 7500E,

you'll maximize your effectiveness in coordinating and informing

first responders, from anywhere.

THE INTELLIGENCE YOU NEED, EVERY TIME,
ALL THE TIME
First responders rely heavily on dispatch for support. They need to

be confident that your team can always offer the right information

and coordination when an emergency arises. The inherent reliability

and security 0f the ASTRO 25 system ensures first responders

and dispatchers stay c0nnected with best-in-class audio quality.

Bedundant Ethernet connections provide dispatchers with continued

access t0 their dispatch consoles even during failures in the lP

network LAN switches. For peace of mind that the right information

always gets through, rely on the MCC 7500E lP Dispatch Console's

smart voice prioritization and intelligent audio routing capabilities at

your dispatch positions. Furthermore, continuous link and resource

polling gives your dispatchers the confidence that 0nce connected

they stay connected.

SCALE UP YOUR SYSTEM NOT YOUR COST
lf your public safety agency is like most others, money is tight f0r
you rioht now.

futernal Paqing Foot Switch Port Eeserved

Encoder Port

Desk Top

Microphone Port

NENA Compliant

External Phone

lnterface Port

Private Aux

Y0 Port

Local Logging

Headset

Jackbox

Headsel.

Jackbox

DATA SHEET I MCC 75OOE IP DISPATCH CONSOLE

Recorder Port Reserved Computer
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Tail0r the IVICC 7500E lP Displach Console to your needs with the customDable user interface

The MCC 7500E console is a cost effective, completely software-

based solution, Flexible deployment 0ptions reduce physical space

requirements and system management does not require specialized

hardware knowledge. New functionality and expanded capacity

arrive via software updates - upgradeable from a centralized,

single point 0f c0ntact. This cuts down on the time, expense and

inconvenience of growing or managing your system.

Scale to the needs of your organizati0n n0w and into the future

with licensed capacity of 15,30,45,60, 100, or 160 Radio

Besources. Deploy the MCC 7500E console incrementally with

interoperation with the MCC 7500, for even more installation

f lexibility.

SOLUTION COMPONENTS
MCC 7500E Consote Positions
The MCC 7500E console connects directly to the radio system's lP

transport network without gateways or interface boxes. Vocoding

and encryption are performed within each software-based operator

position. MCC 7500E consoles functions as an integrated component

of the total radio system without additional centralized electronics.

The MCC 7500E console position can be comprised of a desktop

workstation with just a headset, 0r operate with a small formfactor

computer and monitor with a keyboard, mouse/trackball/

touchscreen, up to 8 assignable speakers, and a a range of audio

accessories. The MCC 7500E is designed for the workspace of the

future. At 2.3 inches tall, the HP Z2 Mini is perfectly suited for

dispatch operations were space is limited.

Audio Accessories
Both Mission-Critical Audio Accessories are available including

goose neck microphone, foot-switch and headset jack-box.

Additionally, commercially available USB connected accessories can

be used if desired.

Compatibility
For dispatch users who need to conduct dispatching activities and

other tasks on a single computer, the following applications are

supported for such installation:

. K Core Configuration Manager

. ASTRO 25 Advanced Messaging Solution

. MKM 7000 Console Alias Manager Server

. MKM 7000 Console Alias Manager Client

. PBX 7000 Console Proxy Server

o Voting Control and Display Client

. Personnel Acc0untability Client

. Premier0ne Text Messaging Client.

Radio Besource Capacity Licenses

Badio Hesource Capacity Licenses are available for 15, 30,45, 60,

100, or 160 radio resources.

Capacity licenses are issued for the life of the product and continue

in force when the system is upgraded.

Bemote 0peration
Full dispatch capability is provided when operating outside of the

ASTRO 25 Network. The MCC 7500E console supports firewall
controlled access for up t0 160 channels into the secure ASTR0 25

network f rom the Customer Enterprise Network (CEN). For remote

access with additional security, virtual private network (VPN) access

is also supported through ihe CEN.

DATA SHEET I VCC ZSOOT IP DISPATCH CONSOLE



SPECIFICATIONS

SystemCompatibility ..,
Vocoder Algorithms Supported

ASTB0o 25 System

AMBE, (IMBE is compatible with AMBE|, G.728 (for Analog Conventional), G.7'l 
'1 

{Telephony)

Encryption Al gorithms Supported AES (256 bitl, DES-0F8, ADP (Advanced Digital Privacy)

MCC 75()OE IP DISPATCH CONSOTE CAPACITIES

Assignable Radio Besource Capacities 1 5. 30. 45. 60. 1 00. 1 60

Simultaneous Audio Sessions per Console 60

Bandwidth Requirement per Channel 35 kbps

Simultaneous Encryption/

Decrypti0n Sessions per Secure Capable Console

60

Multi-Select Gr0ups per Dispatch Console Up to '16

(with up t0 20 Members per Multi-Select group)

Patch Groups per Dispatch Console Up t0 1 6 (with 20 members per patch group)

USB AUDIO INTEBFACE MODUTE SPECIFICATIONS

Before you m0unt and install the USB Audio lnterface device (AlM), verily that you meet the environmental requirements necessary lor the device to operate.

Connector type Device

BJ45 0ne desktop gooseneck microphone, one local logging recorder,

one external telephone headset, one external paging encoder, one
footswitch, and support lor four private Aux l/0's.

Audio lntertace Module (AlMl

DB1 5 Two headset lacks connectors.

Dimensions(HxDxW) 1.69 x 5.23 x 8.39 in (43 x 133 x 213 mm)

Weight 1.43 lbs {0.65 kg)

AC 0perating Voltage for the
USB AIM Power Supply

90 vAc - 264 VAC

Minimum Input Voltage 90 VAC with 57-63 Hz

Maximum Input Voltage 264 VAC with 47-53 Hz

Typical lnput Voltages 1 1 5 VAC and 230 VAC

DC 0perating Voltage lor the
USB AIM Device

12 VDC (nominal)

Maximum Power Consumption 0.5 A at 12 VDC (6 Wattl

0perating Temperature 5"C (41'F) - 40.C {1 04"F}

Storage Temperature -25"C (-1 3'F) - 70.C {1 58"F1

Belative Humidity Operating 0% - S0% relative humidity at 40'C non-condensing

CertiJications CE

CMM EPUF 50

EAC

Safety

csA 60950-1 -07 201 1 -1 2

ul 60950-1 201 1

lEc 60950-1 2005

EMC Emissions & lmmunity

FCC partl58 Class B

tcES-003

EN 60950 - 1 : 2006+ A1 1 : 2009 + A1 : 2010 + A12:2011

EN55022 :201 0

EN55024 :201 0

EN 61000-3-2:2006 +A1 :2009 +A2:2009

EN 61000-3-3:2008

Energy Efficiency

lnternational Energy Efficiency Level V
(AlM power supply onlv)

a TWOTOF'OLA SOLUTIONS

lvlolorola S0lutions, lnc.500 West Monroe Street, Chicago, ll 60661 U.S.A. motorolasolutions.c0m/dispatch

[/0T0801A, M0T0, M0T0R0tA S0LUTI0NS and the Stylized M Logo are trademarks or registered trademarks 0f l\4otorola Trademark H0tdings, LLC and
are used under license. All other trademarks are the prope(y of their respective owners. O 2017 Motorola S0luti0ns, Inc. All rights reserueci. 08-2017



PRODUCT SPEC SHEET

IVCD 5OOO DESKSET SYSTEM {&

MCD 5000
DESKSET SYSTEM
Expand your communications with
VolP technology. Scalable from

small operations to complex control

centers and geographically disbursed

operations, you can depend on the

new modular MCD 5000 Deskset

System with VolP technology for
your conventional and trunked

communications. Whether used in

dispatch environments, back-up sites,

special events or call monitoring, you

can easily expand communication

capabilities throughout your

organization using your lP network.

This easy-to-deploy solution enables

communications across your network

when and where you need it most,

increasing safety, awareness and

coordination.

MCD S(}t){} DESKSET
A flexible desktop console, the MCD 5000 Deskset

provides digital control for a variety of Motorola

two-way radios, and can c0nnect directly to a radio

or over an lP network using the MCD 5000 Badio

Gateway Unit {RGU).

The MCD 5000 Deskset digital control link emulates

the buttons and display of the connected radio and

performs all the functions of the radio control head.

And with a large and easy-to-read color LCD screen,

intuitive layout and an adjustable viewing angle, the

MCD 5000 Deskset is ergonomically designed for

both occasional and constant everyday use.



PRODUCT SPEC SHEET

MCD SOOO DESKSET SYSTEM

MCD 50(l(l RADIO GATEWAY UNIT
Connect the MCD 5000 Deskset to radios over your

lP network using the MCD 5000 RGU. The MCD 5000

Deskset allows users to dynamically switch between

MCD 5000 RGUs, giving access t0 additional radios

across the network and expanding communications.

Each MCD 5000 RGU can connect up to four radios,

and each MCD 5000 Deskset can connect to one radio

at a time.

DESKSET AUDIO ACCESSORIES
With flexible communication options, you can use

the handset, Push-To-Talk (PTT) switch and built-in

condenser microphone, or add the optional headset,

footswitch and desk microphone accessories for user

convenience.

IP NETWORK
Take full advantage of VolP technology and deploy the

MCD 5000 Deskset when and where you need it on

your lP network.

CONFIGURATION AND
REPORTING TOOLS
0ur configuration tool offers the convenience of remote

use from anywhere on the network or local use with

an Ethernet connection. And you can provide timely

support and save travel time when you remotely access

your system to configure the MCD 5000 Deskset and

MCD 5000 BGU. You can also remotely run reports and

perform queries for information you need to make real-

time decisions. Additional supervisor reporting t00ls

allow monitoring of each MCD 5000 Deskset System

devices (MCD 5000 Deskset/McD 5000 RGU)

to enhance training and operational efficiencies.

OPERATIONS MANAGEMENT CENTER
(0MclsERvER
An optional main management server for the

MCD 5000 Deskset System, the Operations

Management Center (0MC) enables system operation,

maintenance, provisioning, and control for larger

installations, as well as for customers with information

assurance (lA) needs.

This central repository stores registration for all system

users, MCD 5000 Desksets and radio resources, along

with system-wide information including alarms, logs

and audits. The OMC server runs on the Red Hat@

LINUX@ operating system.

Providing user-level interface to the 0MC, the

Administrator Control Panel Client (ACP) PC allows

local and remote administration access for system

management activities. The ACP runs on Microsoft

Windows 10 (64-bit)and is required for systems with
an OMC..

The MCD 5000 BGU connects

radios to the MCD 5000

Deskset over your lP network
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MCI] 5OOO DESKSET SYSTEN/
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The MCD 5000 Deskset lets you control a wide variety of digital radios

APXrM 7500 Multiband Consolette
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CDM Series Radios:

cDM 1550*

CDM 1550 LS*

CDM 1550 LS+'"

Dimetra TETRA Mobile Badios:

NiTM5400

l\/TMBOOE

MCS 2000rM Model lll Control Station

TBC Radios/Base-Stations/Adaptors

4-Wire E&M Radios

M0TOTRB0 XPR5550e

ASTR0@ Consolette (W9):

ASTB0' Spectra ''

ASTB0e Spectra Plus''

ASTBO.'i XTL"'50OO
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PRODUCT SPEC SHEET

MCD 5OOO DESKSET

SPECIFICATIONS

MCD S(){)() DESKSET MCD 5(}O() RADIO GATEWAY UNIT

Dimensions Height:4.17 in (106 mm)

Width: 10.35 in {263 mm)
Depth: 8.27 in {21 0 mm)
Weight: 3.97 lbs (1.8 ko)

Dimensions

Environmental

Height: 1.65 in {42 mm}

widrhi 8.58 in (218 mm)

Depth: 10.39 in (264 mm)

Weighr 5.73 lbs {2.6 kg)

0penating temperature:
-30'C to 60'C (-22'F to 140'fl
Storage temperature:
-40 "C to 80'C (-40 "F to 176 "F)

Humidity: 5% to 95% @ +50" C {122' F},

Non-Condensing

Environmental 0perating temperature:

0'C to 50'C (32'F to 122'F)

Storage temperature:
-40 'C to 80 'C {-40 'F to 1 76 'F)
Humidity: 5% to 95% @ +50" C (1 22" Fl.

Non-Condensinq

Power lnput power: +10.8 t0 +13.2VDC, (+12 V
nominal)

Dispassion: 12.5W N/ax. 37VDC t0 57VDC.

Powered via P0E-PD; meeting 802.3af
Standard for Powered Desksets class 0

Power lnput power:+'10.8 to +14VDC, {+12 V
nominal)

Dispassion: 9W Max. 37VDC to 57VDC.

Powered via P0E-PD; meeting 802.3af
Standard for Powered Desksets class 0

Audio The end-to-end distortion is no more than
3% THD

The generated audio is no m0re than -50

dBm of Hum and Noise below the rate
audio output

The crosstalk betlveen any audio signals
is no more than -65 dBm at
0 dBm transmit audio power

Audio The end-to-end distortion is no more than
3% THD

The generated audio is no more than -50

d8m ol Hum and Noise below the rate
audio output

The crOsstalk between any audi0 signals
is no more than -65 d8m at
0 dBm transmit audio power

Supported Radio

Protocols

Regulatory-EMC FCC part 1 5 class A

Supported Sadio
Protocols

Regulatory-EMC FCC pan 15 class A

RS-232 TTL using RJ-45 connector. S89600,
IB 4W-E&M, TBC

R5.232 TTL, S8S600, IE 4W.E&M. TRC,

XCIVP

Salety EN60950-1 Safety EN60950-1

Green Producl BoHS, WEEE Mark Green Product RoHS, WEEE Nlark

Certlfied Standard

Compliance Requirements

CE Mark, tCC part 15 A Mark. UL Mark
(for PS. only) US lederal government

Environmentally Pref erable Specification

{EPP) Program

Non-cenified Standard CSA, Ut, N/0T0B0LA Wt I cerrificarion,
ComplianceRequirements CMM

Certitied Standard CE Mark, FCC part 15 A Mark, UL Mark
Compliance flequirements {l0r PS. only) US federal government

Environmentally Prelerable Specilication

{EPP) Program

Non-certified Standard

Compliance Requirements
CSA. Ut, lV0T0R0LA Wl8 certification,
cMt\4

Vocoders G.71 1 and G.729 Vocoders G.71 1 and G.729

MCD 5()OO DESKSET SYSTEM CAPACITIES

Maximum Number

ol Radio Resources

512

Maximum Number

of MCD 5000 Radio

Gateway Units {BGtJs)

128

Maximum Number

of Radios per MCD 5000

Eadio Gateway Unit (8GU)

4

Maximum Number

of IVICD 5000 Desksets

100

lvlaximum Number of Groups 20
per MCD 5000 Deskset

Maximum Number of Users 8 {Non-0MC System)
per IV1CD 5000 Deshet 1,000 {0I/C System}

ill;ihleVnli)t.r.rrrtnr;itit:i:1irts:r,,.:I,..:-:.::1. r:..,i ,..,, ..i :.t::,:sCnl;)ll\,pOtVSit
motorolasolutions.com/d ispatch.

Motorola Solutions, Inc. 500 West M0nr0e Slreet. Chicag0, ll 60661 U.S.A. motorolasoluti0ns.com
M0l080tA, M0T0, M0T0R0LA S0LUTI0NS and the Stylized l\4 Logo are trademarks 0r registered trademarks of Motorola Trademark Holdings, LLC and are

used under Iicense. Microsoft, Windows, Windows lvle and Windows Vista are registered trademarks of Micros0ft Corporati0n in the United States and

other countries. All other trademarks are the property of their respective owners. O 201 8 lvl0t0r0la Solutions, lnc. All rights reserued.
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WAVE enables interoperable push to talk (PTT)

communicati0n across broadband and radio

networks and devices s0 that critical, time-sen-

sitive information flows quickly and securely

between mobile workers and teams.

Whether 0n a smartphone, radio, computer 0r

landline, your personnel can connect instantly

and securely with WAVE.

USE RIGHT DEVICE FOB THE JOB

Perhaps y0u're an executive traveling for a

conference but you want t0 stay c0nnected t0
your radio system.

0r, you use your radio for operational purposes

and do not need to carry a ruggedized radio

with you all of the time. Maybe y0u're a

government agent working undercover. Your

smartphone and ear buds would be ideal to
c0nnect t0 other tactical units while keeping
you inconspicuous. For every police officer on

the beat, agent on a job or worker on shift,
there are many other personnel that can

provide support, often life-saving assistance,

with PTT communications using smartphones,
tablets or PCs from any location. WAVE makes

it possible.

BRIDGE TWO-WAY RADIO WITH

BROADBAND NETWORKS

With WAVE you can experience functionality

that lets you build and operate secure, highly-

scalable solutions for today's most demanding

communications environments:

Connect Badio to Radio

Connect multiple, disparate two-way radio

systems and remove barriers to communication

interoperability and workforce collaboration.

Extend Radio To Broadband
Extend workforce communications beyond

radio to include smart devices and broadband

networks for seamless communications in

any location.

Embrace Broadband
Secure, 'over-the-top' PTT connecting smart

devices over 3G, 4G LTE and Wi-Fi networks

delivers greater choice and flexibility when

choosing a non-radio, carrier-independent

communications solution.
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WAVE CLIENT APPLICATI ONS

Whatever the device 0r available network, WAVE has client applications that meet the needs of all types of users.

MOBILE COMMUNICATOR

TUBN YOUB MOBITE PHONE INTO A MULTI.CHANNEL PTT HANDSET

Not everyone needs or wants t0 carry a radio handset. But they do want instant, secure

access t0 imp0rtant, of ten mission-critical communications wherever they are located.

With a WAVE Mobile Communicator installed on a smartphone, tablet 0r custom

handheld, any user can access PTT communicatlons and collaborate with groups or

other users as required. Mapping, presence and channel activity monitoring improve

situational awareness for everyone.

lnstall WAVE Mobile Communicator on Android or i0S mobile phones and augment

with remote speaker microphones and other accessories t0 create a radio-like user

experience.

WEB COMMUNICATOR

USE A WEB BROWSER TO ACCESS YOUR WAVE COMMUNICATIONS CHANNETS

You're a computer-based worker who would like to stay connected to your team from

anywhere. WAVE Web Communicator provides device agnostic communications f rom

your web browser.

Simply log in for instant access t0 y0ur gr0ups and contacts and start communicating

via PTT 0r text. See communication history and the location of other team members.
:1'--_ n

DESKTOP COMMUNICATOR

ADVANCED DESKTOP COMMUNICATOB

ACCESS PTT COMMUNICATIONS FBOM YOUB DESKTOP PC

You're not a mobile worker in the field responding to events and service calls, but you're

there to provide support from headquarters, a communicati0ns center 0r a rem0te

location. Let's turn your desktop PC into a PTT communications hub.

WAVE Desktop Communicator is a software application that allows workers to

use their desktop 0r lapt0p PC to monitor, transmit and receive audio from multiple

communication systems such as two-way radio networks and telephones. With an

intuitive and easy-to-use display, the Desktop Communicator runs on virtually any PC,

from multiprocessor desktop machines to netbooks.

FEATUBE RICH COMMUNICATION CONSOLE

Designed for small to mid-sized organizations, the WAVE Advanced Desktop

Communicator is an enterprise-grade communication console.

Advanced Desktop Communicator gives operators the ability to display and

manage hundreds of communications channels that make up a complex and fluid

communications environment. Multiple radio channels, telephone calls and other

communications systems can be quickly patched together. Activity displays, audio

recording and instant replay provides a complete session history for archiving and audit

trail purposes.

d, r ....* l
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WAVE SECURITY

Multiple layers of security ensure y0ur

communication is heard only by those intended.

Broadband to Badio Encryption
Because your voice and data communications

are encrypted on both broadband and radio

networks, you can be assured that it is 0nly

heard by those intended.

Standards-Based TLS 1.2 Support
Transport Layer Security protects the privacy

and data integrity of communication between
the WAVE server and mobile client application

This is particularly important when operating

on public broadband networks not completely in

your control.

Device Authorization
A unique identifier per device prevents

unauthorized devices from accessing the

system, even if account credentials are stolen

0nly those with authorized devices and

login credentials are able to gain access to
your communications.

WAVE REDUNDi\NCV
WAVE can be configured for either geographic or

local redundancy of all WAVE core components.

Upon failure or disconnection, the backup

component will automatically take over

to maintain broadband Pfl service

WIRELINE RADI O IilITEGRA'TION

Eliminate the donor radio for each interoperable

talkgroup with a direct lP wireline interface. With

wireline integration, talkgroups can be added or

removed through software configuration, which

translates to less hardware and maintenance

costs. What's more, wireline interJaces can pass

unit lD and other information not possible with
donor radio configurations.



WAVE FOR ASTRO 25
lf you're one of the over two million users that
rely on a lvl0t0r0la Solutions P25 radio for

daily communications as well as emergency

response in the most demanding situations,
you value the importance of staying connected

with fellow first responders and supporting
teams when it matters most

And like the majority of your industry peers,

you will have noted the wide availability of
broadband data networks and smart mobile
devices. You are asking how they can be used

to improve public safety communications
for everyone.

WAVE INTERFACES INTO ASTRO 25

User Devices

(t.

(a

((

The answer lies with WAVE and its ability
to add another performance-driven layer of
capability t0 ASTR0@ 25 systems by securely

extending PTT communications to non-radio

users over broadband networks, from any

I ocat i on.

WAVE redundancy for ASTR0 25 High

Availability and DSR configurations means

your broadband PTT interoperability service

continues to perform in the event of an

ASTB0 25 core switch.

ASTRO 25 ENCRYPTED

INTERO PEBABILITY WITH WAVE

WAVE supports ASTR0 25 encrypted

talkgroups and encrypted conventional

channels with encryption keys securely stored

ln the WAVE CRYPTB device. With WAVE

encrypted talkgroups, your mission-critical PTT

communications stay secure from the radio

core to the broadband edge.

ASTR0 25 NetworklP Network

Pubhc Wi'Fr

Public Cellular lnternet

WAVE
lntraslruclure

ISGW

WAVE Console
Site Proxy ASTRO25

Cote

d
ASTFO25

Coro

.H

.H

.H,

WAVE

Server cr=Ejt

d
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Motorola Solutions DIMETRA- solution offers

secure, reliable and efficient communications

customized to meet the needs of different
markets. With a large installed base and

multiple vendor support, we offer a wide
choice of products and applications so

organizations can select exactly the right
solution for their needs.

WAVE continues this system flexibility by

enabling secure and scalable extensi0n
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User Devices

(r,

(a

(t,

of DIMETRA networks to fixed and mobile

broadband users and devices, enhancing team

col laboration and effectiveness.

WAVE includes a wireline interface t0 DIMETRA

networks, enabling greater system scalability
and performance. WAVE's wireline interface

supports up to 39 simultaneous DIMETRA to

WAVE calls and the ability to provision up t0 300

different DIIVETRA talkgroups t0 interoperate

with WAVE

lP Network

Publc Wi-Fr

NIMFTHA FruCHVPTEN

TAI-KGR0tl F INTEH0Pf; HABI !-lTY

WITF{ WAVE

WAVE supports DIMETRA encrypted talkgroups

to WAVE using a DIMETRA site interface

wireline solution with the DIMETRA encryption

keys securely stored in the WAVE CRYPTB

device. With WAVE encrypted talkgroups,
your mission-critical PTT communications stay

secure from the radio core t0 the broadband

edge.

DIMETRA Network

DIMETBA Trunked System

d
Wireline

{via Site lnterface}

qy

MOTOBBIDGE RGII

Donor Radio

.H

DIIVE]BA
CoreWAVE

Server

Public Cellular lnternet

.H

DATA SHEET I WNVT OATR SHTET

Private LAN WLfi
{Conventional or Trunked)



WAVE uses a wireline interface t0 integrate with a lV0T0TBB0'' Connect Plus, Capacity Plus and Capacity Max radio

systems. The WAVE Server manages all communicati0ns bstween M0T0TBB0 systems and broadband networks and
devices, and maintains user credentials and configuration information for smartphone clients.

For M0T0TBB0 C0nnect Plus systems, the WAVE Server integrates directly with an XRT 9000 or XRT 9100 Connect Plus Gateway. This interface
provides an lP-based wireline connection t0 your Connect PIus system for a highly-scalable, reliable and secure broadband PTT integration.

User Deviees lP Network WAVE
lntraslructoro

WAVE
lnlrastrocturs

MOTOTRBO
Connect Plus Network

MOTOTRBO
Capacity Plus Nelwork

saEg
(c,

((
Public lnternet

WAVE d

,)

Public Cellular
XBC 9000/9100 Controller

(t,
Private Wi-Fi XRT XBT 9000/9100 Console Gateway

iriil'tiJilii\l6liiillliiltJti;,r'ji ',' '. ,',', !:. ". . ':::,,:" 1:',i,;,rlii:',:l,i,r',i :::,ili.i
For M0T0TRB0 Capacity Plus systems there is no requirement for an XFT gateway or donor radios as the WAVE Server integrates directly with the system

using the lP-based MNIS voice interface. Repeaters that need connectivity t0 WAVE should have NAI voice licenses enabled.

User Devices

lnternet

Public Cellular

MNIS Vorce

Private Wr-Fr Console

ll ..,1':," -,r.:''::.: :

For M0T0TRB0 Capacity Max systems, the WAVE Server integrates directly using a MNIS VRC Gateway. No XRT or donor radios are needed. 0ne VBC

GatewayTalkpath license is required for each simultaneous call through to the WAVE server. These licenses are loaded on the CMSS.

User Devices WAVE
lntrastructure

MOTOTRBO
Capacity Max

€9

Public Cellular VBC Gateway
lVoice/Badio
Command GWI

lP Network

d
WAVE

(a

(t,

(a

tr€J'
.H
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lP Network

((

((

((

d
IP
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IP q
IP

DATA SHEET I WNVT ONTA SHETT

Prrvate W-Fr

lnternet

WAVE

IP

Console



SPECIFICATIONS

WAVE Clients Supported

WAVE Mobile Communicator

WAVE Web Communicator

WAVE Desktop Communicator

WAVE Advanced Desktop Communicator

Wireline Badio lntegration

ASTB0 25 Trunked 7.13+

ASTR0 25 Digital Conventional (M Core) 7.17+

DIMETRA (DIPS/DIPC) 8.1+

DIMETRA (DIPM) H3

M0T0TRB0 Connect Plus R01.05+

M0T0TRB0 Capacity Plus R2.4+

M0T0TRB0 Capacity Max R2.7+

Wireless Donor Radio lntegration M0T0BRIDGE wireless interface to virtually any radio system

Encrypted Radio Talkgroups

ASTRO 25

DIMETRA

M0T0TRB0 Capacity Plus

M0T0TRB0 Capacity Max

Provisioned WAVE Clients Up ro 5000

Provisioned Channels up to 8000

Fcr more inforrnation abaut WAVI plcasc visit
www. m otoro I a s0 I uti o ns. c0 mlwave

a D]OTOROLA SOLUTIONS

MotorolaS0lutions,lnc.500WestMonroeStreet,Chicago.ll6066lU.S.A. molorolasolutions.com

M0T0R0LA, M0T0, M0T0ROLA SOLUTIONS and the Stylized lvl Log0 are trademarks 0r regislered trademarks 0f lvlotorola Trademark Holdings, LLC

and are used under license. All otherlrademarks are the property 0f their respective owners. @ 2018 Motorola Solutions, lnc. All rights reserved.03-2018
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I I I

A NEW INTERACTIVE
LEARNING MANAGEMENT SYSTEM. . .

DESIGNED FOR YOU!

USE THE SEARCH BOX OR

FITTERS FEATURE TO OUICKLY
AND EASITY SEABCH FOR

TRAINING OR

DOGUMENTATION

VIEW YOUR HISTORY AND
UPGOMING TRAINING ON
YOUR PERSONALIZED
DASHBOARD

RECEIVE REMINDER
NOTIFICATIONS OF UPGOMING
TRAINING OR CHANGES TO

YOUR TRAINING

EASILY LOCATE AND
DOWNLOAD DOCUMENTS

KEEP UP-TO-DATE WITH
TRAINING NEWS AND
ANNOUNCEMENTS

https//learning.motorolasolutions,com/
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HOW TO REGISTER

THE LEAHNING MANAGEMENT SYSTEM {LMS}
The LMS is your valuable resource t0 see the latest courses, descriptions, requirements, dates and locations.
lf you are a Motorola Solutions Customer wh0 already has a Motorola Solutions Login lD, y0u can g0 to the Enroll in a Course section for further
instructions.

GENERAL INFOBMATION
For information on prerequisites and to register for courses visit the LMS st:
!TABI'ING,MOTOBOLASOTUTIONS.COM

CREATE A MOTOROLA SOLUTIONS LOGIN ID:

.Visit:htt+s./_l_earningm"pl"p_rola.sa.lutlo.ns-c.pm.

. Click LOG lN

. At the bottom 0f the dialog screen Click Register

. Complete the required information on the form

. Click Submit

o A confimation email will be sent following your submission

. Additional instructions for activating your account will be provided by

email in 1-3 business days

A GOURSE:

r Click on LOG lN

o Enteryour Log ln lD and Passwor,d and Click t0G lN

lD or Forgot Password

. Find a training course bv clicking Browse Training at the top of

the screen or use the Search Catalog feature

For general information, c0ntact N0rth America Education Services help desk at:
(800) 24?-2346, 0ption 4 or lrainro{I.flatq:notcr0k:;olutions qclr

LOOK FOR THIS IGON

THROUGHOUT THE

CATALOG FOR EASY
ACCESS TO THE LMS

OUESTIONS ABOUT
YOUR ACCOUNT OR

A COURSE?

Your help desk information can

be located in the top, right hand

corner of the catalog pages.

You can also click here to view
the help desk contact information

in your region.

4 lvlotorola Solutions - Product and System Technical Training Course Calalog I Nonh America | 201 I



GENERAL INFORMATION
For informotion on prerequisites and t0 register for c0urses visit the Ll\ilS at:
i rAtilllt,l{;.i"i0T{)ii0lr\t0i UTi0f{S.C0i,i

CANCETTATION AND RESCHEDULING

BY THE STUDENT

Customer cancellati0n 0r rescheduling made

less than 30 days prior to the class start date

will be subject to the full course tuition.

CANCELTATION AND RESCHEDULING

BY MOTOROTA SOLUTIONS
Motorola Solutions reserves the right to change

0r cancel classes up to 1 0 business days prior to

the class start date. You will be notified at that

time of such change or cancellati0n.

For general in[0rnratioil, c0ntdtt Nurtlr Arilcriua ErJuuatiufl Services help desk at:
lti:\t1i:i]'2'l4l!,,i!liiiir i.r {,ailrir.i ri 'rnctrrrola:;llllic,r:;.,:|, r

TRAINING OPTIONS, POLICIES AND REOUIREMENTS
"rRAtrutruft 0[3Tt0ruIi
INSTRUCTOR-LED TRAINING
Resident training consists of regularly scheduled classes conducted at 0ne of the Motorola Solutions Technical Training Centers. The centers are set up s0

students can immerse themselves in the subject matter, with limited distractions. They receive substantial time for hands on training that enables them to

develop creative soluti0ns for unique problems. Residenttraining includes a diverse customer base, therefore, the classroom equipment is modeled upon a

standard configuration. ln addition, some courses include media-based activities that are facilitated bythe instructor. Advance registration is required.

ON-SITE TRAINING AT YOUR LOCATION
All course titles can be delivered at your location, taught by our knowledgeable instructor staff. For more information 0n our on-site delivery opti0ns,

contact your Account Manager.

ONLINE SEIF-PACED AND V!RTUAL CLASSROOM
0nline Self-Paced learning allows you to gain foundational knowledge on a variety of topics using your own computer, at your own schedule. Virtual

Classroom Learning offers scheduled instructor-led courses in an on-line virtual environment. Select courses from the recommendations listed in the

Training Roadmaps from each product area of the catalog, or simply based upon your own personal need. Just look for courses with the 0nline Self-paced

or Virtual Classroom icon.

dil&
***
INSTFUCTOR-tED ONLINE, SELF.PACED OPTIONAL COURSE

VIRTUAL CLASSBOOM TEST

POLICIES AND REOUIREMEruTS

PROFESSIONALISM TRAINING CONTENT AND STRATEGY

Students are expected to maintain professional DISCIAIMER

conduct and dress at all times. Class dress is All of Motorola Solutions training classes are

casual, but smart. F0r safety and security designed to support and align with the Motorola

reas0ns, we cann0t permit shorts, th0ng type Solutions Seruice strategy for each product. This

sandals, 0r tank tops in the classroom. strategy may include a combination of (but not

limited to) processes, procedures,
IAPTOP REOUIREMENTS recommendations, and instructor experiential
Some of our classes may require students to advice which may involve repair, replacement,
bring their laptops t0 the classroom s0 that they and or recovery of hardware, software, or
may utilize an electronic copy of the class firmware of lVlotorola Solutions products. The
material. Please review your enrollment repair, replacement, 0r rec'very of these products
conf irmation email for specific requirements for may vary from pr'duct to product. Motorola
your class. Solutions reseryes the right to change the

structure and content of all courses at any time.
Motorola Solutrons - Product and Syslem Jechnrcal Trarnrng Course Catal0g I No(h Amenca I 201 8 5
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PRICING AND HELPFUL INFORMATION

FOR OUISTIONS
ANJN ASSISTAI\ICE
Call the Education Services help desk at:

8m-247-2346

Monday - Friday,

8:00 a.m. - 5:00 p.m. Central Tlme

or email us at:

training.na@rnotorolasolutions.com

GENERAL INFORMATION
For inlonnation on prerequisites and to register for courses visit the LMS at:
i i:AilillilG.i,l0l 0li{.}l.i}1;0i liTIt,tlS (-:0f..'i

SCHEDULE AND PRICE SHEET
Click on the above download link to access the schedule and pricing file or

visit: www.motorolasolutions.comlnalearnschedule20lS

To view the most current details for any of our courses, please register

for an account (see Page 4) and log into the Motorola Solutions Learning

Management System {LMS} at: learning.motorolasolutions.com or

call us at 1800]1247-2346, option 4.

For general information, contact Nonh America Education Services help desk at:
ii;ji:rl it(i-2-?'1i; {ilrlior q or !liiirirrl rrrilr,rorol.!;0liliio{is rflrr

HOW TO MAITF PAY&i[i\ TS WF{[N EruROLLING IftI A COURSI
HOW T0 MAKE PAYMENTS WHEN lf prepayment is required t0 secure your

REGISTERING registration, it must be received by Motorola

For your convenience we accept the following Solutions 30 days prior to your attendance.

methods 0f payment: contact the help desk above for assistance with
,, Credit Card payments and P0. specifications.

,, purchase 0rder All pricing listed is US dollars.

"' Company Check

. Training Banks

TRAINING BANKS
Whether you're a technician, system manager 0r

radio user, you rely on M0t0r0la Solutions

Education Services t0 obtain the necessary

knowledge t0 get the full potential out of your

Motorola Solutions equipment. The Motorola

Solutions Training Bank is a discounted, pre-paid,

non-expiring debit account that allows you to

budget up front for your training needs. Training

Banks can be applied towards all training options

including, lnstructorled Tailored Field Courses.

There are several benefits to Training Banks

including:

n Allows you to budget up front for training

needs

u Provides c0st savlngs thrcugrh discounled

urici,tQ tiers io maxirr,ire ycL,r lraining

investr,:e nt

'. '!0es nct require rnuiiiple POs, thus redircing

internal approval cycle time anci pirpennrcrk

o Training Banks do not expire

For more information, please visit us 0n the web
at motorolasolutions.com/amlearn 0r email us at
tra ining.na@nrotorolasolutions.coln.

Note: Training Banks are only applicable to non-

federal government customers.

lmlr

,.i
:if

:a=
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6 lvlotorolaSolutions'Pr0ductandSystemTechnicalTrainingCourseCataloglNorthAmerical20lS



@



OPERATOR TRAINING
For rnformatron on prerequisites and t0 register for c0urses visil the LIVIS atl
ir I I. ti|. ;,r'jIi,iill,:,:Lrirl;it,;la l:ilrrl

TIIAIRI TF{F TNAIruER

With this option, Motorola Solutions trains people you

have identified as qualjfied instructors so that they in

turn can train each indtvidual user in your

organization. These classes are typically done on site

using your equipnrent. The interactive End User Tool

Krt {|EUTK) and/or tailored end user materials can be

utilized.

AUDIENCE

This course is geared for customers who have an

experienced, dedicated training staff in their
organization. This course concentrates on specific
product features and how it relates to the training
pr0cess.

c0un$[ 0v[]ivrEul
This course provides the customer's identjfied

training personnel knowledge and practice applying

training techniques that will enable them to

successfully train their sludents. Trainers will use

simulation, facilrtatron and hands-on activities to

facilitate learning events supp0rted by tailored

training materials and iob aides. Students will become

prof icient rn discussing common tasks associated with

the operation of the customers radios and consoles

as identified by the customers needs analysis.

Note: This course is presented as customer

specif ic and will cover pertinent information on

customer equipment.

RtrC,til S iTi: I( N t"]iAJl.I t] C l:

Previous training experience and radio system

knowledge is a must.

OPERATOR TRffruING

With this option, the users within your organization

are trained by a Motorola Solutions lnstructor. These

classes are typically done on site using your

equipment. The interactive End User Tool Kit (iEUTK)

and/or tailored end user materials support this

training option.

CONSOLES TRAINING
These courses provide operators and supervisors with
an introduction to the basic operation, administration

and feature functionality of the Console Systems.

Through facilitation and hands-on practjce, users learn

to perform tasks that are associated with their

organization s particular system.

" 0verview of console configuration

' Console dispatcher and supervisor operation

,' Alias Management

.lvlessaging

SUBSCFIBEB TRAINING
These courses provide radio users with an

introduction to their radios, a review of their radio's

basic functionality by means of job aides tailored to

exactly how they use their radios. Through facilitation

and hands-on practice, users learn to perform

common tasks associated with their radio

configuration.

, Overview of radio configuration

,, General radio operations

For general inlormation, contact North America Educati0n Services help desk at:
ilir;:li;tii ;;-j,ii }rr1;.;; -l rr rr,;ir,r,rrl r:. rr,.,i,,,,,':,:Ii,r!1,,,ir.,:0rrr

ilf"lLjfi fir:i il{Jtt L t\j{:i I j5;t:ti$

c0t{s0t-Fii:

MCC 7000 Series Dispatch Console

Administrator

MCC 7000 Series Dispatch Console

0perator

MKM 7000 Console Alias Manager

,, MOTOBBIDGE lP Dispatch Console

0perator

M0T0BRIDGE Administration Control

Panel (ACP)

, MCD 5000 0perator

MOEII.ES AND PORTABLES;

APXTM Series

' M0T0TRB0TM Series

,, XTLTM/XTS Series

,, SL Series

,. LEX Series

OTHERS:

'. Si500 Body Worn Camera

' 51600 ln-Vehicle Camera

'' CommandCentral Vault

.WAVE

TTi itF:NUI,'I 
"Ii''I.I] 

TITAINING. PI-EASE CONTACT YOU'I AI]{:OUNT MANAGIR,
Note: TheinteractiveEndUserTool Kit{iEUTK) isnotsoldasastandaloneproductbutincludedwith
our instructor-led, Train-The-Trainer or 0perator Training.

8 lvlotorOlaSolutrons-ProductandSystemTechnicalTrainrngCourseCataloglN0rthAmeflcal20l8



The test iron El''tornd in the roadmaps indicates that

a post test will be administered after the online overview

course is completed. The test rs intended to determine that
participants have the requisite knowledge necessary t0

continue on with the remainder of the curriculum.

^. :ill ***"*



BASrC RF (8DS0002)

BASTC RADr0 (RDsooo4)

BASIC NETWORKING (BDSOOO3)

BF FOR RADIO PBOFESSlONALS (BDS2O12)

|NTR0 T0 R56 (NSI9252)

stTE TNSTALLATT0N PRACTTCES W0RKSH0P ( NST925)

R56 STANDARDS UPDATE (NST9256}

SERVER & VIRTUATIZATION FOUNDATION (SRV1 O1O)

c0MMUNICAT|0N SYSTEMS C0NCEPTS (NST021 )

NETWORKING ESSENTIATS IN MOTOROLA SOI.UTIONS COM MUNICATIONS

EoUTPMENT (NST762)

BRIDGING THE KNOWLEDGE GAP FOB ASTRO@ 25 - TECHNICIAN (ACTI OOE)

BRIDGING THE KNOWLEDGE GAP FOB ASTRO@ 25 - SYSTEM ADMINISTBATOB

{ACT101E)

ASTRO@ 25 SYSTEMS APPTIED NETWOBKING (NWTOO3}

MOTOTRBOTM SYSTEMS APPTIED NETWORKING (PCTZOO7)

13

13

13

14

14

14

15

15

15

16

10

16

u-

17

17

THI LEARNING

MANAGEMENT
SYSTEM (rMSl

10

PUBLIC SAFETY LTE APPTIED NETWORKING (LTE2OO7)



RADIO SOLUTIONS FOUNDATIONAL
F0r inl0rmation on prerequisites and to register lor cours€s visit the LIVIS at:
l 
':r"rllillilil 

:.1(il 0'illiiiS{lili llllill; {liii.1

&nh
abdil&

For genersl inl0rmati0n, contact North America Education Services lrelp tlesk aL:

'i irlll ;','l / -2;li;. ,rlI iir! ri {r, lt,t jii il il, nn . rit,r1,,r,.j ii.:i, i Ltl t(tir'. ,;I ir

F
F

BASIC RF

RDS0002 oNLTNE sELF-PAcED

BASIC RADIO

RDS{}l}l]4 ONLINE SELF-PACED

COMMUNICATION SYSTEMS CONCEPTS

INSTRUCTOR-LED 4.5 DAYS

LMS COURSF COOE:

NST021

RF BASICS / RADIO SYSTEM BASICS

CURRICUTUM COMPLETE
PARTICIPANT HAS RF KNOWLEDGE REOUIRED FOR ADVANCINO TO MONE COMPLTX TTCIINICAL TNAINING COIIRSFS,

Motorola S0lutrOns - Producl and System Technrcal Trarnrng Course Calalog I N0rth Amenca | 2018



RADIO SOLUTIONS FOUNDATIONAL
For information on prerequisites and t0 register tor courses visrt the LIVIS at:
i i|,itlrul llG rri0T(ifi 0l"A50LllTI0NS.C0L,i

For general information, contact North America Educati0n Services help desk at:
(fliili ?4i-2-116, nltli{rr il !r ltniliinE ni,'lrnol0iolirs0liltieils.cc0t

IF BDSl}l}ll3 ONLINE SEI.F-PACED

LMS COURSE CODE:

N51162

GHOOSE ONE OF THE FOTTOWING GOURSES BETOW ACCORDING TO YOUR SOTUTION SYSTEM

ASTRO@25 SYSTEM MOTOTRBOTM SYSTEM

OR

LTE SYSTEM

OR

CURRICULUM GOMPLETE
PARTICIPANT HAS IP PROTOCOLS AND NETWORKING SKILLS TO USE MOTOROLA SOLUTIONS SYSTEMS REOUIRING ADVANCED TECHNICAL TRAINING.

12 Motorola Solutions - Product and System Technrcal Training Course Catalog I North Amenca | 2018



RAD I O SOLUTI ONS FOUNDATIONAL
For inform0tion on prerequisites snd lo register lor courses visit the LIVIS at:
LEANNING.MOTOROI"ASOLUTIONS.CO[1

COURSE OVERVIEW

This course emphasizes the concepts behind BF

Systems theory and operatron. Topics include basic

radio transmitters and receivers, BF propagation,

modulation, antenna systems, transmission lines and

data-communications.

AUDIENCE

Technical staff who need to understand

Communication Systems Concepts including basic

radio, BF propagation, modulation, antenna systems,

transmission lines and data-communications.

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe electrical principles, including direct and

alternating current.

. Describe the basic structure of radio transmitters

and receivers.

. Describe the operation of the antenna system.

. ldentify different types of transmission media.

. Describe RF propagation and understand system

gains in a link budget.

BEOUISITE KNOWLEDGE

None

COUFSE OVERVIEW

The purpose of this course is to provide the student

with the basic, foundational land mobile two-way
radio knowledge required when working with

Motorola Solutions. This course is ideal for all people

who sell or service land mobile two-way radios and it

was especially designed to meet the needs of the MB

Channel and Motorola Soluti0ns employees.

AUDIENCE

Technical staff who need to understand basic

two-way radios

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Define what a two-way radio is.

o Describe two-way radio components.

. Describe communication types.

. List and describe ways of expanding coverage.

. Describe analog and digital solutions.

. Describe how transmit and receive processes work

in conventional and trunked two-way radio.

o Define system scalability.

o ldentify the considerations to implementing a two-
way radio.

. List the characteristics of single-site, single-zone

and multi-zone systems.

. Explain the concept of two-way radio security.

. Describe the open standards for the following

technologies: APCO P25, TETBA and DMB.

REOUISITE KNOWLEDGE

Completion of the following course(s) 0r equivalent

experience:
. Basic BF (8050002)

For general information, contact Nofih America Education Services help desk at:
(800) Ztl-23E6, optior 4 or lraining.,ra.Smotorolasolotioos.co{fl

COUBSE OVEBVIEW

This course provides a detailed description of the

fundamentals of system newvorking. Topics include

the 0Sl seven layer model, bridges and switches, lP

and routing, applications and security.

AUDIENCE

Engineers who need to understand the essentials of

system networking.

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. ldentify the Elements and lnterconnectivity of a

basic network

. Define the 0Sl and TCP/IP Models

. Define the advantages of different Network Layout

0ptions

. Listthe Physical and Data-Link Layers of the0Sl
and TCP/IP Models

. Define the Network and Transport Layers of the

0Sland TCP/IP Models

. ldentify the Service Layers within the 0Sl and TCP/

lP Model

. Define the concept of Network Security.

. ldentify standards organizations

REOUlSITE KNOWTEDGE

None

13Motorola Solutions - Product and System Technical Training Course Catalog I North America | 2018



RAD I O SOLUTIONS FOUNDATIONAL
F0r inl0rmati0n 0n prerequisites and to register for courses visit the Ll\4S at;
{ I i:tlllllJil rlloT{liiiri iSililJTliif,lS C{)ai

C{lilnS{: BVFRVIEW
This course emphasizes the concepts behind BF

Systems theory and operation. Topics include basic

radio transmitters and receivers, BF propagation,

modulation, antenna systems, transmission lines and

data-communications.

AUiJIENCE

Technical staff, who need to understand

Communication Systems Concepts including basic

radio, BF propagation, modulation, antenna systems,

transmrssion lines and data-communications.

COURSE OBJECTIVES

Course consists of six modules: Advanced BF:

lntroduction, Transmission Lines, RF Hardware Filters,

RF Performance, Test Equipment, and Troubleshooting.

By the end of the course, you will be able to:

' Describe basic circuit-related phenomena and

elements

" Describe the filtering process and types of BF

filters List,

'' Describe and compare digital modulation schemes

. List common frequency spectrum bands and

describe their common uses

. Describe the transmission line theory

, Provide the rules for cable selection, routing and

instal lation

'" List advanced BF hardware filters, and provide their

descriptions

' Discuss BF performance issues

List and describe transmitter performance

parameters

, List and describe receiver performance parameters

, List and describe common test equipment

, Describe the RF troubleshooting process

COURSE OVERVIEW

The purpose of this course is to present a high level

overview 0f the RF site design and construction

process, in line with the guidelines listed in Motorola

Solutions' Standards and Guidelines for

Communication Sites (856) manual.

AUDIENCE

Technical Associates who need to use the 856

pr0cesses.

Anyone who needs a technical introduction to the 856

pr0cesses.

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe the site design and development tasks

needed to meet 856 requirements.

" Describe the building and shelter design and

installation tasks needed to meet 856

requirements.

. ldentify the proper external and internal grounding

tasks needed to meet 856 requirements.

' ldentify transient voltage surge suppression needs

that meet 856 requirements.

" Minimize the impact of BF Site lnterference, in line

with 856 requirements.

. ldentify the equipment installation tasks needed to

meet 856 requirements.

REOUISITE KNOWLEDGE

None

For qeneral information, contact North America Education Services help desk at:

iltiri] 741-2?,lt iiIrilrr i q t?rrilirrl ri .|rnlii,rrl.r:0lrilrros.r)orr

COURSE OVENVIEW
The Site lnstallation Practices Workshop {856) course

is designed to present the standards and guidelines

for installing a MOtorola Solutions communication

system. Participants will understand how a properly

installed system can help to ensure a safe and

efficient communications system, reducing system

down time.

AUDIENCE

Technical System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. List the purposes of grounding and evaluate their

importance in terms of personal safety and effective

system installation and protection

. Apply principles of basic electronics to the

installation standards found in the R56 manual

' Determine how an effectively installed ground

system provides protection for a communication

system from a lightning strike 0r electrical

anomalies

. List the minimum requirements and specifications

for the external and internal ground system

" List the minimum requirements and specifications

for installation equipment, cables and

documentation for a reliable c0mmunication system

installation

o lnvestigate sources for possible solutions to various

installation scenarios

FEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:

" Graduate of a basic electronics course or

equiva lent experience.

a&&
fiEO-UISiTF KNOWLEDGE

BF and radio basic knowledge or completion of

BDS0002 and BDS0004 is highly recommended

1 4 l\/lotorola Solutrons ' Product and System Technical Training Course Catalog I N0rth America I 201 I



RADIO SOLUTI ONS FOUNDATIONAL
For information on prerequisites and to register for courses visit the LMS at:
I rI{nNitlG.i/ 0T0B0tAS0tUTi 0{iS C01,1

COURSE OVERVIEW

The 856 Standards and Guidelines lor Communication

Sites is in the process of being updates for 2017. This

course will cover all updates and is intended for
individuals who have recently completed, or

recertif ied their 856 certif tcation. lt will provide

insight and understanding on the changes and their

impact on the documented standard.

AUDIENCE

Electronics Equipment Technicians who are

responsible for the rnstallation or inspection of

communications equipment. Communication Site

Installers {856) and Communication Site lnstallation

inspectors (CSll)

COUBSE OBJECTIVES

After completing this course, the student will be able

to:

" Be familiar with a current glossary of terms

n .Understand changes and their relationship to the
manual and certification

n Be aware of high level R56 Standards manual

updates by chapter

REOUISITE KNOWLEOGE

Individuals must hold a valid 856 or CSll certification

of have completed all necessary coursework prior to

attending this course.

COURSE OVERVIEW

This course prepares students to configure a server

hardware platform for virtualization. The course

covers managing the hardware using Bl0S and iLO,

installing the ESXi 5.5 hypervisor, creating and

provisioning virtual machines, installing client and

server operating systems in the virtual machines,

installing VMware Tools in the guest operating

systems, and maintaining virtual machines using

snapshots and OVF packages. Hands-on lab exercises

provide experience with the entire installation and

provisioning process.

AUDIENCE

Technical Personnel, Employees, Partners, Customers

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
u Describe the relationship between virtualization

and hardware resources

o Manage server hardware using Bl0S and iLO

. lnstall ESX| on the server hardware

. Create and provision Virtual Machines using

vSphere

. lnstall a guest operating systems in a Virtual
Machine

. lnstali VMware Tools on the guest 0S

" Configure VM startup and shutdown order

o Create and manage snapshots

" Migrate virtual machines using OVF packages

BEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
o Comp-TlA Server+ Certification or equivalent

trhdildl

For general information, contact N0rth America Education SeNices help dcsk dt:
lb(Jn)741-2311), {iirtioI a orlri]ioirq 

'rn.,,ni0lorol0s{,1!ti0its.'t!il

COURSE OVENVIEW

The Communication Systems Concepts course

emphasizes the concepts behind BF Systems theory

and operation. Major topics covered include:
. BF System Operation, including talkaround,

repeater operation, and types of signaling used in

BF Systems

. A basic walkthrough of building a communication
system from'Simplex', to'Half Duplex','Voting

Systems', and'Simulcast' is done, emphasizing the
improvements in communication obtained with
each step

" Trunking Operation, including Smartzone operation

. Types of modulation used in BF System operation,
including ASTR0. Radio frequency path including

the antenna and transmission line

. Decibels and their uses on the job. BF Propagation/

BF lnterference

. Basic Troubleshooting practices from the system
perspective

AUDIENCE

General

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. Define terms commonly used in two-way

communication systems

. Effectively use two-way radio communication

systems knowledge to troubleshoot typical two-
way communication radio systems

. Develop requirements for a two-way radto system

by establishing programming and protocol

requirements as requested

o lmprove skills in the interpretation of typicaltwo-
way radio checks of the receivel transmitter and

the antenna system to troubleshoot a two-way
radio communication system

" Use decibels to interpret the radio frequency path

and antenna system to describe expected radio

communication system performance and

troubleshooting

BEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Knowledge of basic electronics

.' Experience using standard communication test
equipment

4il&A&A
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RADIO SOLUTIONS FOUNDATIONAL
For inlormati0n 0n prerequisites and to register l0r courses visit the LMS at:
trtrli ill i.i ii.r'40TCR(ilAS0LUTl iJliS.C0[.1

COURSE OVEI1VIE\IJ

The Networking Essentials in Motorola Solutions

Communications Equipment course provides the

technician with the essential elements of networking

required for the installation and maintenance 0f most

Motorola Solutions communications systems. The

course includes ample hands-on and basic

troubleshootinq on network elements.

AUDIENCE

System Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Becall basic network terminology

" Compare basic configuration types, both logical

and physical

" Describe the basic 0Sl (0pen System lnterconnect)

model compared with the TCP/IP model

. Construct a basic LAN with a Windows Server

Domain Controller and workstations

. Examine the interaction between the routers

through their conf igurations

. Use common network commands to simulate

traffic and validate connectivity and routing

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:

" An understanding of the basic Motorola Solutions

Communications Systems is highly recommended

' Basic familiarization with computer operating

systems is required

" A basic knowledge of networking is helpful and

recommended

CTitJNSE OVERVIEW

This seven-module course is designed to bring

Technicians from different technical backgrounds and

experience levels to a common starting point for the

ASTB0@ 25 cuniculum. This course provides seven

modules from the basic concepts of radio

communication systems and computer netvvorking

features, through the evolution that led to the

ASTRO@ 25 trunking system s architecture.

AUDIENCE

This course is intended for System Technicians, and

other ASTB0@ 25 system users who are new to

trunked radio systems. Also those with experience in

non-lP-based radio systems like SmartNet and

SmartZone.

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Explain the different radio system concepts as

applied to conventional and trunked systems

. Compare analog radio communication signaling to

ASTB0@ 25 radio communications signaling

" ldentify different communication concepts using

representative block diagrams of the respective

systems

" Compare radio system communication concepts

using representative block diagrams of the

respective systems

" Compare how voice and data, information flow
through different radio communication system types

and how the signaling information controls that

flow of information

.' Describe the features of each radio communication

system in terms of advantages and disadvantages

REOUISITE KNOWLEDGE

None

For general inlormation, contact N0rth America Educati0n Services help desk atl
(6fJ0) Z,il'2:lii, itlllitir; ri ,rt lr artrir{t rrn li r', jl!r ii l i "{i ir, l rl ,r"i cri'

COURSE OVERVIEW

This five-module course is designed to bring

Administrators from different technical backgrounds

and experience levels to a common starting point for

the ASTR0@ 25 curriculum. This course provides

seven modules from the basic concepts of radio

communication systems and computer networking

features, through the evolution that led to the

ASTB0@ 25 trunking system's architecture.

AUDIENCE

System Administrators who are new to trunked radio

systems. Also those with experience in non-lP-based

radio systems like SmartNet and SmartZone.

COUBSE OBJECTIVES

After completing this course, the student will be able

to:

" ldentify different communrcati0n concepts using

representative block diagrams of the respective

systems

. Compare radio system communication concepts

using representative block diagrams of the

respective systems.

. Compare how voice and data information llows

through difierent radio communication system

types, and how the signaling information controls

that flow of information

u Describe the features of each radio communication

system in terms of advantages and disadvantages

. Explain the Trunked Badio System Concepts

REOUISITE KNOWLEDGE

None

drA
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RADIO SOLUTIONS FOUNDATIONAL
For inlormati0n 0n prerequisites and to reqister lor courses visit the LMS at:
lIAl]lilNG.lli0T0B0rAS0LUTi0NS.c0[1

COIJRSE OVERVIEW

The ASTB0@ 25 Systems Applied Networking course

provides technicians with the necessary netvvorking

information required for understanding the network

components installed in modern Motorola Solutions

communications systems. The course includes

familiarization with basic networking concepts, and

the networking components deployed in the ASTB0

SmartZone System and ASTB0@ 25 System..

AUDIENCE

Technical System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

' Becall basic network concepts

r ldentify the various system network components

. Define the LAN topologies for each system

. Define the WAN topologies for each system

" Diagram SNMP deployment throughout the system

. ldentify the HP switches and Motorola Solutions

series routers

. Perform backup, restore, and recovery procedures

of routers and LAN switches

" ldentify network security components and concepts

in an ASTB0@ 25 system

REOUISITE KNOWTEDGE

Networking Essentials in Motorola Solutions

Communications Equipment (NST762)

COUfiSE OVEBVIEW

The M0T0TBBOtu Systems Applied Networking
provides technicians with the necessary information

required for understanding the typical networking

requirements for implementing a variety or

M0T0TBBOru solutions. The course includes

familiarization/review of basic networking concepts

and M0T0TBB0tu-specif ic networking requirements.

This course will focus on specific configurations for lP

Site Connect, Linked Capacity Plus, and Connect Plus

trunking systems.

AUDIENCE

Technical System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

" Becall Basic Networking Concepts

" Indentify recommended network components for
MOTOTRBOru systems

" Define LANA/VAN topologies for MOTOTBBOTM

systems

. Perform backup, restore and recovery of
recommended network components

* ldentify network security concepts for

MOTOTBBOru systems

REOUISITE KNOWLEDGE

Networking Essentials in Motorola Solutions

Communications Equipment (NST762)

For general information, c0ntact North America Education Services help desk at:
{6001 24}'23i6, olili0n 4 or ltilininq |.1 ?fiiolor(ilts0li)lio0s.r(r}r

COURSE OVERVIEW

The Public Safety LTE Applied Networking course

covers the operation and maintenance of Motorola

Solutions-supplied network transport equipment used

in a PS LTE network. Participants will learnrhe
operation and replacement tasks required to maintain

Layer 2 switches, Layer 3 switches, the NTP server,

firewalls, and other devices which provide backhaul

transport and connectivity services in the network.

This lab-based course offers students practice with
critical maintenance procedures 0n standalone

equipment without impacting network operation.

AUDIENCE

Customer System Managers, Customer Network

Transport Technical Staff, MSI employees

COURSE OBJECTIVES
After completing this course, the student will be able

t0:
o Check and manage status of LTE netvvork transport

devices

' Upgrade and downgrade device firmware or
operating system

" Backup and restore device configuration

. Beplace device hardware

. Validate and troubleshoot device operation

REOUISITE KNOWLEDGE

n0ne
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ASTHo@ 25 tV&D SYSTEM 0VERVIEW (AST1038)

NEW FEATUBES tNTBoDUCTt0N F0R ASTR0@ 25 tV&D SYSTEMS (AST1029)

ASTRo@ 25 rV&D M CoRE WoRKSHop {ACS717103}

ASTRO@ 25IV&D CONVENTIONAI K COBE WITH CONFIGURATION MANAGER
(ACS717410)

ASTRO@ 25IV&D BADIO SYSTEM ADMINISTRATOR WOBKSHOP (ACS717102}

ASTRO@ 25 SYSTEMS FLEETMAPPING (RDS1017}

ASTRO@ 25 SECUBITY PATCH MANAGEMENT (AST2{I(}1}

ASTR0@ 25 BADt0 AUTHENTtCAT|0N (AST2038)

ASTRO@ 25 INFORMATION ASSUBANCE WORKSHOP (ASG716600)

ASTRo@ 25 tV&D SECUBE C0MMUNtCAT|0NS W0RKSH0p (ACS717207)

ASTB0@ 25 lV&D tP BASED DtGITAL StMUICAST W0RKSH0p (ACS7172r7)

ASTRO@ 25 IV&D GTR S(l{l(l REPEATER SITE WOBKSHOP (ACS717208)

ASTB0@ 25 lV&D C0NVENT|0NAL RF StTE W0RKSH0p (ACS71744{t)

ASTBO@ 25 DOMAIN CONTBOLLER ADMINISTRATION (AST2O15}

2t

?7

21

?g:

28

2B

29

2g

2_9

_3-0

30

30

31

31

3'l

THE LEABNING
MANAGEMENT
SYSTEM (tMSI

19
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ASTB0@ 25 rSSt 8000 / CSS| 8000 FEATUBE oVEBVTEW (AST2005)

ASTRo@ 25 rV&D DYNAMTC SYSTEM RESTUENCE (ACS715023)

ASTRo@ 25 rV&D TNTERFACTNG SMARTZ0NE 3600 SYSTEMS (ACS713360)

ASTRO@ 25 IV&D ENHANCED TETEPHONE INTEBCONNECT (ACS715480)

SYSTEM OVERV]EW FOR ASTRO@ 25 IV&D INFOBMATION ASSURANCE
(ACS713211)

STANDAL0NE GTR8000 C0NVENT|0NAt BASE RADt0 {A5T2006)

32

32

32

33

33

33
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RADIO SOLUTIONS ASTRO@25 IV&D SYSTEMS
F0r Inl0rmation on prereqursites and to re(Jrster for c0urses visit thc Li\4S at.
ri':.1;.: ', :lr' ''r.r'

:: ril I ..ri t t ., t"
i: r l. {.1'r: l:i.,

Fur gerreral irlurilatrun, uurtdut Nurtlr Ailreriua Educatiurr Services help desk at:
i 'iit'ti.2:,:.. i.Iri,|.,r,,11,:i,i;i.,r,i .,rr _:,,.:l-,,:,ljt,.,r:,r. ,r

..Lr,:,i,lr-
t" !,..4.rr !l-

ASTRO@ 25 IV&D SYSTEM OVERVIEW
AST1{I38 ONLINE SELF.PACED

H.

RA0l0
w&D

CODE:

&
trhdrnlil

RECOMMENDED CURRICULUM IS COMPTETE
PARTICIPANT SHOULD BE ABLE T0 CARRY OUT ADMINISTRATIVE TASKS lN THE ASTRO@ 25 lV&D SYSTEM SUCH AS: PR0VlSl0NlNG SUBSCRIBERS AND TALK

GROUPS, GENERATING HISTORICAL REPORTS, CONTROLLING DEPLOYED SUBSCRIBERS AND MANAGING NETWORK ELEMENT CONFIGURATIONS,
PARTICIPANT UNDERSTANDS FACTORS OF SYSTEM CONFIGURATION THAT IMPACT ASTR()@ 25 SYSTEM MANAGEMENT.

lvlot0rola S0lutrOns' Pr0duct and System Iechnrcal Trarnrng (]0urse Catal0g I NOrth Amenca I 2018 71



RADIO SOLUTIONS ASTRO@ 25 IV&D SYSTEMS
For rnlormation on prerequisites and to reqrster f0r c0urses visit the LMS at;
l,' illiilr:i r!iilil;i,:,'; iriir.ri :it:.

&drA&

For general inl0rnratr0n, contact North America Educatr0n Servrces help desk at:
\,: ,i,'1 t1.

ASTB00 25 lV&D SySTEM 0VERV|EW
AST1O38 ONLINF SEIF-PACED

ASTROO 25 IV&D
M COBE WORKSHOP

INSTRUCTOR.LED 4.5 DAYS

LMS COURSE CODE:

ACS7r7103

ASTROO 25 IV&D SYSTEM OVERVIEW
AST1O38 ONLI NE SELF.PACED

P.

E/'
EE

&&&e&

ASTRoo 25 lV&D
CONVENTIONAT K CORE WITH

CONFIGUBATION MANAGER

INSTRUCTOR-LED 3 DAYS

LMS COURSE CODE:

ACS7r74r0

RECOMMENDED CURRICUTUM IS COMPTETE

PARTICIPANT SHOULD UNDERSTAND ASTRO@ 25 M CORE COMPONENTS, VIRTUAL SERVERS AND
SEBVICE STRATEGY. PARTICIPANT CAN INTERPRET SYSTEM AI.ARMS, PROPOSE SOLUTIONS FOR

SYSTEM FAILURES, AND AS WELL AS RESTORING EOUIPMENT TO PROPER FUNCTIONALITY.
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RADIO SOLUTIONS ASTBO@25 IV&D SYSTEMS
F0r inform0tion 0n prcrequisitcs 0nd to rcgistcr lor courscs vrsit tlrc Ll\4S at:
i l.i\li il i i 

j{j i"i0 f i,l{lt,: l;(!l l Jl i{iiJ :: (:{) i.i

'ir:i !1fr.i!!'
iTt {,'l.li,lil

ASTROO 25 IV&D SYSTEM OVERVIEW
AST1O38 ONTINE SELF-PACED

ASTBO@ 25 IV&D
GTB &IOO BEPEATfR SITE WORKSHOP

INSTRIJCTOR-LED 3 DAYS

LMS COURSE CODE:

ACS7r7208

For gcncr0l informrtion, contoct N0rth Amcrica Educ0tion Services help desk at:
ii.''lll7li7jil,;,i)llir:,,,i1r,i;i';rrJr,:.i,r.rlrtnl.,,l tin,.: iii'r

t. ti*R!1

E|,.

RECOMMENDED CURRICULUM IS COMPTETE
PARTICIPANT CAN MAINTAIN AN ASTR0o25 REPEATER SITE INCLUDING: GTRB000 BASE STATI0N, GCP8000 SITE CONTR0LLER AND OTHER SITE E0UIPMENT.

*PARTIIIIPANT PFRFNRMS AI IGNMFNTS TROI IRI FSHONTlN6 ANN HFI N RFPI ACFMENT OF SITE DEVICES DURING COURSE.
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RADIO SOLUTIONS ASTRO@ 25 IV&D SYSTEMS
For inlormation 0n prerequisites and to reoister for courses visit the LMS at:
I l.,iitlll:.li' l.ll, I i,itl,l,' ;(ii U, jl),,' r.!j. :

M firiala

F0r general informati0n, contact North America Education Services help desk at:

i:'ilt);iii2Ti:a;,rrliti0rii.r!r.:!r,!rirlflit.lrt1(irclil,:lli,r.i,i:tr,i

[. CORfi

ASTBO@ 25 IV&D SYSTEM OVEBVIEW
AST1O38 ONLINE SFLF.PACED

El,'IE

&&dE

ASTRoo 25 lV&D
IP BASED DIGITAI SIMUT,CAST WORKSHOP

INSTRUCTOR.LED 3 DAYS

LMS COURSE CODE:

ACS7r72r7

RECOMMENDED CURRICUTUM IS COMPLETE
PABTICIPANT SHOULD BE ABLE TO MAINTAIN AN ASTHO@ 25 REPEATER SITE INCLUDING THE GTRS()()() BASE STATION, GCPBO()() SITE CONTROLLER, SITE

COMPARATOR AND OTHER SITE EOUIPMENT
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RADIO SOLUTIONS ASTRO@25 IV&D SYSTEMS
F0r information 0n prerequisites and to re0ister fOr c0urses visit the LMS at:
1 l;'.iiirlilii r.lij i t,iiill;,Sr!i lJ tl{lili; {:{li,i

lbi ilri[ix:

&rh
dil

For general rflfornalron, contact North America Education Services h€lp desk at:
:i . :i ::' l. ; , l :t ., ,., rr. i,,rr:1 itr,,. rr,,Ir,,,;l't,:.iilriiltili.rririri

. . ili i.

,' 'Lii:

ASTB0@ 25 lV&D SySTEM 0VEBV|EW
AST1ts8 ONLINE SELF-PACED

H.
A5TB06 25 tV&D

CONVENTIONAT RF SIIE WOBKSHOP

INSTBUCTOB.LED 3 DAYS

LMS COUBSE CODE:

ACS717440

RECOMMENDED CURRICULUM IS COMPTETE
PARTICIPANT SHOULD BE ABLE TO MAINTAIN AN ASTRO@ 25 REPEATER SITE INCLUDING THE GTRS(}O() BASE STATION, GCPS()(]O SITE CONTROLLER, SITE

COMPARATOR AND OTHER SITE EOUIPMENT.
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RADIO SOLUTIONS ASTRO@ 25 IV&D SYSTEMS
For information on prerequisites and t0 register tor courses visit the LMS at:
lrASutNG r',10T0B0t AS0tuTI0NS C0M

For general information, c0ntact North America Education Services help desk at:
i300i 747-2-146, {rltriofl 4 or lrnininl ra.gmororclasolttions.colr

Motorola Solutions offers optional training for those participants who have completed their
ASTRO@ 25 curriculum and want t0 learn more about their system's infrastructure and/or features
Select the training course below applicable to your system.

26 l\4olorolaSoluti0ns-ProductandSystemTechnicalTrainingCourseCataloglNorthAmerical20lS



RAt]IO SOLUTIONS ASTROG'25 IV&D SYSTEMS
For information on prerequisites and t0 reqister for courses visit the LMS at:
I i irn' li iiiJ f.: !)T0ii{iti].t{i I r..lTl t}irs cil t1

c0un:ie 0v$lvtE\,1t
The ASTR0o 25 lV&D System Overview course will
provide participants with knowledge and

understanding of the ASTB0@ 25 lV&D system. This

course will address M, L and K Core systems. System

architecture, components and features will be

explained. In addition, RF and console sites and their

architecture, features and components will be

discussed. Finally, call processing for voice and mobile

data applications will be covered, and an introduction

to applications available in the ASTB0@ 25 system

will be provided.

AUDIENCE

Core Technicians, Site Technicians, Console

Technicians, Core Managers.

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

' Understand the general architecture of an ASTB0o

25 lV&D Badio System

. Understand key features of available in the

ASTB0o 25 lV&D Badio System

s Understand the components ol the ASTB0o 25

Zone Core

e Understand site components in the ASTB0o 25

system

. Understand the features.capabilities and

components of the MCC7000 series dispatch

consoles

. Understand concepts of Mobility and Call

Processing in the ASTB025

" Understand the applications for managing the

ASTRO@ 25 system

COURSE OVERVIEW

This course describes the new features introduced in

the ASTB0@ 25 7.17 system release. Jhese features

are broadly classified into migration related features,

efficiency and safety related features, resilience and

reliability related features, network management and

design related features, system capacity related

features and intersystem communication related

features. 0ptional features are introduced along with

standard enhancements in this reiease.

AUDIENGE

System Administrators, System Technicians, Field

Technicians, Application Users

COURSE OBJECTIVES

After completing this course, the student wrll be able

t0:

" Describe the standard enhancements in the

ASTB0o 25 7.17 system release

. Describe optional enhancements in the ASTB0o 25

7.17 system release

. Describe the key optional features available in the

ASTR0o 25 7.17 system release

REOUISITE KNOWLEDGE
Completion of the following course{s) or equivalent

experience:

. ASTROo 25 lV&D Cuniculum (Belease 7.9 or Iater)

or equivalent knowledge for supported job role

For general information, c0ntact North America Education Services help desk at:
I.iil:i\ 2\1-2'316, ii)1ii!r 6 or lrain'ilii ri,i'!|rrl6,olrrolulrcrrs r:orn

COURSE OVERVIEW

The ASTB0o 25 lV&D with M Core course teaches

troubleshooting skills and best practices for the

Trunked Large Systems. The course also focuses on

gathering and analyzing system information to

implement appropriate action{s) that return a system

to full operational status.

AUDIENCE

M Core Master Site Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe the ASTB0o 25 lV&D System architecture

. ldentify the functional and radio subsystems that
comprise the ASTROo 25 lV&D System

. Explain and discuss call flow and data flow
through ASTB0@ 25 lV&D M Core devices and their
subsystems

. Perform recommended routine maintenance
procedures for ASTB0o 25 lV&D M Core

. Utilize the troubleshooting tools to diagnose a fault
and restore the ASTB0o 25 lV&D M Core to the

level of the lVotorola Solutions-supported seruice

strategy

REOUISITE KNOWLEDGE

Completion of the f0llowing course(s) or equivalent

experience:

" Bridging the Knowledge Gap for ASTB0@ 25 *
Technician (ACT100E)

. Networking Essentials in Communication

Equipment (NST762)

* ASTB0@ 25 Systems Applied Networking
(NWT003)

Required:
.' ASTB0o 25 lV&D System Overview {AST103B)

ttE
REOUISITE KNOWLEOGE

None

&
trhdrA
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RADIO SOLUTIONS ASTRO@ 25 IV&D SYSTEMS
For inlormati0n on prerequisites and t0 register for courses visit the LMS at:
i.tJrlirull.]0.(i0T0fi 0lASotlJTl0fls ll0i''i

COURSE OVERVIEW

The ASTB0o 25 lV&D Conventional with K Core and

Configuration Manager course teaches advanced

troubleshooting skills and best practices for the

ASTROo 25 lV&D Conventional K Core. lt also focuses

on administrator functions and how to use the

ASTB0o 25 lV&D Configuration lvlanager applications.

A technical introduction to the MCC 7000 series

consoles as used within the ASTR0o 25 lV&D

Conventional K Core, including some administrator

functions, is also provided. Learning activities focus

on gathering and analyzing system information to

implement the appropriate actions that return a

system t0 full operational status.

AUDIENCE

Master Site Technicians, System Administrators,

Technical System Administrators, System Technicians

and other Application Users

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
n Understand key physical and functional

characteristics of K Core conventional system.

. Perform tasks necessary to install K Core

conventiona I system components.

. Perform configuration steps for K Core conventional

system components.

u Understand available maintenance tools and

indicators in K Core conventional system.

REOUISITE KNOWLEDGE

Completion of the following course{s) or equivalent

experience:
. Bridging the Knowledge Gap- System

Administrators (ACT1 01 E)

- Nenrvorking Essentials in Communication

Equipment {NST762)

. ASTRO@ 25 Applied Networking {NWT003)

. ASTB0@ 25 lV&D System 0verview {AST103B)

COURSE OVEHVIEW

This workshop covers administrator functions for an

ASTRO@ 25 lV&D System. Learning activities in this

course focus on how to use the different ASTRO@ 25

lV&D System Management applications. Participants

will be provided with an opportunity to discuss how to

structure their organization and personnel for optimal

ASTB0@ 25 lV&D system use.

AUDIENCE

System Administrators, Technica I System

Administrators, System Technicians, and other

Application Users

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:

' Describe the relationship between radio

programming, console administration and system

management, and

the impact of this relationship on system planning

. List the network management tools applicable at
each phase of the system life cycle

. Use the report and realtime data to monitor

performance and make adjustments necessary to
maintain acceptable system performance levels

. ldentify the advantages and disadvantages of

options available for the configuration of system

inf rastructure and user parameters

REOUISITE I(NOWLEDGE

Completion of the following course{s} or equivalent

experience:

' Bridging the Knowledge Gap- System

Adminisvators (ACT1 0'1 E)

{ Netlvorking Essentials in Communication

Equipment {NST762)

,' ASTRO@ 25 Applied Nemrorking (NWT003)

,, ASTRO@ 25 lV&D System Overview (AST103B)

&trh

For general informati0n. contact North Anerica [ducation Services help desk at:

iiiril) ?tj'iiriil i.itiri,.r 'l 
'.,i lr;J,,1ilo I ,j i ili,tr.,,iii,..r,l1rli!r: i,(,flr

c0u8sF Ovrnvt[\d
This workshop addresses topics necessary for the

effective planning and mapping of an 45T806 25

lV&D radio system. During this course, the

participants will learn about ASTR0o 25 features,

capabilities, and restrictions in order to effectively

plan and prepare for a new or upgraded ASTB0o 25

system.

AUDIENCE

Pre-sale customers, new system managers, system

planning personnel

COUBSE OBJECTIVES

After completing this course, the student will be able

10:

. Discuss what a fleetmap is and why one is

needed.

" Discuss the methodologies used to configure radio

users and groups with the goal of optimizing the

system resources.

. Describe the content to assist with fleetmapping

decisions.

" Discuss frequency band plan organization and

management.

. Describe basic planning requirements and

complete a simple Fleetmap information template.

n Complete worksheets required to create a

Fleetmap based on sample operational requirement

information.

REOUISITE KNOWLEDGE

None

&drrb
dr
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RADIO SOLUTIONS ASTRO@25 IV&D SYSTEMS
For inlormation 0n prercquisitcs and to rcaistcr for courses visit the LMS stl
i tiiliil llG.i.t 0T0BlJtA s0ilJTt0its c0u

COUNSE OVERVIEW

Provide Motorola Solutions ASTR0o 25 Land Mobile

Badio (LMR) system administrators the information to

access and patch their radio system infrastructure,

update antivirus definitions, review log files and

understand account management.

AUDIENCE

M Core Master Site Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Successfully access seruers in the M-Core

. Successfully patch their radio system infrastructure

. Update Anti-virus (A/V) Definitions for their
radiosystem inf rastructure

u Perform basic review of UNIX logs

o Create user and group accounts

. Assist with basic tasks in Account Management on

. the LMR system

REOUISITE KNOWLEDGE
Completion of the following course(s) or equivalent
experience:

" 45TB06 25 lV&D M Core Workshop (ACS717103)

COU}1SI OVERVIEW

This course describes the Radio Authentication feature

and defines the HWSW components in the Badio

Authentication system. ln addition the course describes

the Badio Authentication process, discusses the various

Keys uses in Badio Authentication. The students will
understand how to provisron and distribute relevant Keys

using the AuC Client GUI to access the AuC Server.

Students will understand how to enable Badio

Authentication in the System via the AUC Client and how

to configure the KVL 4000 for Radio Authentication and

manaqe subscribers from the AUC Client.

AUDIENCE

Customer Adminrstrators or Technicians.

COUBSE OBJECTIVES

After completing this course, the student will be able to:
. Describe Radio Authentication features and HW

SW components

. Describe the Badio Authentication process. Discuss

the Keys used in Radio Authentication

* Provision and Distribute relevant Keys. Describe

the AuC Client GUI

* Enable Badio Authentication in the System.

Configure the KVL 4000 for Badio Authentication

" Manage Subscribers from the AuC Client. Discuss

Badio Authentication functionality ln a DSB system

REOUISITE I(NOWLEDGE

Completion of the following course{s) or equivalent

experience:

" AAE1400 - Badio Authentication e-learning course.

. Radio System Administration or equivalent

knowledge of the Provisioning Manager,

ZoneWatch, Historical Reports, ATIA Log Viewer,

Unified Event Manager (UEM), Unified Network

Configurator (UNC).

Required:
Access to customer ASTB025 Badio System, AuC

Server/Client is required. Customer to provide

working Motorola Solutions' portable radio(s) capable
of placing calls on the System, access to working AuC

client/server along with admin login credentials,

access to a working KVL4000 key loader that can

upload keys to the AUC server.

F0r general inforrati0il, uuntaul Notlll Ailretiua Education Services help desk at:
i$(r0) ?47'2-:(i, (!iltiiir,i o' tli)itiiD.l r6.',-|ti)to,!llrrlriliorr:,;t,. r

COURSE OVEHVIEW

lnformation Assurance (lA) refers to securing radio

network access, protecting the privacy of

network traffic using encryption, and assurinq the

integrity of data sent through the radio

network or stored in the radio network. lA procedures

and protocols offer FIPS-compliant techniques designed

to harden the network. ln this lab-based class, IA

features are applied to network transport equipment by

configuring HP switches, Motorola Solutions network

routers, and firewalls in the classroom. Site level and

zone core lA features are illustrated on the customer

system or, by remotely accessing the Motorola

Solutions Solutions 0neLE ASTH0 @ 25 system.

AUDIENCE

System Tecnhnician and Managers.

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. ldentify and describe the various lnformation

Assurance {lA) features available in the

. ASTB0@ 25 lV&amp;D network.

. ldenti{y the system locations and scope of protection

offered by lA features in the network.

o Harden ASTB0 @ 25 networks using Information

Assurance (lA) features.

o Configure and restore lA features on HP switches
and Motorola Solutions network routers.

' Configure site level lA features using the CSS or

UNC.

n Manage zone core level lA features.

" Manage and check the configuration of firewalls in

the ASTB0 @ 25 network.

BEAUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:. N5T762 Networking Essentials in Communications

Equipment

.' NM003 ASTRO @ 25 Applied Networking

. ACS71Xl03 ASTB0 @ 25 M-Core Workshop

&
drAArb
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RADIO SOLUTIONS ASTRO@ 25 IV&D SYSTEMS
F0r information on prerequisites and to register lor c0urses visrt the LMS at:
L[Anl'lilJc fti0T0F0rAs0tuTt0f..ts c0r,i

COURSE OVEBVIEW

This workshop describes planning, installation,

configuration, operations, and troubleshooting of

Secure Communications within the ASTB0@ 25 lV&D

System.

AUDIENCE

System Technicians, System Administrators, Technical

System Managers

{:0t,li:;[ {_iv[EVIEW
The ASTBOo 25 lV&D lP Based Digital Simulcast

workshop provides an understanding of the

components that comprise the ASTB0o 25 lV&D lP

Simulcast subsystem, and how they operate in

con.lunction with each other. The workshop also

explains the tools and methods available for

troubleshooting components within the lP Based

Simulcast subsystem.

AUD NCE

Simulcast Site Technicians

COUfiST OBJECTIVES

After completing this course, the student will be able

t0:
. Becognize the flow of message and control data

within an ASTB0o 25 lV&D

lP Digital Simulcast subsystem

.. ldentify the major components and connections

within an ASTB0o 25 lV&D lP Digital Simulcast

subsystem prime and remote sites

. Recognize how calls are processed within an

ASTB0o 25 lV&D lP Digital Simulcast subsystem

" Perform maintenance and troubleshooting of select

components in an ASTB0o 25 lV&D lP Digital

Simulcast subsystem

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Bridgrng the Knowledge Gap for ASTB0@ 25 -

Technician {ACT1 00E)

Newvorking Essentials in Communication

Equipment (NST762)

', ASTB0o 25 Systems Applied Networking

{NWTO03)

Required:
. ASTROo 25 lV&D System Overview{ASTl03B)

For general inlormation, contact Nonh America Education Services help desk at:
{slr0} 2'17-2-14!, 0illi0n 4 0r lr njr in(' ri 1' rriol,:r c liisn lll iuirs ,:r;rir

COURSE OVEBVIEW

This workshop describes the components in the

ASTB0@ 25 lV&D System Bepeater Site with GTB

8000 expandable site subsystem. This course also

presents how the GTB 8000 expandable site

subsystem operates and explains the tools and

methods available for troubleshooting c0mponents

within the subsystem.

AUDIENCE

GTB 8000 Site Technicians

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:

" Describe the ASTBOo 25 lV&D Bepeater Site wrth

GTB 8000 Expandable Site Subsystem

conf igurations and components

. ldentify the GCP 8000 Site Controller functions and

conf iguration requirements

. Describe the connections and interfaces to the GCP

8000

. Diagnose and troubleshoot the GCP 8000

. Describe the functionality of the GTB 8000

Expandable Site Subsystem

. Configure and troubleshoot the ASTROo 25

Bepeater Site with GTR 8000 Expandable Site

Subsystem

" Con{igure and troubleshoot the Network Transport

subsystem

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Bridging the Knowledge Gap for ASTB0@ 25 -

Technician (ACT1 00E)

c Networking Essentrals in Communication

Equipment (NST762)

' ASTH0@ 25 Systems Applied Networking
(NM003)

Required:

" ASTROo 25 lV&D System Overview (AST103B)

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
o Plan, organize, and implement Secure

Communications in an ASTB0o 25 lV&D system

, lnstall and configure a Key Management Facility

{KMF) system and related components

. Demonstrate centralized key management using

Over-the-Ai r-Bekeying (0TAB)

. Perform System Administrator functions using the

KMF server and KMF client

. Troubleshoot installation and configuration
problems for the KMF server, KMF client, and KMF

database

. lmplement endto-end encryption using the MCC

7500 console subsystem

REOUISITE KNOWLEDGE

Completion of the following course{s) or equivalent

experience:
. Bridging the Knowledge Gap for ASTB0@ 25

{ACT1 00E or ACT1 01 E)

' Networking Essentials in Communication

Equipment {NST762)

&trh
trh&nb
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RADIO SOLUTIONS ASTBO@25 IV&D SYSTEMS
For information on prerequisites and to rsgist0r lor 6ourseE visit the LMS at:
TTABNING.MOTOBOTASOLUTIONS.COM

COURSE OVERVIEW

The ASTB0@ 25 lV&D Conventional RF Site workshop

describes the components in the different ASTR0@

25 IV&D Conventional BF Sites topologies. This course

also presents howthe different ASTRO@ 25 lV&D

Conventional BF Sites topologies operate and explains

the tools and methods available for troubleshooting

components within the different ASTB0@ 25 lV&D

Conventional BF Sites topologies.

AUDIENCE

Site Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
r Understand key physical and functional

characteristics of conventional site.

. Perform tasks necessary to install conventional site
c0mp0nents.

. Perform configuration steps for conventional site
c0mp0nents.

. Understand available maintenance tools and

indicators in conventional site.

REOUISITE KNOWTEDGE

Completion of the following courses or equivalent

knowledge:
. Bridging the Knowledge Gap - System

Administrators (ACT1 01 )

. Netvvorking Essentials in Communication

Equipment (NST762)

. ASTR0@ 25 Applied Networking (NWT003)

. ASTRO@ 25 lV&D System 0verview (AST1 038)

COURSE OVERVIEW

This workshop covers the administrator and

management functions in the ASTB0@ 25 Domain

Controller and how these functions affect both users

and computers in the ASTB0@ 25 system. Learning

activities in this course focus on how to use the

Domain Controllers to authenticate, administer, and

authorize users and devices in the ASTB0@ 25

System. Group Policies and 0rganizational Units,

RADIUS, and DNS structure will be addressed during

this course.

AUOIENCE

Console Technicians, System Managers

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Understand the Domain Controller server platform

r Understand the DNS Hierarchy in the ASTB0@ 25

system

. lmplement RADIUS authentication in applicable
devices in an ASTB0@ 25 system.

. Use Active Directory to control users in the

ASTB0@ 25 system.

. Understand Group Policy objects and how they

impact users in the ASTRO@ 25 Domain.

RTOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. ASTR0@ 25 lV&D System 0verview (AST1 038)

For genersl informstion, contact Nonh America Education Services help desk at.
{800} 247-2346, oplion { or training.trsag)motorolasolutioos.corn

COURSE OVERVIEW

The purpose of this course is to provide the steps to

operate and maintain a customer's IMW system

within their Motorola Solutions system (ASTB0,

Dimetra, LTE).

AUDIENCE

Partners/Besellers and customers who would be

responsible for the operation and maintenance of a

customers IMW system within their Motorola

Solutions systems (ASTB0, Dimetra, LTE).

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe IMW features.

. Perform installation of lMW.

. Configure an IMW system.

. ldentify the IMW tools to administer the system.

. Perform routine administration.

. Perform troubleshooting.

. Understand system-specific considerations.

REOUISITE KNOWTEDGE

None

ffitI]]-
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RADIO SOLUTIONS ASTRO@ 25 IV&D SYSTEMS
F0r inlormation on prerequisites and to register for courses visit the LIVIS at:
il-AIii!lliii lit{-iT0fi0lAlitlLll1lt,NS.C0}r4

COUNSE OVERVIEW

The lSSl 8000 / CSSI 8000 Feature Overview self-

paced course describes the optional Inter-BF

Subsystem Interface available in an ASTHO@ 25 lV&D

System. lt presents a description of the feature, its

benefits and components, call processing scenarios,

and an overview of the installation process.

AUDIENCE

System Managers, Technical System Managers,

System Technicians, Application Users

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
- Describe the lSSl 8000/CSSI 8000feature

' Describe the components of the lSSl 8000 / CSSI

8000 feature

" Describe the communication scenarios if this

feature is enabled

" Follow the installation and configuration process if
this feature is added to an ASTB0 system

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Bridging the Knowledge Gap for ASTB0@ 25 -

Technician {ACT100E)

COIJRSE OVEBVIEW

The ASTRO@ 25 lV&D Dynamic System Fesilience
(DSB) Overview is a self-study trainrng course

intended to provide a technical overview of DSB. The

course describes how DSB adds a geographically

separate backup for the Master Site to protect against

a catastrophic failure.

AUDIENCE

System Administrators, System Technicians, Field

Technicians

COURSE OBJECTIVES

After completing thrs course, the student will be able

t0:
. Differentiate between a non-DSB Master Site and a

DSR Master Site

Describe the DSR components, operation and

functionality of each of the following services:

- Voice

- Data

- Network Management

- Network Transport

- lP Services

-MOSCAD

BEOUISITE KNOWLEDGE

Completion 0f the f0ll0wing course(s) or equivalent

experlence:

" ASTRO@ 25 lV&D System 0verview (AST1 038)

For general information, contact North America Education Services help desk at:

iiir0i ?''i? 2:1'1ll iiii0N .i or !lniilr(1.In4.Jr],)io,rli-q0lrti0ris.!orl

COURSE OVENVIEW

ASTB0@ 25 lV&D Trunked System - lnterfacing

SmartZone 3600 Systems with SmartX is designed to

allow communication betvveen subscriber radios at

existing 3600 RF sites and an ASTB0@ 25 lV&D

system. lt is based on the Voice Processor Module

hardware platform and enables the continued use of

3600 BF sites and subscriber radios with the release

of ASIB0@ 251.7 or higher. This self-study training

course is intended to provide information related to

the installation and functionality of, including the

hardware and software associated with, the SmartX

Site Converter in the ASTB0@ 25 lV&D.

AUDIENCE

System Administrators, System Technicians, Field

Technicians

COUHSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe the SmartX Site Converter and its

operation within the system

' ldentify the ma.jor components and functionality.

. Know the requirements and components necessary

to install a SmartX Site Converter

REOUISITE KNOWLEDGE

None

Required:

" ASTR0@ 25 lV&D System 0verview 1AST1 038)
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RADIO SOLUTIONS ASTRO@25 IV&D SYSTEMS
For infornation on prcrcquisitcs 0nd t0 rcgister f0r courses visit the LMS 8t:
I iillilllilil lii(t liirlill Alililllirilfrt; Ci)li

f 0iltiS[ 0VERVI[V'J

This web based course describes the functionality and

the hardware and software associated with the

Enhanced Telephone lnterconnect feature in the

ASTB0@ 25 lV&D System

T\UDIENCI
System Technicians, System Administrators

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

' ldentify the function and major components for the
Enhanced Telephone lnterconnect f eature

o Define the operation of the Enhanced Telephone

lnterconnect feature within the system

. Configure the Enhanced Telephone Interconnect

equipment

. Troubleshoot the Enhanced Telephone lnterconnect

equipment

REOUISITE KNOWLEDGE

Completion of the following course{s) or equivalent

experience:

" Bridging the Knowledge Gap forASTR0@ 25

{ACT1 00E or ACT1 01 E)

o Networking Essentials in Communication

Equipment (NST762)

COURSE OVERVIEW

This web based course describes the functionality and

the hardware and software associated CNI Network

Security in the ASTRO@ 25 lV&D System.

AUDIENCE

System Administrators, System Technicians, Field

Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Define network security and its functions

o List the network security components of an

ASTB0@ 25 lV&D system

. Define the functions, components and operation of
the Core Server Management Server {CSMS)

" ldentify the functions, components and operation

of the lnterface Barrier (NlB)

" ldentify the functions, components and operation

of the border router and the peripheral network
r0uter

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:

" Bridging the Knowledge Gap for ASTB0@ 25
(ACT1 00E or ACT1 01 E)

o Networking Essentials in Communication

Equipment (NST762)

. ASTB0@ 25 Systems Applied Networking
(NW003)

Required:

Take one of the following depending on system

supporting:

' ASTB0@25 lV&D with M Core System 0verview

{ACS1 1200-E)

. ASTR0@25 lV&D Conventional with M Core

Overview {ACS'1 1 420-E)

" ASTB0@25 lV&D with L Core System Overview
(ACS 1 1430 E)

. ASTB0@25 lV&D Conventional with K Core

System 0verview (ACS1 1 400 E)

For general infonnation, contact Nodh America Education Serviues lrelp desk at:
(8iJo) 24l'2,1qii, ilpliot ri 4r il n 

jniltl lln":ltotor nl0\rlrlt'ilits,)0iit

COURSE OVERVIEW

This course is designed to give the participants the

ability to align, troubleshoot and repair the

Standalone GTB8000 Base Station/Repeater to
Motorola Solutions recommended service levels.

Emphasis is placed on the use of Configuration

Seruice Software (CSS) and its role in confiquration,

maintenance, diagnostics, alignments, and

optimization of the Standalone GTBB000 Base Hadio/

Bepeater

AUDIENCE

Ma intenance Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

" Understand basic concepts of the various radio

systems supported by the GTBB000 conventional

Base Badio

' ldentify the equipment modules of the GTBB000

Conventional Base Badio

" Operate and perform routine maintenance on the
GTBB000 Conventional Base Radio

u Understand basic operational theory of GTBB000

Conventional Base Badio components

' Configure the GTBB000 Conventional Base Badio

using Configuration Service Software (CSS)

. ldentify the different backplane connections on the

GTRB000 Conventional Base Radio

o Perform calibration and alignment adjustments for
the GTB8000 Conventional Base Badio

,. Troubleshoot problems and identify/replace faulty
modules in the GTBB000 Conventional Base Badio

REOUISITE KNOWTEDGE

Completion of the following course{s) or equivalent

experience:
. General RF Knowledge and Skills

" Basic Knowledge of Two-Way Badio systems
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ASTRo@ 25 tV&D SYSTEM oVERVTEW (AST1038)

ASTB0@ 25 D0MATN C0NTRoLLER ADMTNTSTBATT0N (ASr2015)

MCC Tlll)(t SERIES DlSPATCH CONSOTES WOBKSHOP (CONO12}

ASTR0@25 NICE tocGER INTEGRAT|0N (AST1002)

MCD 5llll(l TECHNICAI WORKSHOP {RDS1O22)

38

38

38

3-e"

39

MCC 7000 Series Dispatch
Consoles Workshop
(C0N012) focuses on the

consoles application in an M- or

L-Core System.

THE TEARNING

MANAGEMENT
SYSTEM (IMSI

36



RADIO SOLUTIONS CONSOLES
For information 0n prerequisites and to register l0r courses visit the LIVIS at:
tIAllNr{G.t/]0r0R0tAs0 t uIl0Ns.c0t;1

trhe&

For 0eneral infnrmation, contant Nonh America Education Services help desk at;
i3lr0i 2ii-23,16, 0l]1i{rr 4 0r lr nin;[! rn.,i !n,)t(ii olii !i0 I uti0ils cofll

INSTBUCTOR-LED

3 DAYS

AST2015

El.

CURRICUTUM COMPTETE
PARTICIPANT CAN MAINTAIN A MCC 7000 DISPATCH CONSOLE SITE INCLUDING: CONSOLE PC, VPM, CC GW'S AND AUX l/0 SERVERS.

*PARTICIPANT PERFORMS TROUBLESHOOTING AND REPLACEMENT OF SITE DEVICES DURING COURSE.

OPTIONAI CONSOTE TRAINING
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RADIO SOLUTIONS CONSOLES
For information on prerequisites and t0 register l0r courses visit the LMS at:
I r,lflNl l\'G.|il 0T080lAS0 I.UTI 0N S.C0tu1

COURSE OVERVITW

The ASTB0@ 25 lV&D System 0verview course will
provide participants with knowledge and

understanding of the ASTB0@ 25 lV&D system. This

course will address M, L and K Core systems. System

architecture, components and features will be

explained. ln addition, BF and console sites and their

architecture, features and components will be

discussed. Finally, call processing for voice and mobile

data applications will be covered, and an introduction

to applications available in the ASTB0@ 25 system

will be provided.

AUDIENCE

Core Technicians, Site Technicians, Console

Technicians, Core Managers.

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Understand the general architecture of an ASTB0o

25 lV&D Badio System

o Understand key features of available in the

ASTB0o 25 lV&D Badio System

u Understand the components of the ASTB0o 25

Zone Core

. Understand site components in the ASTB0o 25

syslem

' Understand the features,capabilities and

components of the MCC7000 series dispatch

consoles

o Understand concepts of Mobility and Call

Processing in the ASTB025

" Understand the applications for managing the

ASTB0o 25 system

COUBSE OVERVIEW

This workshop covers the administrator and

management functions in the ASTB0@ 25 Domain

Controller and how these functions affect both users

and computers in the ASTB0@ 25 system. Learning

activities in this course focus on how to use the

Domain Controllers to authenticate, administer, and

authorize users and devices in the ASTB0@ 25

System. Group Policies and 0rganizational Units,

BADIUS, and DNS structure will be addressed during

this course.

AUOIENCE

Console Technicians, System Managers

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
o Understand the Domain Controller server platform

" Understand the DNS Hierarchy in the ASTB0@ 25

system

' lmplement BADIUS authentication in applicable

devices in an ASTB0@ 25 system.

" Use Active Directory to control users in the

ASTB0@ 25 system.

o Understand Group Policy objects and how they

impact users in the ASTB0@ 25 Domain.

BEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:

' ASTR0@ 25 lV&D System 0verview (AST1 038)

&&
trh&trh

For general information, c0ntact North America Education Services help desk at:
iit:t:.1) ii:l 21a;i, (;itri0r i oi trainirri nalaltctorolijs0luli0[s r(!'n

COURSE OVERVIEW

This course familiarizes participants with installation,

configuration, management and repair of MCC 7000

series dispatch consoles, Archiving lnterface Seruers,

AUX l/0 servers, and Conventional Channel

Gateways. The focus is on a detailed discussion

of console hardware and the installation and

conf iguration of the MCC 7000 series consoles which

consist of the IVCC 71 00 and MCC 7500 dispatch

console.

AUDIENCE

System Administrators, Console Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. lnstall and configure the hardware and software

comp0nents of the MCC 7000 Series Dispatch

Consoies Subsystem

o Perform MCC 7000 Series site connectivity and

bandwidth management

. Perform System Administrator functions using

the MCC 7000 Series Administrator software

. Troubleshoot installation and configuration
problems for the MCC 7000 Series Dispatch

Consoles

BEOUISITE KNOWLEDGE

Completion of the f0llowing course(s) or equivalent

experience:
. Bridging the Knowledge Gap (ACT100E or

ACT1 01 E)

" Networking Essentials in Communication

Equlpment (NST762)

" ASTB0@ 25 Systems Applied Networking
(NM003)

Required:

" ASTB0@ 25 lV&D System 0verview {AST1 038)

dilA

REOUISITE KNOWLEDGE

None
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RADIO SOLUTIONS CONSOLES
For inlormotion on prerequisites snd to register f0r courses visit the LMS at:
LtAfi BtNG.M0Tofi 0t A50tUTt0NS.C0M

COURSE OVEBVIEW

This workshop covers the tasks and knowledge to implement a NICE logging solution in an ASTB0@ 25 system.
Learning activities in this course focus on both initial installation and configuration, and operation and

troubleshooting the components after installation. Participants will be provided with an opportunity to
demonstrate, with available lab equipment, tasks required to install and maintain the related subsystem

c0mp0nents.

AUDIENCE

Console Technicians, System Managers

COURSE OBJECTIVES

After completing this course, the student will be able to:
. Describe the f unctionality of the different components and applications required for NICE Badio logging

. Install and configure required components into an ASTR0@ 25 system

. Perform administrative tasks necessary for operation 0f the logging solution

. Use system tools and applications to identify potential causes of failure of the logging solution

BEOUISITE KNOWTEDGE

Completion of the following course{s) or equivalent experience:
. ASTB0@ 25 lV&D System Overview (AST103B)

. MCC7000 Series Dispatch Console Workshop {C0N012}

Fur gencral iilloflilati0n, c0ntact North Atnerica Education Services help desk at:
t800) 2{7-2346, option 4 or lrainin0.trals\motorolasolutions.conr

COUBSE OVERVIEW

This workshop supports those that install, configure,

or support the MCD 5000 Deskset. This three day

training course will cover installation procedures for
the MCD5000 Deskset, Badio Gateway Unit {RGU),

and connectivity to different station types.

Configuration and programming of the MCD5000 and

its supporting equipment will be covered through

discussion and hands- on lab activitres.

Troubleshooting and maintenance techniques will be

addressed to the Motorola Solutions recommended

service level.

AUDIENCE

Console Technicians, System Managers

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. ldentify the MCD 5000 System Components and

functions

. lnstall MCD 5000 Deskset

. lnstall Badio Gateway Units

. Configure MCD 5000 subcomponents

. Troubleshoot the MCD 5000 system to Motorola

Solutions recommended service levels

. Configure MCD 5000 with the 0perations and

Management Center (0MC), as applicable.

. Use the Administrator Control Panel (ACP) to

configure an MCD 5000 System with OMC.

. Describe the function of the MCD 5000 Deskset

. Describe all tasks on the MCD 5000 Deskset

. Discuss MCD 5000 Deskset Basic 0perations

BEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Communication Systems Concepts {NST021)

FFFit cucK HERE To vtErrv THE

HFF scHraurcAHBPnrcgsHrFr
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CPS PROGRAMMING AND TEMPTATE BUIIDING (ADTOOIV)

XTS/)fi1 TECHNICAL SUBSCBIBEB ACADEMY (ADSTOO5)

AP)flM CPS PROGRAMMING AND TEMPTATE BUITDING (APX7OO1V)

APX TECHNICAT SUBSCBIBEB ACADEMY (APXOI O)

AP)flM RADIO MANAGEMENTWORKSHOP {RDS2017)

MOTOTBBO]M SUBSCRIBEB AND REPEATER TECHNICAT SEBVICE ACADEMY
(TB0300)

SI5{l() RADIO MANAGEMENT Rz.X {PSAlO53}
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RADIO SOLUTIONS SUBSCRIBERS
For informatinn nn prerequisites and to register for c0urscs vtstt the Ll\/lS at:
I I Ilil,iilir : ,(ltirill,l, ,itiLrlltililj {;{);.,.

ii:'l

For general inform0tion, contsct North Amenca lducatron Servtces l)elD dcsk at

',r !l i'

H. CPS PROGBAMMING AND
TIMPTATE BUITDING

ADTOOT-T

TS/XN TECHNICAL SUBSCR]BER ACADEMY

INSTRUCTOR.LED 4,5 DAYS

LMS COURSE CODF:

ADST{}{)s

CPS PROGRAMMING AND TEMPTATE BUILDING

ADT001V VTRTUAL crAssRo0M (5) 2-H0uR sESstONS

drnhAA

DO YOU HAVE CPS PROGRAMMING EXPERIENCE?

CURRICUTUM COMPLETE
PARTICIPANT WILL BE ABLE TO PROGRAM, DEVELOP FLEET TEMPLAIES, AND PERFORM MAINTENANCE ON ALL MEMBERS OF THE APX FAMILY OF RADIOS.

MAINTENANCE WILL INCLUDE TESTING, ALIGNMENTS, DISASSEMBLY/RE.ASSEMBLY SUBMERGIBILITY TESI MOBILE RADIO INSTALLATION, AND
TROUBLESHOOT TO THE BOARD LEVEL

Nloloi0laS0utrons Pr0ductandSystemTechnrcalTrarnrngCourseCatal0g NorthAmerrcalZ0lB 41



RADIO SOLUTIONS SUBSCRIBERS
For information on prerequisites and to register lor courses visit the LMS at:
LEABNING.MOTOBOIASOTUTION S,COM

For general information, contact N0rth America Education Services help desk at:
(800) 24i-2346, oplior 4 or trainin0.na.4motorolas0lurions.Dorn

CURRICULUM COMPLETE
PARTICIPANT SHOULDBEABLETOPROGRAM,DEVELOPFLEETTEMPLATES,ANDPERFORMMAINTENANCEONALLMEMBERS(]FTHEXTS/XTLFAMILYOF
RADIOS. MAINTENANCEWILLINCLUDETESTING,ALIGNMENTS,DISASSEMBLY/RE-ASSEMBLYSUBMER6IBILITYTEST,MOBILERADIOINSTALLATION,AND

TROUBLESHOOT TO THE BOARD LEVEL.
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RADIO SOLUTIONS SUBSCRIBERS
For information on prerequisites and to register for courses visit the Ll\4S at:
TEARNINC,MOTOBOLASOTUTIONS.COM

COURSE OVERVIEW

This course provides communications management

personnel and technicians with the knowledge and

tools needed to program the radio units in the most

efficient way depending on the system, features and

options they require. The parameters and exercises

shown in the class apply to a wide number

of portable and mobile radios, including

XTS 5OOO, XTS 3OOO, XTS 2500, XTS 1500,

XTL 5OOO, XTL 2500, XTL 1 5OO, MTS 2OOO, MCS 2OOO,

the SPECTBA family, and the Professional Series.

AUDIENCT

Fadio Technicians, System Managers

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Program the basic parameters of any radio using

the Customer Programming Software (CPS)

. Program the specific parameters of any radio

related with the system where the user is going to
work: conventional. single site trunking, Simulcast,

AMSS, SmartZone or ASTB0@ 25

. Demonstrate knowledge of the options and

features that can be programmed in a radio

. Create templates for the programming of

subscribers in a system

COURSE OVERVIEW

Pafticipants will learn the capabilities, features and

functions of the XTS/XTL family of radios as well as

how to correctly complete performance checks, radio

a I ignments, disassembly/reassembly, maintenance

and troubleshooting. This academy will also focus on

the detailed theory of operation. The XTS/XTL

Academy will also cover in detail: Radio Flashing,

Encryption, Key Loading (lncluding configuring the

XTS/XTL radio for 0TAB), Programming over P25 (0ver

the Air Programming), Advanced System Key

Management, Vacuum and Submersibility Testing,

Mobile Badio lnstallation and many other special

setup or configuration modes with the radios. ln

addition to lecture, large amounts of hands-on,

scenario based lab work will be used to reinforce

knowledge transfer.

AUOIENCE

Badio Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Distinguish between the features and

specifications

of the XTS and XTL 5000 radios

. Verify the correct operations of the XTS and XTL

5000 radios by completing Performance Checks and

Alignment procedures

. Maintain and troubleshoot an XTS and XTL 5000

radios

. Disassemble and reassemble the radios using the

documented procedures

, Verify the housing integrity of an XTS 50008

portable radio

' Flash upgrade an XIS and an XTL 5000 Badio

. lnterpret the circuit theory of operation and use

this information to isolate faults found at both the

board and the component level

For general intormation, contact Nonh America Education Services help desk at.
{800} ?47-2346, 0Ili0n 4 0r lraining.natsmotorolasoluliafls.ccnr

BEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Communication Systems Concepts (NST021)

. Basic Badio (ABD5004)

. Theory of Radio Operations (BCS003E)

AND
. CPS Programming and Template Building 0verview

(ADTOO]V)

OR
. Test Out CPS Programming and Template Building

(ADT0o1-T)

BEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Basic features and options of two-way radios basic

concepts of trunking
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RADIO SOLUTIONS SUBSCRIBERS
For inlormation on prerequisites and to register for courses visit the LMS at:
TEARNING.MOTOROIASOLUTIONS,COM

COURSE OVEBVIEW

The APX CPS Programming and Template Building

course provides communications management

personnel and technicians with the knowledge and

training necessary to build templates and program the

APX family of radios in the most efficient

way possible.

AUDIENCE

Badio Technicians, System Managers

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Build the APX family of programming templates

using the APX CPS Programming Software

. Program the specific parameters related to the

various sytem types in which the subscriber unit

will operate: Conventional, Single Site Trunking,

Simulcast, SmartZone or ASTH0@ 25 lV&D TDMA

and ASTB0@ 25 lV&D X2

. Demonstrate knowledge of the APX CPS

navigation, tools, options and features that make

effeicient programming of the radio possible

. Demonstrate a complete understanding of the

various APX CPS programming efficiency tools,

such as: Cloning, Drag and Drop, Codeplug

Comparison Tool, Badio Flashing, Advance System

Key Administrator, Codeplug Merging and many

others

COURSE OVEBVIEW

Participants will learn the capabilities, features and

functions of the APX family of radios as well as how

to correctly complete performance checks, radio

alignments, disassembly/reassembly, maintenance

and troubleshooting. This academy will also focus on

a detailed theory of operation for the APX family of

radios. The APX Academy will also cover in detail:

Badio Flashing, Encryption, Key Loading (lncluding

configuring the APX radio for 0TAB), Programming

over P25 (0ver the Air Programming), Advanced

System Key Management, Vacuum and Submersibility

Testing, APX Mobile Badio lnstallation and many other

special setup or configuration modes with the radios.

ln addition to lecture, large amounts of hands-on with

scenario based lab work will be used to reinforce

knowledge transfer. This academy will cover in detail

all models within the APX family of radios.

AUDIENCE
Radio Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Distinguish between the features and

specifications of all available radios within the APX

family of subscribers

. Verify the correct operation of the various radios

within the APX family of subscribers by completing

Performance Checks and Alignment procedures

. Maintain and troubleshoot radios within the

APX family of subscribers

. Disassemble and reassemble various APX

subscriber radios using the documented procedures

F0r general information, contact North America Education Seruices help desk at:
(800) 247-2346, oltiorr 4 0r lraining.na.Omotorolas0lulicus.co0l

. Verify the housing integrity of an APX portable

radio

. Flash upgrade the various radios within the

APX family of subscribers

. lnterpret the circuit theory of operation and use

this information to isolate faults found at both the

board and the component level

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Communication Systems Concepts (NST021)

. Basic ffadio (ARD5004)

. Theory of Badio 0perations (BCS003E)

Required:
. APX CPS Programming and Template Building

{APX7OOlV)

REOUISITE KNOWLEOGE

Completion of the f0llowing course(s) or equivalent

experience:
. Experience with the basic features and options of

two-way radios and the basic concepts of trunking
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RADIO SOLUTIONS SUBSCRIBERS
For inlormation on prer€quisitss and to rogistor for courses visit the LMS 0t:
trABNltiG.M0T0B0tAs0LuTt0Ns.c0M

COURSE OVEFVIEW
Participants will learn the capabilities, features, and

functions of the APKM Badio Management Suite.

This course will cover an APX CPS overview, APX

Badio Management 0vervieW Basic Networking

Primer, ASTB0@ 2S/CEN Networking and UNS

Overvieq and APX Badio Management lnstallatton,

Configuration, and Operations. ln addition, the course

will contain labs thatwill focus on installation,

configuration, and operation using both wired and

P0P25 updates to APX Subscriber radios in both a

IAN and WAN environment.

AUDIENCE

Badio Technicians, System Managers, Radio

Programmers

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe the APX Badio Management Suite

operations and required software and hardware

c0mp0nents

. Describe all deployment options forAPX Radio

Management Suite

. Configure a basic APX Badio Management system
using a single PC, multiple PCs on a lAN, and

multiple PCs on a WAN.

o Troubleshoot common APX Badio Management
lnstal lation, conf iguration, and operation issues

. Use Best Practices to implement and optimize
Badio Management Perf ormance

REOUISITE KNOWLEDGE

Completion of the following course{s) or equivalent

experience:
. APXtu CPS Programming and Template(APX7001V

Building)

For general information, contact Nonh America Education Services help desk at:
{800} 241.2346, 0p1io| 4 ortrainin0.na€,motoroirsolorions.csm

COURSE OVERVIEW

Participants will learn the capabilities, features and

functions of the MOTOTRBOru family of radios and

repeaters as well as how to conectly complete
perf ormance checks, radio al ignments, disassembly/

reassembly, maintenance, and troubleshooting. This

Academy will also focus on the detailed theory of

operation. In addition to lecture, large amounts of
hands on, scenario based lab work will be used to
reinforce knowledge transfer. This Academy will cover

in detail different models within the MOTOTBB0TM

family of radios and repeaters.

AUDIENCE
Badio Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Distinguish between the features and

specifications of the M0T0TRBON portable and

mobile radios and repeaters

. Verify the correct operations of the MOTOTBBOru

radios and repeaters by completing Performance

Checks and Alignment procedures

. Maintain and troubleshoot MOTOTBBOil radios
and repeaters

. Disassemble and reassemble the radios using the
documented procedures

BEOUISITE KNOWLEDGE

Completion of the following course{s) or equivalent

experience:
. CEDMEL2000 - lntroduction to M0TOTBB0TM

Systems for Technicians

CUCK HE8[ TO VIEW THE
sstE9t IstrJB Fntcf s$cFr
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RADIO SOLUTIONS SUBSCRIBERS
For information on prerequisites and to register for courses visit the LMS at:
TEARNI NG.MOTOB OTASO IUTI O N S.CO M

COURSE OVERVIEW

This course provides an overview and presentation of

the basic functions available in Badio Management

tool from the perspective of Sr devices management.

It includes video simulations of typical operations

performed in Hadio Management on Si devices,

together with useful tips and practical examples.

AUDIENCE

Badio Management users

COURSE OBJECTIVES

After completing this course, the student will be able

to:
r Describe the Badio Management application and

its features.

. Lead users through their first logging.

. Demonstrate typical operations performed in Radio

Management on Si devices.

REOUISITE KNOWTEDGE

None

For general intormataon, c0ntact Nonh America Education Services help desk at:
{800i ?47-2346. option 4 or rraining ni.c,'motorolasol0ti0ils.com
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MOTOTRBOTM SYSTEMS PORTFOLIO
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MOTOTRBOTM SYSTEM INTRODUCTION FOB TECHNICIANS {CEDMEL2OOO}

MOTOTRB OTM SYSTEMS APPLIED NETWORKlNG (PCTZOO7)

MOTOTBBOTM RADIO MANAGEMENT WORKSHOP (PCT2O22}

MOTOTRBOTM SUBSCBIBER AND REPEATER TECHNICAL SEBVICE ACADEMY

{T80300)

MOTOTRBOTM CAPACITY MAX DESIGN AND DEPIOY (PCT2O1O)

MOTOTRBOTM DESIGN AND DEPTOY FOR CAPACITY PLUS {CEDN/EL26OON)

MOTOTRBOTM DESIGN AND DEPTOY FOB LINKED CAPACITY PTUS (AEL26O1N)

MOTOTRBOTM DESIGN AND DEPTOY IOR IP SITE CONNECT (AEL26OON)

MOTOTRBOTM CONNECT PLUS DESIGN AND DEPLOY (AEL36O1)

MOTOTBB OTM SYSTEM ACADEMY (PCT3OOZ)

MOTOTRBOTM SYSTEM ACADEMY FOR CONNECT PIUS (PCT3OO3}

MOTOTRBOTM CONNECT PLUS TO CAPACITY MAX MIGRATION TBAINING
(PCT301 2)

51

5:l

w

52

V

-53

5_3_

53

54

5{

55

55

THE TEARNING

MANAGEMENT
SYSTEM (tMS)

48



RADIO SOLUTI ONS MOTOTRBOTM
F0r inl0rm0tion 0n prcrcquisitcs 0nd to rcgtster for c0urses vrsrt tlte LIVIS at
i l:jiil,lir ir, :.lij iiliiiii r';ill l,r, lil ti; lltj i

YES

Fur gerrcral irrlurrrration, contact N0rth Anlerica Education Services help desk at:
\.!:..;llilj-!:).',.,,11!i'rI i,, rt,li,r!.:j j: I , i 1, ,1ili::|!i,lri:.,1i .r..ri

BASIC NETWORKING

RDS0003 oNLTNE sELF-PAcED

MOTOTRBOTil SYSTEMS APPLIED NEr,1/ORKING

INSTRUCTOH.LED 3.5 DAYS

LMS COURSE CODE:

PCTzBllT

&nlil&h&

i!{i
MOTOTRBOTM SYSTEM INTRODUCTION FOR TECHNIENNS

Eilfl CEDMEU000 vtRruAL cLASSR0OM (5)2.s,H0uR sEssloNs

YES

DO YOU UNDERSTAND IP? i.: :.t

DO YOU HAVE

MOTOTRBOIM EXPERIENCE?

GHOOSE YOUR SPECIATIZED SYSTEM TRAINING

CONNECT PLUS

MOTOTRBOIM DESIGN

AND DEPI.OY FOB

CONNECT PLUS

VIBIUAL CLASSBOOM
{5)3.s-H0UR SESST0NS

AEUt60l

$etr

AA
&Adil

CAPACITY MAX

MOTOTRBOTS DESIGN

AND DEPTOY FOB

CAPACITY MAX

INSTRUCTOR.LED
4.5 DAYS

IP SITE CONNECT

MOTOTRBOTM BESIGN

AND DEPLOY FOR

IP SITE CONNECT

VIRTUAL CLASSBOOM
(t) 4-H0uR sEssr0N

AEU600

COMPLETE ALL THREE COURS[S

CAPACITY PLUS

MOTOTRBOIM DESIGN

AND DEPLOY FOR

CAPACIry PIUS

VIRTUAL CLASSROOM
(r) 3.5-HoUR SESS|0N

CEDMEU6OI}

rfla

LINKED CAPACITY PLUS

MOTOTRBOIM DESIGN

AND DEPTOY FOR

LINKED CAPAC]TY PIUS

VIRTUAL CLASSROOM
{1) 4-H0uR SESST0N

AE[260r
PCT20I0

MOTOTRBOTM CONNECT PTUS

SYSTEM ACADEMY

INSTRUCTOR.LED 3.5 DAYS

LMS COURSE CODE:

PCT3003

l*rr aa

&rh
nhdrA

MOTOMBOTM SYSTEM ACADEMY

INSTRUCTOR.LED 4.5 DAYS

LMS COURSE CODE:

PCT3002

CURRICUTUM COMPLETE
PARTICIPANT SHOULD BE ABLE TO DESCRIBE THE KEY CHARACTERISTICS OF THE SYSTEM, DESCRIBE THE KEY CONFIGURATION ITEMS IN BOTH SUBSCRIBERS

AND REPEATERS, PROGRAM EFFECTIVE REPEATER AND SUBSCBIBER CODEPLUG TEMPIATES FOR THE SYSTEM, AND DESCRIBE THE APPLICABLE IP
NETWORKING REOUIREMENTS WHEN DESIGNING A SYSTEM,
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RADIO SOLUTI ONS MOTOTRBOTM
For in{ormation on prerequisites and t0 register Ior courses visit dte LIVIS at:

, ,;., I.ll' . r.l 'ri ri irii: I :

For general inl0rmatron, cOntact North America Educatron Services Desk at:
t , i i'.; : .:, ,ri:ri'it., |r rr ],,,,ti t; i : i ,,ti ',i ;1. I'

TIF

drtrh
nb&&

MOTOTRBOIM SYSTEM INTRODUCTION FOR TECHNICIANS

CEDMEU{)(}O VIRTUAL CLASSROOM (5} 2.5.}IOUB SFSSIONS

MOTOTRBO]M SUBSCRIBER AND REPEATEB
TECHNICAL SERVICE ACADEMY

INSTRUCTOR,LED 3.5 DAYS

LMS COUBSE CODE:

T80300

GURRICULUM COMPTETE
PARTICIPANT WILL LEARN THE COMMON MOTOTRBOIM FEATURES AND CAPABILITIES TO DESIGN AND DEPLOY MOTOTRBOTM SYSTEMS, PARTICIPANT SHOULD

BE ABLE TO COMPLETE PERFORMANCE CHECKS, RADIO ALIGNMENTS, DISASSEMBLY/REASSEMBLY MAINTENANCE, AND TROUBLESHOOTING OF VARIOUS

MOTOTRBOIM RADIO WPES.
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RAD I O SOLUTIONS MOTOTRBOTM
For intormation on prerequisites and to register lor courses visit the LMS at:
TEAFNING,MOTOBOIASOTUTIONS.COM

COURSE OVEfiVIEW
This is an introductory course to the MOTOTBBON

system theory of operation, key components and

topologies. M0T0TRB0N Systems lntroduction for
Technicians gives the Professional-Level Empower

Certification seekers all the basic information they

need to know about common M0T0TBBOtu features

and capabilities, along with system design and deploy
principles. Upon successfully completing this course,

individuals should be ready to take the more

advanced Design and Deploy courses for lP Site
Connect, Capacity Plus (Multi-Site and Single Site),

Capacity Max and/or Connect Plus.

AUDIENCE

Anyone who will sell, design, configure, deploy, or
majntain MOTOTBBOil Digital Radio Systems. This

would include, but is not limited to: Design

Eng ineers, Communication System Technicians,

Technical Support Personnel and Service Technicians.

COURSE OBJECTIVES
After completing this course, the student will be able

t0:
. Describe the different components available to

build your M0T0TBBOft system.

. Explain the MOTOTBBOru Modes and Systems.

. Describe the various Data Applications capabilities
and everyday uses within the M0TOTBB0TM

systems.

. Describe |VOT0TBB0IM's Digital and Analog
features.

. Explain system and channel capacity planning.

' Explain MOTOTBB0TM lP network design
considerations.

' Describe organizational requirement and resources

needed to design the fleetmap.

. Describe the use and purpose of various tools such

as: Badio Management, Tunet RDAC, Air Tracer,

Site Survey and 3rd Party Application Tools.

. Navigate the main screens of the Customer

Programming Softrruare (CPS) needed to configure
the radios and repeaters.

BEOUISITE KNOWLEDGE
Participants should have a basic understanding of
radio communication f undamenta ls.

Knowledge of basic two-way FM and digital
communications theory.

. BDS0003 - Basic Networking

. BDS0002 - Basic BF

. BDS0004 - Basic Fadio

. AAEl402 -Professional and Commercial Badios
(PCB) Portfolio Overview

For general information, contact North America Education Servic€s help desk at:
(8001 24i"2346, 0llti0r 4 or trainin!.Iaemororol6solutiofls,com

COURSE OVERVIEW

The M0T0TRB0N Systems Applied Networking
provides technicians with the necessary information

required for understanding the typical networking

requirements for implementing a variety or

M0T0THBOtu solutions. The course includes

fami liarization/review of basic networking concepts

and M0T0TBBOttr-specif ic networking requirements.

This course will focus on specific configurations for lP

Site Connect, Linked Capacity Plus, and Connect Plus

trunking systems.

AUDIENCE

Technical System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Becall Basic Networking Concepts

. lndentify recommended netwrk components for
MOTOTBBOil systems

. Define |-ANAIVAN topologies for MOT0TBBOTM

systems

o Perform backup, restore and recovery of
recommended network components

. ldentify network security concepts for
MOTOTRBOil systems

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. Networking Essentials in Motorola Solutions

Communication Systems (NST762)
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RADIO SOLUTIONS MOTOTRBOTM
F0r inl0rmation on prerequisites and t0 register lor courses visit the LIVIS at:
I rAfi lll lJt;.ln 0T0F0t11s0lUTl tj{.J $ C{l it

COURSE OVEBVIEW

The M0TOTBBOru Badio Management 2,0 Workshop

course provides technicians with the necessary

information and practice to use the M0T0TBBOTM

Badio Management 2.0 programming tool effectively.

AUDIENCE

System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
u Deploy and use BM 2.0 in a variety of real-world

scenarios.

6 Create and maintain configurations for basic

M0T0TBB0N Configurations (Connect Plus and

Capacity Max excluded).

. Utilize Wi-Fi programming within RM 2.0.

" Use the BM lmport and Export feature for database
population.

' Convert existing radio templates and codeplugs to

BM 2.0 Configurations.

u License and activate Fadio and Application

features.

o Use advanced features such as Data Mining.

" Use BM 2.0 t0 ease mass-deployments of

subscribers.

COUBSE OVERVIEW

Participants will iearn the capabilities, features and

functions of the MOTOTRBOtu family of radios and

repeaters as well as how to conectly complete

performance checks, radio alignments, disassembly/

reassembly, maintenance, and troubleshooting. This

Academy will also focus on the detailed theory of

operation. ln addition to lecture, large amounts of

hands on, scenario based lab work will be used to

reinforce knowledge transfer. This Academy will cover

in detail different models within the M0T0TBBOTM

family of radios and repeaters.

AUDIENCE

Badio Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Distinguish between the features and

specifications of the M0T0TRBOtu portable and

mobile radios and repeaters

' Verify the correct operations of the MOTOTBBOru

radios and repeaters by completing Performance

Checks and Alignment procedures

. Maintain and troubleshoot MOTOTBBOtu radios

and repeaters

. Disassemble and reassemble the radios using the

documented procedures

REOUISITE KNOWLEDGE

Completion of the {ollowing course(s) or equivalent

experience:

" CEDMEL2000 - Introduction to MOTOTBBOru

Systems for Technicians

For general information, c0ntact North America Education Seruaces Desk at:
l:lirlli /ii":;:ii iiIlioir j {i, 1r;liri'rri ti t,irr!or0lasclillr0rs corit

COURSI OVTRVIEW

M0T0TRBOtu Capacity Max Design and Deploy

begins by covering the design process for a Capacity

Max Badio system. Under the lnstructors guidance,

participants will have the opportunity to practice

designing and deploying a small scale, 2 Site/3

Channel, Capacity Max system in a safe classroom

environment. This course will also cover how to

configure Capacity Max using Fadio Management 2.0

Configuration Mode.

In order to get the most of the hands-on activities,

Participants MUST bring their own laptop to class

with the latest BM 2.0 Configuration Mode software

loaded. Please download this software from MOL

{Motorola Solutions 0nline).

AUOIENCE

System Managers and Technicians

COUBSE OBJECTIVES

After completing this course, the studentwill be able to:
. Design a simple a 1-System 2 Site/3 Channel

Capacity Max system

' Calculate Capacity Max capacity and bandwidth

using a Case Scenario and System Design tools.

. Using Badio Management Configuration Mode,

configure your radios and infrastructure.

.. Deploy a 1-System 2 Site/3 Channel Capacity Max

system.

'' Usinq System Advisor, learn tte fundamentals of

troubleshooting and maintaining a Capacity Max systein

- Execute Radio Management dahbase hckup and restore

,' Describe how to optimize a Capacity Max system

NEOUISIIE KNOWLEOGE

Completion of the foll0wing course{s) or equivalent

experience:

' CEDMEL2000 - MOTOTBB0TM System lntroduction

for Technicians.

, PCT1047 - MOT0TBBOTM Capacity Max Technical

Overview (0LT)

PCT1 046 - MOTOTBB0TM Capaciry Max Theory of

0perations (0LT)

. PCT1032 - Badio Management 2.0 Configuration

Mode (0LT)

., Understanding lP Network Addressing

,. Knowledge of RF Propagation modelling tools

&nh

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
.. PCTl032 M0TOTBBOTM Radio Management 2.0

Configuration Mode completion

., Networking Essentials or Network + Certification

,' A high-level working knowledge of lP networking is

very important

&& nlildilnb
dildil&
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RADI O SOLUTIONS MOTOTRBOTM
For information on prerequisites and t0 register lor courses vasit the LlilS at:
trAilli[,]c.t.l0T0fi 0tA s0 LlJTt0tJs c0tti

COUNSE OVEI1VIEW

M0TOTBBOTM Capacity Plus Design and Deploy

training covers the key components and architectures

of MOTOTBB0TM Capacity Plus Badio systems.

Participants will be able to describe the |VOTOTRBOIM

Capacity Plus system, its capabilities, system

components, and data applications. Participants will
also be able to describe various M0T0TRB0TM

Capacity Plus system topologies. They will learn how

to design and deploy a MOTOTRBOru Capacity Plus

radio system. This course will also cover how to

configure a M0T0TBBOru Capacity Plus system using

M0T0TBBOTM Customer Programming Sofnruare (CPS).

AUDIENCE

System Managers and Technicians

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:

u Describe the |VOTOTBBOIM Capacity Plus system,

its capabilities, system components, and data

appl ication.

u Describe the MOTOTRBON Capacity Plus theory of

operation.

o Describe the available MOTOTBB0TM Capacity Plus

topolog ies.

. Learn the steps needed to configure a Capacity

Plus system using MOTOTBBOru CPS to program

the subscribers and repeaters.

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:

" BDS0003 * Basic Networking

" RDS0002 - Basic RF

" BDS0004 - Basic Badio

. AAE1402 - Professional and Commercial Badios
(PCB) Portfolio 0verview

. CEDMEL2000 - M0T0TRBON System lntroduction

for Technicians

COURSE OVERVIEW

lV0T0TBBOrM Linked Capacity Plus Design and

Deploy training introduces the key components and

architectures of M0T0TBBOru Linked Capacity Plus

Radio systems. Participants will be able to describe

the M0T0TRB0N Linked Capacity Plus system, its

capabilities, system components, and data

applications. Participants will also be able to

describe the M0T0TBBOTM Linked Capacity Plus

system topology. They will learn whats involved with
Designing and Deploying a MOTOTBBOw Linked

Capacity Plus radio system. This course will also cover

how to configure a M0T0TBBOtu Linked Capacity

Plus system using MOTOTBBOru Customer

Programming Sof tware {CPS).

AUDIENCE

System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
u Describe the MOTOTRBOtu Linked Capacity Plus

system, its capabilities, system components, and

data application.

. Describe the M0T0TRBOtu Linked Capacity Plus

theory of operation.

" Describe the available MOTOTBBOru Linked

Capacity Plus topologies.

" Learn the steps needed to configure a Linked

Capacity Plus system using MOTOTRBON CPS to
program the subscribers and repeaters.

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. BDS0003 - Basic Networking

" RDS0002 - Basic BF

- BD50004 - Basic Badio

. AAE1402 - Professional and Commercial Badios
(PCB) Portfolio Overview

. CEDMEL2000 - MOTOTBBOTM System lntroduction

for Technicians

For general information. contact North America Education Services help desk at:
{8lrij) i47"234i,, iir!iit:r q nr lriir,ir:.1 lrii 1ri Dlrr,,l;t,:rll,rin0::,;tr,r

COIJI.ISE OVEBVI[W
M0TOTRBOTM lP Site Connect Design and Deploy

training introduces the key components and

architectures of the MOTOTRBOru IP Site Connecr

radio systems. Participants will be able to describe

the MOTOTRBOtu lP Site Connect system and irs

capabilities, system components, and data

applications capabilities. Participants will also be able

to describe various MOTOTBBOW lP Site Connect

system topologies. Participants will learn how to

design and deploy a MOTOTRBOru lP Site Connect

radio system. This course will also cover how to

configure a MOTOTBBON lP Site Connect System

using M0T0TBBOru Customer Programming

Software. This course was designed for individuals

who already have a good understanding of

MOTOTBBOtu systems, but who want to now focus

on lP Site Connect.

AUDIENCE

System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

to:

' Describe the lV0T0TRBOlM Capacity Plus system,

its capabilities, system components, and data

application.

o Describe the lvl0T0TRBO]M Capacity Plus theory of
operation.

o Describe the available MOTOTBBOTM Capacity Plus

topologies.

n Learn the steps needed to configure a Capacity

Plus system using MOTOTRBOru CPS to program

the subscribers and repeaters.

EEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
,, BD50003 - Basic Networking

" RDS0002 - Basic RF

., RDS0004 - Basic Badio

" AAE1402 * Professional and Commercial Radios
(PCB) Portfolio 0verview

" CEDMEL2000 * M0TOTRBOTM System Introduction
for Technicians

a&trb
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RADIO SOLUTIONS MOTOTRBOTM
For information 0n prerequisites and t0 register lor courses visit the LMS at:
i.IAllNltlG.lri{, lti,lt-)i Alj(il UTltif,]5; Cl)li

COURSE OVERVI[\TU

M0T0TRBOTM Connect Plus Design and Deploy

introduces the key components and architectures of a

M0TOTBBOTM Connect Plus Digital Badio system. The

goal of the training is t0 teach participants how to

correctly design and deploy a Connect Plus system in

the field.

AUDIENCE

System Managers and Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

" Describe the MOTOTRBOru Connect Plus system.

. Describe in detail MOTO]BBOru Connect Plus

theory of operation.

" ldentify the available M0T0TRBOTM Connect Plus

topologies.

n Configure a MOTOTBBOtu Connect Plus system

using MOTOTBBOru CPS to program both

M0T0TRBOTM radios and M0T0TRBOTM repeaters.

. Configure a MOTOTBBOru option board using

M0T0TRBOru Connect Plus 0ption Board CPS,

. Use the MOTOTBBOru Connect Plus Network

Management Application to configure, monitor, and

make adjustments to M0T0TBBOru Connect Plus

sites and subscriber units.

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:

" CEDMEL2000: M0TOTRBOTM System lntroduction

for Technicians

One or more of the following:

. AEL2600: MOT0TBBOTM lP Site Connect Design

and Deploy

. CEDMEL2600: M0TOTBBOTM Capacity Plus Design

and Deploy

" AEL2601: M0T0TBBOTM Linked Capacity Plus

Design and Deplo

For general information, c0ntact N0rth America Education Services Desk at:
(3aJ0) 2i7'2:ri;,0lttiort rl., llniriDtt |.1';r-trl,)lcrol.isill{r1l!ir: .r0rr'

COURSE OVERVIEW

This course allows the participant to acquire in-depth

hands-on experience planning, configuring and

deploying the following IV0T0TBBOTM Systems and

Solutions: Digital Conventional, lP Site Connect,

Capacity Plus and Linked Capacity Plus.

N0TE: MOTOTBBOtu Connect Plus Systems are

covered in a separate class, please reference course

Design and Deploy for M0T0TBBOru Connect Plus

(AEL360'I ) to learn how to plan, configure and deploy

M0T0TRBOTM Connect Plus systems

AUDIENCE

System Administrators, System Technicians, Field

Technicians

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

" Create and implement functional programming

templates for example radio sites and systems that

include:

. Digital Conventional simplex and repeater-based

systems.

. lP Site Connect multisite conventional systems.

. Capacity Plus single-site trunked systems.

. Linked Capacity Plus multisite trunked systems.

Students will also receive instruction and/or hands-on

experience with:

' Beceiver voting topologies.

' Integrating M0TOTBBOtu Anywhere

* Integrating Avtec Scout consoles

FEOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
, MOTOTBBOtu System Introduction for Technicians

(cEDMEL2ooo)

' MOT0TBBOTM Design and Deploy for lP Site

Connect (AE12600)

. MOTOTBBOru Design and Deploy for Capacity Plus

(cEDMEL26oo)

', MOTOTBBOTM Design and Deploy for Linked

Capacity Plus (AE12601 )

tttr trb&a
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RADIO SOLUTIO NS MOTOTRBOTM
For information on prerequisites and to rBgistor for 0ourses visit the LMS at:
LEABNING.MOTOBOI.ASOLUTIONS.COM

COURSE OVERVIEW

M0T0TRBOft Connect Plus System Academy allows

the participant to acquire in-depth experience
planning, configuring and deploying M0T0TRBOTM

Connect Plus Trunking systems in a hands-on

laboratory environment. This course reinforces and

provides tangible context for individuals who have

completed the virtual instructor-led IV0T0TRBOTM

Design and Deploy course and who wish to master

the key elements of the MOTOTBBOru Connect Plus

Digital Badio system.

AUDIENCE

System Administrators, System Technicians, Field

Technicians, Support Personnel

COUBSE OBJECTIVES

After completing this course, the student will be able

to:
. Apply Connect Plus system theory and technical

capabilities and features to real-world scenarios.

. Create and implementfunctional programming

templates for Connect Plus subscribers and

repeaters.

. Configure Connect Plus XBC site controllers for
single and multi-site systems.

. Configure Connect Plus XBT gateways for key

applications such as M0T0TBBOtu Anywhere.

. Configure site controller redundancy.

. Determine bandwidth requirements for inter-site
links using the Connect Plus System Planner.

. Configure Auto-Fallback operation in subscribers

and the site infrastructure.

' Configure Emergency Calling and Emergency Alert
operation.

, Configure option board codeplugs for over the air
delivery.

" Perform over the air programming (0TAP) of key

subscriber files such as the network frequency file,
option board firmware and option board codeplugs.

. Describe and configure Network Address
Translation {NAT) in site routers that are

representative of typical customer equipment.

. Troubleshoot Conneci Plus systems from the

network, subscriber, and repeater perspectives.

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:

. M0T0TRB0N System lntroduction for Technicians

(CEDMEL2OOO)

' MOTOTBBOtu Connect Plus Design and Deploy
(AE13601 )

For general information, contact North America Education Services help desk at:
(8001 247-23{6, optiorr 4 or traininaJ.ra.dmororolas0luti0ns.con

COURSE OVERVIEW

This Virtual lnstructor-Led training will guide you in

migrating a Connect Plus to a Capacity Max radio

system using the Capacity Max Bridge (CMB).

Beceive expert guidance on how to install, configure,

and troubleshoot the CMB while also learning about

the differences in system operations.

N0TE: : To gain the most benefit from this training,

field experience or proficiency at deploying both

Capacity Max and Connect Plus systems is strongly

recommended.

AUDIENCE

Dealers, Channel Partners, Technicians, MSI

Employees

COURSE OBJECTIVES

After completing this course, the student will be able

to:
. Describe the features and capabilities of the

Capacity Max Bridge (CMB).

. Use Badio Management to configure the CMB for
your system.

. List the types of calls the CMB can bridge and the
differences .between the two M0T0TBBOtu

systems.

. Monitorthe CMB for optimal performance.

REOUISITE KNOWTEDGE

Completion of the following coursels) or equivalent

experience:
. AEL3601 - M0T0TRB0TM Connect Plus Design and

Deploy

. PCT2010 - MOTOTRBOtu Capacity Max Design and

Deploy

NfiSTOTfi8$:iA CONNECI PIUS
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PUBLIC SAFETY LTE DELIVERS
A HIGH DEGREE 0F THE 5 C's

ffi ffi
Ki$
sK* &

COVERAGE WITHOUT

COMPROMISE
Public Safety LTE networks handle peak

usage and prioritize system traffic to the
end of coverage. Extend network
coverage during disaster recovery
situations and optimize coverage at the
edge with LTE deployable trailers.
Because first responders can instantly
access video, photos, maps and more,
they're better prepared to anive at a

dangerous crime scene or search patient
medial records from a moving
ambulance.

CAPACITY

FOR IT ALL
Capacity isn't only critical
lor emergencies, it's
essential for day-to-day
operations. When
thousands of people
c0nverge at sp0rts
venues, concerts, f estivals
and rallies, mobile
capacity must be
suificient and robust to
keep everyone safe.

iiffiit

CAPABILITES TO IMPROVE

SITUATIONAL AWARENESS
When public safety personnel

have a unified picture of whats
unfolding, they are better
equipped to respond. High-speed
data, location information, photos

and streaming video can
significantly improve collaboration
and outcomes.

COST SAVING

ON A LARGE SCALE
An optimized Public Safety
LTE network that saves
money via economies of
scale on devices and
inf rastructure partnership
where needed.
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PUBLIC SAFETY tTE ARCHITECTURE AND SIGNATING (LTE2OOs)

PUBLIC SAFETY LTE SYSTEM ADMINISTRATION {LTE2OO6)

PUBTIC SAFETY TTE APPTIED NETWORKING (LTE2OO7)

PUBTIC SAFETY LTE SYSTEM OVEBVIEW {AAE1 603)

58

58

5-8

59

THE TEABNING

MANAGEMENT
SYSTEM (LMS)
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PUBLIC SAFETY LTE COURSES
For intormation on prerequisites and to register lor courses visit the LMS at:
l IAiiuluri f,Ji0T0RiltA:;0luTl0li5 c0li

COURSE OVERVIEW

This lab-based class provides students a practical

understanding of 3GPP LTE/EPC signaling as used in a

public safety LTE newvork.

Students use an Aricent EPC c0re system, Ericsson

eNodeB, and Motorola Solutions subscriber units to:

manage LTE/EPC network elements and interfaces,

determine subscriber and network element status,

capture and analyze LTE signaling, and analyze endto-

end service signaling and quality of service.

AUDIENCT
customers

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
u Describe LTE network elements and function

. Describe LTE/EPC interfaces

. Analyze LTE/EPC signaling f lows

o Evaluate network element status based on NE

interface and signaling state

. Trace UE state based on signaling

o Validate and troubleshoot end{o-end service

signa ling

n Describe LTE Ouality of Service {0oS) operation

" Describe LTE to ASTR0@ 25 inter-working options

COURSE OVEIlVIEW
The M0T0TBBOtu Systems Applied Networking

provides technicians with the necessary information

required for understanding the typical networking

requirements for implementing a variety or

M0T0TBBOtu solutions. The course includes

familiarization/review of basic networking concepts

and M0T0TBBON-specific networking requirements.

This course will focus on specific configurations for lP

Site Connect, Linked Capacity Plus, and Connect Plus

trunking systems.

AUDIENCE

Technical System Managers and technicians

COURSE OBJECTIVES

After completing this course, the student wtll be able

t0:

" Becall Basic Networking Concepts

" Indentify recommended netwrk components for

MOTOTRBOtu systems

. Define IANANAN topologies for M0TOTRBOru

systems

. Perform backup, restore and recovery of

recommended network components

. ldentify netvvork security concepts for

M0T0TBBOru systems

BEAUISITE I(NOWLEDGE

Completion of the following course(s) or equivalent

experience:

' Networking Essentials in Motorola Solutions

Communication Systems (NST762)

For general infornation, contact N0rth America Education Services help desk at:

t,i::tj;:i"?'\!t'.;.0i)!ior:,j.iltlninrr{lflni:.[rct.tolnsolution"^.ccrir

IOU}1!iE {}VEBVI[W
The Public Safety LTE Applied Networking course

covers the operation and maintenance of Motorola

Solutions supplied network transport equipment used

in a PS LTE network. Participants will learn the

operation and replacement tasks required to maintain

Layer 2 switches, Layer 3 switches, the NTP server,

DNS server, firewalls, and other devices which

provide backhaul transport and connectivity services

in the network.

This lab-based course offers students practice with

critical maintenance procedures 0n standalone

equipment without impacting network operation.

AUDIENCE

Customer System Managers, Customer Network

Transport Technical Staff

COURSE OBJECTIVES

After completing this course, the student will be able

t0:

" Check and manage status of LTE network transport

devices

" Upgrade and downgrade device firmware or

operating system

. Backup and restore device configuration

, Replace device hardware

. Validate and troubleshoot device operation

REOUISITE KNOWLEDGE

Completion of the following course{s) or equivalent

experience:

', Public Safety LTE System 0verview (AAE1603)

, Nenrvorking Essentials in Motorola Solutions

C0mmunicatons Equipment {NST762)

An&
&&d!

REOUISITE KNOWLEDGE

Completion of the following course{s) or equivalent

experience:

" Public Safety LTE System 0verview (AAE1603)

" Netvvorking Essentials in Motorola Solutions

Communicatons Equipment (NST762)

trhdiltrh
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PUBTIC SAFETY tTE COURSES
F0r inlormation on prerequisites and to rsgistor for courses visit the LMS 0t:
iEABNING,MOTOBOIASOLUTIONS.COM

COUFSE OVERVIEW

The Public Safety LTE System Overview self-paced

course presents a high-level description of the Public

Safety LTE system and an introduction into the

network elements that comprise the system.

AUDIENCE

System Managers, System Technicians

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe LTE (Long-Term Evolution) technologies

. Describe the networks and their connections in a

Public Safety LTE system

. Describe the functionality of the elements in aM
Public Safety LTE system

o Describe how Prioritization works

. Describe bearers and data paths

. Describe the User Equipment(UE)

BEOUISITE KNOWTEDGE

' None

For general inf0rnlati0n, c0iltact Nuttll Ailterica EdUcation Services help desk at:
{800} 241"2346, ol)tion 4 or {ainirrl rra/.rrrqlorolasolutions.ccn
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WAVE CERTI FI ED INTEG RATI ON EN G I NEER (AST3OO1 }

WAVE T(l(t() ADMINISTBATION AND MAINTENANCE WOBKSHOP (LTEZO43}

INTELTIGENT MIDDTEWARE 5.2 OPERATION AND ADMINISTRATION (RDS2O25}

COMMANDCENTBALVAULT END USEB {PSA1O44)

COMMANDCENTRAT VAULT REDACTION (PSA1 062}

COMMANDCENTBAT ANATYTICS END USER (RDS2O23)

COMMANDCENTBAL PREDICTIVE END USER (RDS2024)

COMMANDCENTRAL AGENCY SYSTEM ADMINISTRATION (PSA1 045)

COMMANDCENTRAT VAUTT SYSTEM ADMINISTRATION {PSA1 043)

COMMANDCENTRAL AWARE FIELD WORKSHOP (RD5202i)

COMMANDCENTRAL INFORM END USER (PSA1O57}
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SOFTWARE & APPLIGATIONS
For information on pr€rsquisites and to r0gistcr for courscs visit thc LMS at:
l.rAntJtNG.h40T0B0tAs0irJTr0Ns c0ti

COURSE OVERVIEW

The WAVE Certified lntegration Engineer course

provides instruction in designing, integrating, and

troubleshooting WAVE systems. lt also provides the
groundwork for a basic understanding of how WAVE

delivers a Badio-over-lP solution. The training scope

covers WAVE integration to M0T0TBBOTM, ASTR0,

and DIMETBA systems.

AUDIENCE

Sales/Systems Engineers who will desiqn and

implement WAVE solutions, presale/post sale

engineers, Motorola Solutions STs and ffs, partners,

and customers.

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. Understand and identify WAVE components.

. lnstall and configure the WAVE Management

Server, Media Server, Proxy Server, Desktop

Communicator, Advanced Desktop Communicator,

Web and Mobile Communicators.

. ldentify radio systems compatible with WAVE and

list integration steps.

. Maintain and support a WAVE domain.

REOUISITE KNOWLEDGE

General knowledge of:
u IP Networking

' lP Telephony

' Server-class 0perating Systems

. Mobile Device Applications

" LMB Hadio Systems

* Motobridge

. MOTOTRBOru

* VMware vSphere - server virtualization platform

' Windows Active Directory

" lP Security

c0r.rflst 0vF.nvlEW
The course covers the following:

- WAVE 7000 system overview and a list of features
- WAVE 7000 server administration, maintenance and

troubleshooting content
- PSX PTT application overview available call types

The intent of the course is to present the WAVE 7000

system in the context of the entire soluti0n including

IMW and LTE elements.

However, a detailed discussion of IMW and PS LTE

components and applications is outside of the scope

of this course.

AUDIENCE

System Administrators, Field Engineers, Support

Engineers

COUFSE OBJECTIVES

After completing this course, the student will be able

to:
. Provide information regarding the WAVE 7000

system, its function and capabilities.

,. Perform the call types offered within the WAVE

7000 solution.

" Becognize WAVE 7000 administration tools and

their functions.

u Define and describe the features of WAVE 7000
system.

.. Execute back up and restore operations for WAVE

7000 system.

. Understand and explain process of geo-

redundancy, as well as its administration,

maintenance, provisioning and synchronization.

Define and describe Secure Signaling and Service

Authentication of WAVE 7000

. Fjx the presented issues of WAVE 7000 System.

iIEOUISI'T[ KNOWLEDGE

. None

&trb

for general informati0n, contact North America Education Services help desk at.
{800} 24i-2346. opriou 4 or lraining.n;r..:mclorohs0lutions carr

COURSE OVERVIEW

The purpose of this course is to provide the steps to

operate and maintain a customer's IMW 5.2 system

within their Motorola Solutions system (ASTR0,

Dimetra, LTE).

AUDIENCE

Partners/Besellers and customers who would be

responsible for the operation and maintenance of a

customer's IMW system within their Motorola

Solutions systems (ASTB0, Dimetra, LTE).

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe lMWfeatures.

. Perform installation of IMW

. Configure an IMW system.

" ldentify the IMW tools to administer the system.

o Perform routine administration.

o Perform troubleshooting.

n Understand system-specific considerations.

REOUISITE KNOWLEDGE

. None

&etrh
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SOFTWARE & APPLICATIONS
For information on prerequisites and to register l0r courses visit the LMS at:
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COURSE OVERVIEW

The CommandCentral Vault End User course starts out

by providing a high level overview of CommandCentral

Vault. lt then demonstrates all of the tasks and end

user may be required to do. lt goes through grouping

and filtering of videos, it walks through the tasks of

adding annotations, creating video clips, adding

appropriate tags, and how to handle audio and picture

files.

AUDIENCE

End users

COUBSE OBJECTIVES

After completing this course, the student will be able

t0:
. Describe the CommandCentral Vault GUI and the

Vault functions

" Navigate through, Group and Filter Videos

. Describe the Video overuiew screen

. Create clips, add annotations, and add appropriate

tags to videos

. Describe how to handle Audio and picture files

For qeneral informati0n, c0ntact N0nh Arherica Education Services help desk at:

{600} 241-23,1i, ol)tir)ll 4 0! lr ;)rlirlrr.i)ii'irrr.ilotr,ll: rl',ltcq:.,:tlir

COUfISE OVIBVIEW
This training provides instruction on how to perform

the redaction of videos in CommandCentral Vault.

AUDIENCE

Becord Specialists, Administrators, F0lA Officers or

anyone who is required to redact videos before they

are distributed.

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
,. Prepare Videos for redaction

" Understand the key relationship between concepts

of how redaction works such key frames, threshold

setting, lighting, object movement, and so forth...

" -Redact and save a video

REOUISITE I(NOWLEDGE

* None

COURSE OVERVIEW

The CommandCentral Analytics End User course

provides an overview of CommandCentral Analytics. lt

consists of eight modules: 0verview, Basic

Operations, Dashboard, Boll Call and Maps,

Trendcaster, Beporting, New Tabs, and Email Beports.

AUDIENCE

End users

COUBSE OBJECTIVES

After completing thrs course, the student will be able

t0:

" Describe what CommandCentral Analytics is.

. Perform Basic 0perations.

o Set and read Trendcaster

. Manage tabs.

o Manage the application.

REOUISITE KNOWLEDGE

. None

BEOUISITE KNOWLEDGE

u None
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SOFTWARE & APPLICATIONS
F0r information on prerequisites and to register lor courses visit the Ll\4S at:
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COTJRSE OVEBVIEW

The CommandCentral Predictive End User course

provides an overview of CommandCentral Predictive.

It consists of four modules: 0verview, Basic

Operations, Map View and TAP View, and Gaining

Access (for Users with administration privileges). The

course presents an overview of the application

features and key users. lt includes a presentation of

the User Menu together with instructions on how to
perform basic operations and use the main tabs of the

application. For users with system administration
privileges, it provides guidance on how to gain access

to CommandCentral Predictive, how to create and

manage user acc0unts.

AUDIENCE

End users

COUBSE OBJECTIVES
After completing this course, the student will be able

t0:

' Understand and identify the key features of
CommandCentral Predictive.

" Perform basic operations.

' Use the Map View and TAP View tabs.

. Gain access to the application.

REOUISITE KNOWLEDGE

. None

c0uHsE 0l/F.nvtEW
The CommandCentral Agency System Administration

course provides an overview of the System

Adminstration functions that apply to all of the

CommandCentral Applications in the CommandCentral

suite of Applications. This course covers the creation

and modification of user information and the

creatation and modification of groups with
permissions that users are assigned to. The group

permissions determine what a end user is able to see,

modify 0r do in the CommandCentral suite of

appl ications.

AUDIENCE

System Administrators or anyone who is responsible

for setting up users, and groups along with their
access permissions in the CommandCenral suite of

appl ications

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
s Add users to the CommandCentral application

' Modify user information

. Bemove users from the CommanCentral

applications

. Add groups to the CommandCentral application

. Add permissions to the groups

. Define which layers in inform that a group may

access

" Assign User to specific Groups for their access

level

BEOUISI'TE KNOWLED6E

. None

For general information, contact North America Education Services help desk at:
(Saill) Tirl-2:J,16, (ii)lioli ii o, lraini!.1 nn?rnotorola:;0lotions.ril.r

COURSE OVERVIEW

The CommandCentral Vault System Administration

course provides an ovenriew 0f CommandCentral

Vaults System Adminisvator tasks. lt covers:

Device management tasks, including deleting devices,

and adding new devices to vauh. Adding new devices

is referred to as the "Out of Box Experience". lt then
explains how to assign devices to officers, and finally
goes through the steps to set up tags. Tags are used

to identify or classify videos in to categories that are

important to an agency. How these tags can be used

for searching, grouping or if they can be available on

the Si device are determined by setting the system

administrator makes. This course also explains how to
set up the default global retention durations, how to

set the Recovery period before a video is deleted, and

how to set unique retention times for special video

types.

AUDIENCE

Command Central Vault System Administrators

COURSE OBJECTIVES
After completing this course, the student will be able
t0:

. Add, delete and assign Si Devices

. Set video retention and recovery durations

o Create and Manage Tags

. Fix the presented issues of WAVE 7000 System.

BEOUISITE KNOWLEDGE

. None
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SOFTWARE & APPLICATIONS
For informati0n on prerequisites and t0 register for courses vish the LMS at:
i rAiil'inG [i 0T0ti0r-As0tuTt0l{s.coM

COURSE OVERVIEW

The CommandCentral Aware Field Workshop course

consists of several modules to address customer

training needs for the Aware solution. This training

provides information on the general Aware interface

including video, messaging, mapping, and radio

consoles as well as modules that address the optional

applications found in the Aware solution. This course

is divided into two sections: one to address the needs

of customer system administrators and the second to

train operators of the Aware position. The

administrator content covers the information

necessary to manage user, camera, reports and other

tasks that are necessary t0 administer the Aware

solution. The operator content covers the controls and

functionality of the various applications that make up

the Aware solution to allow users to make the most

effective use of their Aware positions.

AUDIENCE

Aware pos ition operators, System Administrators,

System Administrators/Managers

F0r general information, c0ntact N0rth America Education Services help desk at:
i600i 2tt'2-?ri6, {rDli{rrr 4 or lrainin(.rottnioror olar0l0li00s.c(fl1

COURSE OVERVIEW

This course provides an overview of the

CommandCentral lnform User lnterface. lt then goes

into detail on how t0 display and modify how lnform

displays each application the user is using so only

relevant data is presented.

AUDIENCE

Officers, detectives, commanders or anyone who

needs to use the CommandCentral lnform application

COURSE OBJECTIVES

After completing this course, the student will be able

t0:
. Navigate the CommandCentral lnform User

lnterface

. Configure your lnstance of CommandCentral lnform

to display data that is relevant to your job.

REOUISITE KNOWLEDGE
None

COUBSE OBJECTIVES
After completing this course, the participant will be

able to:

. Understand the functionality of applications that

comprise CommandCentral Aware.

" 0perate CommandCentral Aware applications.

" Use the adminstrative tools to manage the

applications that comprise

" CommandCentral Aware.

BEOUISITE KNOWLEDGE

None

du&

FOR MOBE INFORMATION,
GONTACT YOUR MOTOROLA

SOLUTI O NS REPRESENTATIVE
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BAD I O SOLUTI ONS ADDITIONAL COURSES
For information on prerequisites and to register for courses visit the LMS at:
LTARNING,MOTOFOIASOTUTIONS.COM

COURSE OVERVIEW

The course focuses on a detailed discussion of the

different types of Network Fault Management

systems, SDM3000 BTU hardware, hands-on

activities with programming the BTU s, Attach Site

Builder Applications for Tag Generation, Generating

Tags and Files, navigating with the web browser

features and the Graphic Master Computer.

AUDIENCE

System Managers, Service Technicians, Motorola

Solutions Seruice Center, End Users

COUESE OBJECTIVES

After completing this course, the student will be able

to:
. lnstall NFM SDM3000 builder software on

students' laptops.

. Configure alarm points using SDM3000 builder.

. Generate Tags and Files to import alarm tags.

. Navigating and acknowledging alarms at the

Graphic Master Computer.

. Uti I ize the web browser features to view and

configure the system.

. Create Custom Tabs.

. Create Custom Maps.

REOUISITE KNOWLEDGE

Completion of the following course(s) or equivalent

experience:
. A basic understanding of Windows navigation

. Laptop computer with Windows XP

o Windows program files must be on the "C"

directory

d!4ilnb

For general information, contact North America Education Services help desk at:
(800) 24?-2346, opliorr 4 or lraining.Iaq)motorolosoluiicrs.conr
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Easy to print Stand-alone file that is not part of this larger catalog.

Easierto use: Each course is hyperlinked to its sign-up page in the Learning Management System (LMS).

Updated frequently: Download the latest version for the most current schedule and pricing.

6 pages total: Pages 1-4 are for lnstructor-led and Virtual Classroom courses, listed by quarter. Pages 5-6 are
online courses.

To vlew the most current details for any of our c0uTses, please register for an account (see Page 4) and log into the iVotorola Solutions Learning Management
System {LMS) at: i:,iri;ti;i,1.;i,;rr:i, ri',;,,'ir::;: r: . ,rri',: 0r call us at 1800)241 2346, option 4.

Click on the above link to access the schedule and pricino file or visit: r,irii;rri:i;;::,i!riiiirii r.r;rri!i.,rj,!:ii:; ,;'; 1;i1;.r,;1j.;.,r{1!..r
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V-I$IT O-U-B LEARNING S.E8V-ICES WEBSITE;
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0ur website is your portal to finding the courses

t0 meet your unique needs. Keep up t0 date with
the latest Norlh America training news and

download videos and documents find information

on lodging and directions to the campus. 0r use

the Contact Us function for additional questions

or assistance in customizing your training
pr0gram.

Motorola Solutions, lnc.

North America Education Services

1 303 E. Algonquin Boad - Door 50

Schaumburg, lllinois 60'l 96 U.S.A.

800-247-2346

Motorola Solutions, MC)TO, Motorola Solutions irnrl thc Stylized M Logo are

tradernarks or registercd traclerrrirrks oIMotorola Solutions Traclenrark lloldings,
l,LC and are used un<ler license. All othcr trirdcnrrrks rle the property oftheir
respective owners. 02018 lvlotorola Solutions, lnc. All rigbts reserved.
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This Statement of Work (SOW), including all of its subsections and attachments is an integral part of
the Services Agreement or other signed agreement between Motorola Solutions, lnc. (Motorola)
and Customer ("Agreement") and is subject to the terms and conditions set forth in the Agreement.

Advanced Plus Services are Network Event Monitoring, Technical Support, Network Hardware
Repair, Remote Security Patch lnstallation, OnSite Support, Annual Preventive Maintenance and
Network Updates. Each of these services are summarized below and expanded upon in the in the
appendices A, B, C, D, E, F and G. ln the event of a conflict between the Sections below and an
individual SOW Subsection, the individual SOW Subsection prevails.

Advanced Plus Services

Motorola's Advanced Plus Services are designed for customers who would benefit from Motorola's
support experience. Advanced Plus Services are delivered through a combination of centralized
resources within Motorola's Solutions Support Center (SSC) collaborating with authorized local field
services delivery resources that are experienced in managing mission critical networks and
associated technologies. The MSI SSC operates 24 x 7 x 365, leveraging field resources that are
either dedicated to the network or engaged as needed.

Advanced Plus Services applies to fixed end communications network equipment located at the
network core, RF site and dispatch sites. Advanced Plus Services do not include maintenance of
mobile or portable devices, or network backhaul.

The services described in this SOW will be performed in accordance with the Customer Support plan
(CSP) agreed upon by the parties.

The CSP will define the system elements covered under Advanced Plus Services. The division of
responsibilities between Motorola and Customer shall be defined and documented in the
Appendices of this SOW, the Advanced Plus Services CSP and other portions of the Agreement.

Customer Support Plan (CSP)

The Advanced Plus Services Statement of Work summarizes Motorola's delivery approach and
standard goals. Since individual customer technologies, systems, operating environments, and
operational capabilities differ, the outlined services approach in the Advanced Plus Services SOW
will be adapted to each customer's own environment and unique needs via the csp.

The CSP is a critical component of this SOW and, once created, will automatically become integrated
into this SOW by this reference. Motorola and Customer will collaborate to define the Customer-
specific processes, procedures, network information, and other relevant support details required to
perform the Services set forth in the Advanced Plus Services SOW.

Centralized Service Delivery
Network Event Monitoring provides for real time continuous event management for radio
communications networks. The SSC Network Operations Center utilizes sophisticated tools for

O Motorola 2017
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remote monitoring and event characterization of customer communications networks. When an

event is detected, technologists acknowledge and assess the situation, and initiate a defined
response. Appendix A contains the SOW for Network Event Monitoring.

Technical Support provides telephone consultation for technical issues that require a high level of
ASTRO 25 network experience and troubleshooting capabilities. Technical Support is delivered
through the Motorola Solution Support Center (SSC) by a staff of technical support specialists skilled
in diagnosis and swift resolution of infrastructure performance and operational issues. Motorola
applies leading industry standards in recording, monitoring, escalating and reporting for Technical
Support calls from its contracted customers, reflecting the importance of maintaining mission
critical systems. Appendix B contains the SOW for Technical Support.

The Service Desk provides a single point of contact for all Service related items, including
communications between Customer, Third-Party Subcontractors, and Motorola. The Service Desk
provides an ingress/egress point for Service Requests, Service lncidents, Changes, and Dispatch. All
incoming transactions through the Service Desk are recorded, tracked and updated through the
Motorola Customer Relationship Management (CRM) system. Key responsibilities are:
Documentation of customer inquiries, requests, concerns and related tickets. Tracking and
resolution of issues, and timely communication with all stakeholders is based on the nature of the
incident and the requirements of the CSP. The Services Deskwill manage service requests received
from authorized parties and will coordinate the appropriate response with Customer and third
parties, as necessary.

Field Service Delivery

Advanced Plus Services are provided by authorized local field Services delivery resources. Annual
Preventive Maintenance and OnSite Support are both managed from the SSC, but delivered by
authorized local field services resources.

OnSite Support provides local, trained and qualified technicians who arrive at the customer location
upon a dispatch service call to diagnose and restore the communications network. This involves
running diagnostics on the hardware or FRU (Field Replacement Unit) and replacing defective
infrastructure or FRU. The system technician will respond to the customer location based on
predefined severity levels. Appendix E contains the SOW for Onsite Support.

Annual Preventive Maintenance Service provides proactive, regularly scheduled operational test and
alignment of infrastructure and network components to continually meet original manufacturer's
specifications. Certified field technicians perform hands-on examination and diagnostics of network
equipment on a routine and prescribed basis. Appendix F contains the SOW for Annual Preventive
M aintenance.

Network Hardware Repair

Motorola provides a hardware repair service for all of the Motorola and select third-party
infrastructure equipment supplied by Motorola. The Motorola authorized Repair Depot manages
and performs the repair of Motorola supplied equipment as well as coordinating the equipment
repair logistics process. Appendix C contains the SOW for Network Hardware Repair.

O Motorola 2017
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Network Hardware Repair with Advanced Replacement is a purchasable option under which
Motorola will provide Customer with an advanced replacement unit(s) or Field Replacement Units
(FRUs) as they are available in exchange for Customer's malfunctioning equipment. Malfunctioning
equipment will be evaluated and repaired by the infrastructure repair depot and returned to depot's
FRU inventory upon completion of repair. Customers who prefer to maintain their existing FRU

inventory have an option to request a "Loaner" FRU while their unit is being repaired. lf purchased,
an appendix with the Network Hardware Repair with Advanced Replacement SOW will be included
at the end of this document.

Secu rity Management Operations

Remote Security Patch lnstallation

Motorola maintains a dedicated vetting lab for each supported ASTRO 25 release for the purpose of
pre-testing security updates. ln some cases, when appropriate, Motorola will make the updates
available to outside vendors, allow them to test, and then incorporate those results into this
offering. Once tested, Motorola posts the updates to a secured extranet website and sends an
email notification to the customer. lf there are any recommended configuration changes, warnings,
or workarounds, Motorola will provide detailed documentation along with the updates on the
website. ln addition to testing the security updates, Remote Security Patch lnstallation includes
remote installation of the updates. Appendix D contains the SOW for Remote Security Patch
lnstallation.

Security Monitoring

ASTRO 25 Security Monitoring is a purchasable solution that provides 24x7x365 monitoring of the
radio network security elements by specialized security technologists with years of experience
working with ASTRO 25 mission-critical networks. For highly complex or unusual security events, our
technologists have direct and immediate access to Motorola engineers for rapid resolution. lf
purchased, an appendix with the Security Monitoring SOW will be included at the end of this
document.

Network Updates

Network Updates Service is a comprehensive approach to technology sustainment of the ASTRO 25

system. lt incorporates both software and hardware updates aligned with the ASTRO 25 platform
lifecyclesothecustomer'ssystemismaintainedatahighlevel ofsupport. NetworkUpdatesservice
provides a complete package of hardware, software and implementation services required to update
the ASTRO 25 system with an equivalent level of functionality.

Network Updates enable the ASTRO 25 system to function at high levels of operation over time, and
allow for feature enhancement and system expansion, such as expansion of RF sites, dispatch
positions, data sub-systems, network management positions, while maximizing the lifespan of the
investment. Network updates provide access to the latest available standard and optional features
(optional features may require an additional fee for licensing and hardware). Software and
hardware updates to platform components optimize the availability of repair services support and
may also provide increased capacity and processing capability. Live network updates are performed
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with minimal interruption to system operation and with minimal reliance on owner resources
Appendix G contains the SOW for Network Updates.

My View Portal

MyView Portal is a web-based platform that provides a transparent, single source view of network
maintenance and operations along with historical system and service delivery information. lt can be

accessed from a desktop, laptop or tablet web browser.

Event Monitoring Reports: See resolution status for incidents and notifications by severity level.
Technical Support: View case status details to compare them to committed response times.
OnSite Support: Observe case details by severity level and track the progress of onsite support issue

resol uti on.

Annual Preventive Maintenance: Access the maintenance status for all sites and quickly identify
actions needed to take to optimize system performance.
Network Hardware Repair: Track return material authorizations (RMAs) shipped to our repair depot
and eliminate the need to call for status updates.
Security Patching: Receive automated patch downloads and status on competed updates.
System Upgrade Notifications: View hardware and software updates in addition to alerts to areas
that need compliance attention
Trending Reports: Access up to L3 months of historical data and system activity to analyze case

management.
Asset and Contract lnformation: View all the assets purchased for the network, recent orders, and
contract information.

The data presented in MyView Portal is in support of the appendix SOW's which provide the terms
of any service delivery commitments associated with this data.

O Motorola 2017
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Appendix A: Network Event Monitoring Statement of Work
Network Event Monitoring provides real-time fault monitoring for radio communications networks
on a contlnuous basis. Network Event Monitoring utilizes sophisticated tools for remote monitoring
and event characterization of your communications networks. When an event is detected, skilled
technologists acknowledge and assess the situation, and initiate a defined response.

The terms and conditions of this Statement of Work (SOW) are an integral part of Motorola's Service
Agreement or other applicable agreement to which it is attached and made a part thereof by this
reference.

1.0 Description of Network Event Monitoring Services
Network Event Monitoring is a service designed to monitor elements of a communication system for
events, as set forth in the Monitored Elements Table. When the SSC detects an event, then, based
on the severity of the event, trained technologists acknowledge and remotely diagnose the event
and initiate an appropriate response in accordance with the customer handling procedure.
Appropriate responses could include, but are not limited to, continuing to monitor the event for
further development, attempting remote remediation via engagement of Technical Support
resources, or initiating dispatch of a Field Servicer ("Servicer") for onsite remediation if required.

1.1 Availability
Network Event Monitoring is available 24 hours a day,7 days a week. Network Event Monitoring
availability is based on the level of contracted service and defined in the Customer Support Plan
(csP).

1.2 Geographic Availability
Network Event Monitoring is a globally provided service unless limited by data export control
regulations. Timeframes are based on the customer's local time zone.

1.3 lnclusions
Network Event Monitoring can be delivered on Motorola sold infrastructure as stated in the
Monitored Elements Table.

1.4 Limitations and Exclusions

L.4.1, Does not include monitoring of anything outside of the radio network or monitoring of
infrastructure provided by a third party, unless specifically stated. Monitored elements
must be within the radio network and capable of sending traps to the Unified Event
Manager (UEM).

1,.4.2 Additional support charges above and beyond the contracted service agreement fees
may apply if Motorola determines that system faults were caused by the customer
making changes to critical system parameters.

I.4.3 ThefollowingactivitiesareoutsidethescopeoftheNetworkMonitoringservice,butare
optional services that are available to remote Network Monitoring customers at an

O Motorola 2017
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additional cost:
. Emergency on-site visits required to resolve technical issues that cannot be

resolved by SSC working remotely with the local customer technical resource
o System installations, upgrades, and expansions.
o Customer training.
o Hardware repair and/or exchange.
o Network security services.
o Network transport (WAN ports, WAN cloud, redundant paths).
o lnformationAssurance.
. Any services not expressly included in this statement of work.

t.4.4 Reference the event catalogue to confirm monitored equipment

1.5 Motorola has the following responsibilities:
1.5.1 Provide dedicated connectivity through a network connection necessary for monitoring

communication networks. The Connectivity Matrix further describes the connectivity
options.

L.5.2 lf determined necessary by Motorola, provide Motorola owned equipment for
monitoring system elements. lf Motorola installs or replaces Motorola owned
equipment, the type of equipment and location installed is listed in the Motorola Owned
& Supplied Equipment Table.

1.5.3 Verify connectivity and event monitoring prior to system acceptance or start date.
t.5.4 Monitor system continuously during hours designated in the CSP in accordance with the

pre-defined times specified in the Engagement Matrix.
l-.5.5 Remotely access the customer's system to perform remote diagnosis as permitted by

customer pursuant to the Connectivity Matrix.
1.5.6 Create a case, as necessary. Gather information to perform the following:

r Characterize the issue
r Determine a plan of action
o Assign and track the case to resolution.

I.5.7 Cooperate with customer to coordinate transition of monitoring responsibilities
between Motorola and customer as specified in section 1.6.L2 and 1,.6.72.L

1.5.8 Maintain communication as needed with the customer in the field until resolution of the
case

1.6 The Customer has the following responsibilities:
1.6.1 Allow Motorola continuous remote access to enable the monitoring service.
t.6.2 Provide continuous utility service to any Motorola equipment installed or utilized at

customer's premises to support delivery of the service. Customer acknowledges Risk of
loss to any Equipment provided to Customer as part of the Services will reside with
Customer upon delivery and will remain with Customer until Equipment is returned to
Motorola or its authorized representative.

1.6.3 Provide Motorola with predefined customer information and preferences prior to Start
Date necessary to complete the CSP, including, but not limited to:

o Case notification preferences and procedure

O Motorola 2017
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. Repair Verification Preference and procedure
I Database and escalation procedure forms.
o Submit changes in any information supplied to Motorola and included in the CSP

to the CSM,

t.6.4 Provide the following information when initiating a service request:
o Assigned system lD number
o Problem description and site location
o Other pertinent information requested by Motorola to open a Case

Notify the SSC when customer performs any activity that impacts the system. (Activity
that impacts the system may include, but is not limited to, installing software or
hardware upgrades, performing upgrades to the network, renaming elements or devices
within the network, or taking down part of the system to perform maintenance.)
Allow Servicers access to equipment (including any connectivity or monitoring
equlpment) if remote service is not possible.
Allow Servicers access to remove Motorola owned monitoring equipment upon
cancellation of service.
Provide all customer managed passwords required to access the customer's system to
Motorola upon request or when opening a case to request service support or enable
response to a technical issue.

Pay additional support charges above and beyond the contracted service agreements
that may apply if it is determined that system faults were caused by the customer
making changes to critical system parameters
Obtain at Customer's cost all third party consents or licenses required to enable
Motorola to provide the monitoring service.
Cooperate with Motorola and perform all acts that are reasonable or necessary to
enable Motorola to provide the services described in this SOW.

Contact Motorola to coordinate transition of monitoring when monitoring responsibility
is to be transferred to or from Motorola. (1.e. normal business hours to after-hours
monitoring) as set forth in pre-defined information provided by customer CSP.

1.6.L2.1 Upon contact, customer must provide customer name, site id, status
on any open cases, severity level, and brief description of case and

action plan to Motorola.
Acknowledge that cases will be handled in accordance with the times and priorities as

defined in the Engagement Matrix.
Cooperate with Motorola and perform all acts that are reasonable or necessary to
enable Motorola to provide the Network Event Monitoring.

1.6.6

L.6.7

1.6.8

1.6.9

1.6.10

1.6.11

1.6.r2

1.6.5

1.6.13

7.6.r4
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Engagement Matrix

The event types are based on the defined levels as follows

Severity
Level

Severity Definition Engagement Times

1 This is defined as a critical /major incident that
causes the system and/or infrastructure to
experience a loss of call processing

functionality and no work-around or
immediate solution is available.
The following are examples of this kind of
failure:

o 33% of call processing resources
impaired

o Remote Site/subsystem severed
o Site Environment alarms:

o Smoke
o Unauthorized access

o Temperature
o Power failure

Response provided 24 hours, 7 days a

week, including US Holidays.

2 This is defined as a moderate/minor incident
that causes the system to operate with a

continuous reduction in capacity or
functionality of core services (core services
include, voice, data or network management)
The following are examples of this kind of
failure:

o Less than 33% of call processing

resources impaired
o Failure of a single redundant

component

Response provided 8 x 5 on standard
business days, which is normally
Monday through Friday 8AM to 5PM,
excluding US Holidays.

3 This is defined as a minor issue, which has

little or no impact on the functionality,
efficiency or usability of core services. The

following are examples of this kind of severity
o Faults that have no impact in how the

user perceives the system to work
o lntermittent issues

o Requests for information
o Preventive Maintenance or upgrade

related work

Response provided 8 x 5 on standard
business days, which is normally
Monday through Friday 8AM to 5PM,
excluding US Holidays.
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Connectivity Matrix

Request connectivity 8 weeks in advance of service start date

Motorola Owned & Supplied Equipment Table

ASTRO@ 25 lnternet VPN Motorola

ASTRO@ 25 T1 Motorola

Firewall/Router Master Site

Service Delivery Management Server Master Site for each Zone
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Master Site lnfrastructure RF Site Equipment Dispatch Site Equipment

Servers & Backup Servers Channels Consoles

MOSCAD (digital inputs & Rs232

serial alarms)
MOSCAD (dieital inputs &
RS232 serial alarms)

AIS Servers

TRAK RF Site
Path

Operator Position (OP)

Core LAN Switch Switch Conventional Channel Gateway
(ccGW)

Packet Data Gateway {PDG) Site Controller Call Processor

Radio Network Gateway (RNG) Router Logging Replay Station (only

within the Radio Network
lnterface "RNl")

Zone Database Server {ZDS) Gateway Router

Gateway Router Network Time Protocol
(NrP)

Client Station

Controller - Zone & Domain Firewall MCC 7100 (only within the Radio

Network lnterface "RNl")

Firewall Manager Servers SmartX Site Converter
(only the converter, not
the legacy sites)

MCC 7500 lP Logging Recorders

Air Tr:affic Router. (ATR)

Unified Event Manager (UEM)

Zone Statistical Server (ZSS)

lnstall Server

Monitored Elements Table

*Some or oll of the above equipment moy be monitored depending on system configurotion and need. Other equipment
(not listed) may be monitored os on option, consult with your Customer Support Manoger t'or detoils.
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Appendix B: Technical Support Statement of Work

Motorola's Technical Support service provides telephone consultation for technical issues that
require a high level of ASTRO 25 network knowledge and troubleshooting capabilities. Remote
Technical Support is delivered through the Motorola Support Center (SSC) by a staff of technical
support specialists skilled in diagnosis and swift resolution of infrastructure performance and

operational issues.

Motorola applies leading industry standards in recording, monitoring, escalating and reporting for
Technical Support calls from its contracted customers, reflecting the importance of maintaining
mission critical systems.

1.0 Description of Technical Support Services

Motorola's Solution Support Center's (SSC) primary goal is Customer lssue Resolution (ClR),

providing lncident Restoration and Service Request Fulfillment on Motorola's currently supported
infrastructure. This team of highly skilled, knowledgeable, and experienced specialists is available to
the customer as an integrated part of the support and technical issue resolution process, The SSC

remotely supports the customer and works with but not limited to fault diagnostics tools, simulation
networks and fault database search engines.

Technical Support is available Monday - Friday 8:00am - 5:00pm local site time and 24 hours a day,7
days a week for Severity 1 lncidents. Technical Support availability for severity 2,3 and 4 incidents is

outlined in the Severitv Level Response Goals. Calls requiring incidents or service requests will be
logged in Motorolas Customer Relationship Management (CRM) system. This helps ensure that
technical issues are prioritized, updated, tracked and escalated as necessary, until resolution.
Technical Support Operations assigns the impact level in accordance with the agreed Severitv Level

Definitions stated in this document.

Motorola will track the progress of each case from initial capture to resolution. Motorola will advise
and inform the customer of the case progress and tasks that require further investigation and

assistance from the customer's technical resources.

This service requires the customer to provide a suitably trained technical resource that delivers
maintenance and support to the customer's system, and who is familiar with the operation of that
system. Motorola provides technical consultants to support the local resource in the timely closure
of infrastructure, performance and operational issues.

1.1 Scope

Technical Support service is available Monday - Friday 8:00am - 5:00pm local site time and 24 hours
a day,7 days a week for Severity 1 lncidents. See Severitv Level Definitions.

1.2 lnclusions
Technical Support service will be delivered on Motorola sold infrastructure including integrated 3'd

party products.
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1.3 Limitations and Exclusions

The following activities are outside the scope of the Technical Support service, but are optional
services that are available to remote Technical Support customers at an additional cost:

o Emergency on-site visits required to resolve technical issues that cannot be resolved
with the SSC working remotely with the local customer technical resource.

r Third party support for equipment not sold by Motorola.
o System installations, upgrades, and expansions.
. Customer training.
r Hardware repair and/or exchange.
o Network security services,
o Network transport management.
r Motorola services not included in this statement of work.
o Any technical support required as a result of a virus or unwanted intrusion is

excluded if the system is not protected against these security threats by Motorolas
Pre-tested Security Update Service when applicable.

1.4 Motorola has the following responsibilities:
t.4.1, Provide availability to the Motorola Solution Support Center (8O0-22t-7I44),24

hours a day, 7 days a week to respond to Customer's requests for Severity 1 support.
Refer to Severitv Level Response Time Goals for Severity 2,3 and 4 response times.

I.4.2 Respond initially to lncidents and Technical Service Requests in accordance with the
response times set forth in the Severitv Level Response Time Goals section of this
document and the severity level defined in the Severitv Level Definitions section of
this document.

t.4.3 Provide caller a plan of action outlining additional requirements, activities or
information required to achieve restoral/fulfillment.

t.4.4 Maintain communication with the customer in the field as needed until resolution of
the case.

I.4.5 Coordinate technical resolutions with agreed upon third party vendors, as needed.
1,.4.6 Manage functionally escalated support issues to additlonal Motorola technical

resources, as applicable.
1.4.7 Determine, in its sole discretion, when a case requires more than the Technical

Support services described in this SOW and notify customer of an alternative course
of action.

1.5 The Customer has the following responsibilities:
1.5.L Provide Motorola with predefined information prior to contract start date necessary

to complete Customer Support Plan (CSP).

1.5.2 Submit changes in any information supplied in the Customer Support Plan (CSP) to
the Customer Support Manager (CSM).

1.5.3 Contact the SSC in order to engage the Technical Support service, providing the
necessary information for proper entitlement services. lncluding but not limited to
the name of contact, name of customer, system lD number, site(s) in question, and
brief description of the problem including pertinent information for initial issue
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1.5.4
ch a racterization.
Maintain suitable trained technical resources that provide field maintenance and
technical maintenance services to the system, and who are familiar with the
operation of that system.
Supply suitably skilled and trained on-site presence when requested by the SSC.

Validate issue resolution priorto close of the case in a timely manner.
Acknowledge that cases will be handled in accordance with the times and priorities
as defined in the Severity Level Definitions and in the Severity Level Response Time
Goals section in this document.
Cooperate with Motorola and perform all acts that are reasonable or necessary to
enable Motorola to provide the Technical Support.
Obtain at Customer's cost all third party consents or licenses required to enable
Motorola to provide the Service.

1.5.5
r,.s.6
1.5.7

1.5.8

1.5.9
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Severity Level Definitions

The following severity level definitions will be used to determine the maximum response times:

Severity
Level Severity Definition

s the system and/sr infrastructure a loss of votce
is available.

of failure:

irn,paired

Severity 2 This is defined as a fault that causes the system to operate with a continuous reduction
in capacity or functionality of core services (core services consist of: Voice, data or
network management).

The following are examples of this kind of failure:

6 Less than 33% of call processing resources impaired

s Failure of a single redundant component

This iS defined as a fa,ult:which reduces the functionality, efficiency- or usability of core
services (voice, data and network management) and there is a viable work-around in
place.

The following'are examples of this kind of severity:

o lntermittent faults that are infrequent and minor impact to core
servlces

e Statistical reporting problems

Severity 4 This is defined as a minor issue, which has little or no impact on the functionality,
efficiency or usability of core services. The following are examples of this kind of
severity:

Faults resulting in minor functions or features being unsupported or
unreliable in ways that are not noticeable to the user.
Faults that have no impact in how the user perceives the system to
work.
Cosmetic issues.

Requests for information.
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Severity Level Response Goals

The response times are based on the defined severity levels as follows

Severity Level Response Time

Severity 1

Severity 2 A Motorola SSC Technician will make contact with the customer technical
representative within four hours of the request for support being logged at the
issue management system. Response provided 8 x 5 on standard business days,
which is normally Monday through Friday 8AM to 5PM, excluding US Holidays.

Severity 3 A Motorola SSC Techn coRtact with the customer technical
representat ive within the next the request for support being
logged at the standard
business days, to SPM,
excluding US Holi

Severity 4 A Motorola SSC Technician will make contact with the customer technical
representative within the next business day of the request for support being
logged at the issue management system. Response provided 8 x 5 on standard
business days, which is normally Monday through Friday 8AM to 5PM,
excluding US Holidays.

Cg Motorola 2017

Page 17



Advanced Plus Services

I lW (}?-()f,IISLA SOL U ilOr1,15

Appendix C: Network Hardware Repair Statement of Work
Motorola provides a hardware repair service for all of the Motorola and select third-party
infrastructure equipment supplied by Motorola. The Motorola authorized Repair Depot manages
and performs the repair of Motorola supplied equipment as well as coordinating the equipment
repair logistics process.

1.0 Description of Services

lnfrastructure components are repaired at a Motorola authorized lnfrastructure Depot Operations
(lDO). At Motorola's discretion, select third party lnfrastructure may be sent to the original
equipment manufacturer or third party vendor for repair.

1.1 Scope

Repair Authorizations are obtained by contacting the Solutions Support Center (SSC) which is

available 24 hours a day,7 days a week.

Repair authorizations can also be obtained online via Motorola Online at
https://businessonline.Motorolasolutions.com, under Repair Status/Submit lnfrastructure RA.

1.2 lnclusions
Network Hardware Repair is available on Motorola sold communication systems which may include
some aspect of third party hardware and software. Motorola will make a "commercially reasonable
effort" to repair Motorola manufactured infrastructure products for seven years after product
cancellation.

1.3 Exclusions

lf infrastructure is no longer supported by Motorola, the original equipment manufacturer or a third
party vendor, Motorola may return said equipment to the customer without repair or replacement.
The following items are excluded from Network Hardware Repair:

1.3.1 All Motorola infrastructure hardware over seven (7) years from product cancellation
date.

I.3.2 All Third party infrastructure hardware over two (2) years from product cancellation
d ate.

1.3.3 All Broadband infrastructure over three (3) years from product cancellation date
1.3.4 Physically damaged infrastructure.
1.3.5 Third party equipment not shipped by Motorola
1.3.6 Consumable items including, but not limited to, batteries, connectors, cables,

toner/ink cartridges, tower lighting, laptop computers, monitors, keyboards and
mouse.

1".3.7 Video retrieval from Digital ln-Car Video equipment.
1.3.8 lnfrastructure backhaul such as: Antennas, Antenna Dehydrator, Microwavel, Line

Boosters, Amplifier, Data Talker Wireless Transmitter, Short haul modems, UPSL
1.3.9 Test equipment.
1.3.10 Racks, furniture and cabinets.
1.3.11 Firmware and/or software upgrades.
1 Excluded from service agreements but may be repaired on an above contract, time and material basis. All UPS Systems must
be shipped to IDO for repair. Note! Excludes batteries and on-site services
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1.4 Motorola has the following responsibilities:
L4.I Enable Customer access to the Motorola call Center operational 24 hours a day,7

days per week, to create requests for repair service.
I.4.2 Provide repair return authorization numbers when requested by Customer.
1.4.3 Receive malfunctioning infrastructure from Customer and document its arrival,

repair and return.
7.4.4 Perform the following service on Motorola infrastructure:

r Perform an operational check on the infrastructure to determine the nature
of the problem.

o Replace malfunctioning Field Replacement Units (FRU) or components.
r Verify that Motorola infrastructure is returned to Motorola manufactured

specifications, as applicable.
o Perform a box unit test on all serviced infrastructure.
o Perform a system test on select infrastructure.

r.4.5 Provide the following service on select third party infrastructure:
o Perform pre-diagnostic and repair services to confirm infrastructure

malfunction and eliminate sending infrastructure with no trouble found
(NTF) to third party vendor for repair, when applicable.

. Ship malfunctioning infrastructure components to the original equipment
manufacturer or third party vendor for repair service, when applicable.

o Track infrastructure sent to the original equipment manufacturer or third
party vendor for service.

r Perform a post-test after repair by Motorola, original equipment
manufacturer, or third party vendor to confirm malfunctioning
infrastructure has been repaired and functions properly in a Motorola
system configuration, when applicable.

. Re-program repaired infrastructure to original operating parameters based

on software/firmware provided by customer. lf the customer software
version/configuration is not provided, shipping times will be delayed. lf the
lnfrastructure repair depot determines that the malfunctioning
infrastructure is due to a software defect, the repair depot reserves the right
to reload infrastructure with a similar software version.

o Properly package repaired infrastructure.
. Ship repaired infrastructure to the customer specified address during

normal operating hours of Monday through Friday 7:00am to 7:00pm CST,

excluding holidays. FRU will be sent two-day air unless otherwise requested.
Motorola will pay for such shipping, unless customer requests shipments
outside of the above mentioned standard business hours and/or carrier
programs, such as NFO (next flight out). ln such cases, customer will be

responsible for payment of shipping and handling charges.

1.5 The Customer has the following responsibilities
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1.5.1

t.5.2

1.5.3

1.5.4

1.5.5

1.5.6

Contact or instruct Servicer to contact the Motorola Support Center (SSC) and
request a return authorization number prior to shipping malfunctioning
i nfrastru ctu re.

Provide model description, model number and serial number, type of system,
software and firmware version, symptom of problem and address of site location for
FRU or infrastructure.
lndicate if infrastructure or third party infrastructure being sent in for service was

subjected to physical damage or lightning damage.
Follow Motorola instructions regarding inclusion or removal of firmware and
software applications from infrastructure being sent in for service.
Provide Customer purchase order number to secure payment for any costs
described herein that are outside the scope of the existing Agreement between
Motorola and Customer to which this SOW is attached.
Properly package and ship the malfunctioning FRU, at customer's expense.
Customer is responsible for properly packaging the malfunctioning infrastructure
FRU to ensure that the shipped infrastructure arrives undamaged and in repairable
condition.
Clearly print the return authorization number on the outside of the packaging.

Maintain versions and configurations for software/applications and firmware to
install repaired equipment.
Provide Motorola with proper software/firmware information to reprogram
equipment after repair unless current software has caused this malfunction.
Cooperate with Motorola and perform all acts that are reasonable or necessary to
enable Motorola to provide the infrastructure repair services to customer.
Obtain at Customer's cost all third party consents or licenses required to enable
Motorola to provide the Service.

t.5.7
1.5.8

1.5.9

1.5.10

1.5.11
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Appendix D: Remote Security Patch lnstallation Service Statement of Work

To verify compatibility with your ASTRO 25 system, Motorola's Remote Security Patch lnstallation
provides pre-tested 3'd party software (SW) security updates.

ln addition to testing the security updates, Remote Security Patch lnstallation includes remote
installation of the updates.

This Statement of Work ("SOW") is subject to the terms and conditions of Motorola's Professional
Services Agreement, Service Agreement or other applicable agreement in effect between the parties
("Agreement"). Motorola and Customer may be referred to herein individually as a "Party or
together as "Parties"

1.0 Description of Remote Security Patch lnstallation
Motorola shall maintain a dedicated vetting lab for each supported ASTRO 25 release for the
purpose of pre-testing security updates. ln some cases, when appropriate, Motorola will make the
updates available to outside vendors, allow them to test, and then incorporate those results into
this offering. Depending on the specific ASTRO 25 release and customer options, these may include
updates to antivirus definitions, OEM vendor supported Windows Workstation and Server operating
system patches, Solaris and Red Hat Linux (RHEL) operating system patches, VMware ESX|

Hypervisor patches, Oracle database patches, PostgreSQl patches, and patches for other 3rd party
Windows applications such as Adobe Acrobat and Flash.

Motorola has no control over the schedule of releases. The schedule for the releases of updates is

determined by the Original Equipment Manufacturers (OEMs), without consultation with Motorola.
Antivirus definitions are released every week. Microsoft patches are released on a monthly basis.
Motorola obtains and tests these updates as they are released. Other products have different
schedules or are released "as-required." Motorola will obtain and test these OEM vendors
supported updates on a quarterly basis.

1.1 Connectivity
To accommodate remote installation of security updates, a connection is required from Motorola to
the customer ASTRO 25 network. There are two different options. 1) TL line purchased and
maintained by Motorola , or 2l The customer internet connection is used and a Virtual Private
Network (VPN) is established between Motorola and the ASTRO 25 network. Since this relies on the
customer internet connection, the customer is responsible for the availability of the connection.

Along with the connection itself, Motorola supplied hardware is required to be deployed to the
customer premises on the ASTRO 25 network. Motorola shall load software, configure, and ship the
hardware to the customer supplied contact for installation. This hardware and its maintenance is

part of the connectivity service.

ASTRO 25 connectivity is ordered separately from Remote Security Patch lnstallation and has a

separate statement of work. See that SOW for more detail on terms of the connection.

lf connectivity is already established for a different service such as network or security monitoring
then the same connection can be used for Remote Security Patch lnstallation. There is no need for a

separate connection to be established.

1.2 Security Update lnstallation
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Motorola shall push the tested security updates over the established connection. The timing and
coordination with the customer of each update depends on the updates themselves. Motorola
requires lP connectivity to all elements that are in scope for patching. lf lP connectivity from
Motorola is not available then those elements will not be considered for remote patching and will
require alternative arrangements outside of the scope of this statement of work.

t.2.t Antimalware Signature Update lnstallation
Antimalware signature updates are released often, but Motorola collects and tests them on
a weekly basis. The updates are non-intrusive (for example, no reboots or manual
configuration changes are required) and automatically implemented. Therefore,
antimalware signature updates will be pushed within a week of testing without Customer
coordination. An email will be sent to inform the Customer that the signatures have been
updated.

L2.2 Microsoft Windows Security Update lnstallation
Microsoft typically releases security updates every second Tuesday of the month (aka "Patch
Tuesday"); however, selected security updates are sometimes released on other days, and it
is possible that no security updates are released during a month. Security updates for some
3rd party Windows software (Non-Motorola and non-Microsoft applications that run on
Windows, such as Adobe Reader and Flash) are also released on Patch Tuesday. The most
recent Windows and 3rd party Windows security updates available will be acquired by
Motorola on each Patch Tuesday. These patch security updates require at least one week
for incorporation into the offering and a minimum of 36 hours for testing in the Motorola
vetting labs, after which security updates with no issues are then released. Patches may be

held back at the discretion of Motorola if they are found to cause any problems to features,
performance or functionality and will only be released when the issues are fully resolved.

It is important to understand that it is often the case that after security updates are
installed, Microsoft requires the patched computer to be rebooted before the security
updates take full effect and vulnerabilities are mitigated. The clients include dispatch
consoles and there is no way for Motorola to know when it is safe to reboot. The customer
must reboot at a time chosen by them so as to not impact operations.

Once the security updates are vetted, Motorola will start pushing the updates to the
customer without customer coordination or notification. An email will be sent requesting
that the clients be rebooted. lt is the customer's responsibility to reboot all of the clients
before the next set update is sent. When preparing for the next month's push of security
updates, Motorola will first scan to verify all of the previous updates were implemented and
if any computer has not been rebooted. Motorola will send an email requesting that the
remaining computers be rebooted before any new updates are pushed.

1.2.3 Microsoft Windows Security Updates Outside ASTRO 25 Firewalls
Connections to other networks (from now on referred to as Customer Enterprise Network,
or CEN) must be delineated by firewalls. All updates deployed by Remote Security Patch
lnstallation are specific to equipment inside the ASTRO 25 Radio Network with only the
following exceptions: Key Management Facility (KMF), Text messaging Services (TMS) and
advanced Messaging Services (AMS) and MCC 7100 consoles. ln these exceptions, the
customer has a choice of including these machines in the Remote Security Patch lnstallation
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service, or including them in their own lT security patch procedures.

The KMF, TMS, and AMS are all outside the firewall (relative to the Radio Network) and

therefore updates require that the firewall be opened. The default for Remote Security
Patch lnstallation is that these functions are included.

The MCC 7100 console may be directly on the radio network or in the CEN. Any MCC 7100
on the radio network would simply be included in the standard Remote Security Patch

lnstallation offering. However, the MCC 7100 may also be located in the CEN and connected
through a VPN to a firewall at a dispatch location. ln this case, the default for Remote
Security Patch lnstallation is to not update these consoles.

lf the customer requires inclusion for the CEN based MCC 7100 consoles, then they must
contact their Customer Service Manager and make a formal request. They must also

consent to allow Motorola to open the firewall to allow access for updates.

1.2.4 Quarterly Security Update lnstallation
The quarterly patch updates are for Solaris and Red Hat Linux (RHEL) operating systems, and
VMWare ESXi hypervisor (virtualization). They are tested and released on a quarterly basis,

at end of March, June, September, and December. Motorola will schedule installation of the
updates with the customer in the first weeks of the following quarter. Motorola will send
the customer an lTlL with details on the upgrade and scheduling for each of the events.

These updates are intrusive and require customer coordination. Examples of how they
affect the customer include reboots to implement the patches and rolling (switching from
one zone controller to the other) of the zone controllers. Systems with redundant zone
controllers (L2, M2, M3) have low downtime (minutes) as the zone controllers are rolled,
but systems with single zone controllers (11, M1) will be down for longer periods. During
these times, the system will be in "Site trunking" mode. lt is up to the customer to
understand the operational impacts and to coordinate these events with users.

This effort will be done during standard business hours, or 8am to 5pm CST. Customers
requesting that downtime be during non-standard hours must submit an official request
through their CSM. The lTlLwill show work being done during standard hours such as prep
work, downloading of the patches to memory, etc and the actual reboots or ZC rollover will
be initiated when requested, Additional remote work will proceed the next day during
standard hours.

Motorola System Enhancement Releases ("SERs") and Field Service Bulletins {"FSBs) are not
partofthisservice. Howeverinsomeinstances,thesefixesmustbedonetoallowthelatest
security patches. lf it is possible for the specific required FSB to be installed remotely, then
Motorola will include it as part of Remote Security Patch lnstallation. Otherwise, Motorola
will communicate this to the customer and the patches that cannot be delivered. The

Customer and their CSM will determine how to get the SER or FSB installed. Once the SER

or FSB appears on the system, Remote Security Patch lnstallation will then install the
affected patches.

For minimal downtime and to avoid redundant efforts, the customer should coordinate any
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maintenance or other updates such as FSB's and SER's with Motorola

1.3 Scope

Remote Security Patch lnstallation supports the currently shipping Motorola ASTRO 25 System
Release (SR) and strives to support five (5) releases prior. Motorola reserves the right to adjust
which releases are supported as business conditions dictate. Contact your Customer Service
Manager for the latest supported releases.

Remote Security Patch lnstallation is available for any L or M core system in a supported release.
Remote Security Patch lnstallation is not available for K cores.

Systems that have non-standard configurations that have not been certified by Motorola Systems
lntegration and Testing (SlT) are specifically excluded from this Service unless otherwise agreed in
writing by Motorola. Service does not include pre-tested intrusion detection system (lDS) updates
for IDS solutions. Certain consoles, MOTOBRIDGE, MARVLIS, Symbol Equipment, AirDefense
Equipment, AVL, Genesis, WAVE and Radio Site Security products are also excluded. Motorola will
determine, in its sole discretion, the third party software that is supported as a part of this offering.

1.4 Motorola has the following responsibilities:
1,.4.L Obtain relevant third party software ("SW") security updates as made available from

the OEM's. This includes antivirus definition updates, operating systems patches,
hypervisor patches, database patches, and selected other third party patches that
Motorola deployed in ASTRO 25 system releases covered by this Remote Security
Patch lnstallation. Motorola does not control when these updates are released, but
as much as possible vet the updates on this schedule:
McAfee Antivirus definitions- Weekly

Windows OS updates - Monthly

Solaris, RHEL OS, VMware ESX| updates - Quarterly

1.4.2

t.4.3

1".4.4

Each assessment of relevant third party SW will take at least one week to
incorporate the security updates into the Remote Security Patch service and 36
additional hours of examination time to evaluate the impact each update has on the
system.
Perform rigorous testing of updates to verify whether they degrade or compromise
system functionality on a dedicated ASTRO 25 test system with standard supported
conf igu rations.
Address any issues identified during testing by working as necessary with Motorola
selected commercial supplier(s) and/or Motorola product development engineering
team(s). lf a solution for the identified issues cannot be found, the patch will not be
posted on Motorola's site.
Pre-test STIG recommended remediation when applicable.
Release all tested updates to Motorola's secure extranet site.
Coordinate updates with customer as outlined in section 1.

ln the event that no updates are released by the OEM's during the usual time

1,.4.5

L.4.6
L.4.7
1.4.8
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t.4.9
r.4.to

period, Motorola will send a notice that no new patches were sent.
Notify customer of update releases by email.
A supported Remote Security Patch lnstallation ASTRO 25 release matrix will be kept
on the extranet site for reference.

1.5 The Customer has the following responsibilities:
1.5.1 This service requires connectivity from Motorola to the customer's ASTRO 25

system. This connectivity must be established prior to service start.
t.5.2 Maintain lP connectivity from Motorola to all elements in the system that require

remote patching.

1.5.3 Provide Motorola with pre-defined information (customer contacts, system
information, etc) prior to contract start date necessary to complete a Customer
Support Plan (CSP).

1.5.4 Submit changes in any information supplied in the Customer Support Plan (CSP) to
the Customer Support Manager (CSM).

1.5.5 Upgrade system to a supported system release as necessary to continue service.
1.5.6 Refrain from making uncertified changes of any type to the system.
7.5.7 Adhere closely to the System Support Center (SSC) troubleshooting guidelines

provided upon system acquisition. A failure to follow SSC guidelines may cause the
customer and Motorola unnecessary or overly burdensome remediation efforts. ln
such case, Motorola reserves the right to charge an additional service fee for the
remediation effort.

1.5.8 Comply with the terms of the applicable software license agreement(s) between the
Customer and Motorola and non-Motorola software copyright owner.

1.5.9 Obtain at Customer's cost all third party consents or licenses required to enable
Motorola to provide the Service.

1.5.10 Upon successful installation of patches on windows clients (e.g. Dispatch Ops
Position, NM Client, etc.) and receiving notification indicating the task has been
successfully executed by Motorola, affected computers must be rebooted by the
customer within 72 hours.

1.5.11 Understand downtime implications associated with reboots and patch activities and
internally coordinate with users as necessary.

1.6 Disclaimer:
Motorola disclaims any and all warranties with respect to pre-tested antivirus definitions, database
security updates, hypervisor patches, operating system software patches, intrusion detection sensor
signature files, or other 3'd party files, express or implied. Further, Motorola disclaims any warranty
concerning the non-Motorola software and does not guarantee that customer's system will be

error-free or immune to security breaches as a result of these services.
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Appendix E: OnSite Support Statement of Work

Motorola's OnSite Support service provides case management and escalation for onsite technical
service requests. The service is delivered by the Motorola's Solution Support Center (SSC) in
conjunction with a local service provider. The SSC is responsible for opening a case for onsite
support and monitoring the status of that case to maintain response time conformance.

The terms and conditions of this Statement of Work (SOW) are an integral part of Motorola's Service
Agreement or other applicable agreement to which it is attached and made a part thereof by this
referen ce.

1.0 Description of Services

The Motorola SSC will receive customer request for OnSite service provider and dispatch a servicer.
The servicer will respond to the customer location based on predefined Severity Levels set forth in
Severitv Level Definitions table and Response times set forth in Severitv Level Response Time Goals
table in order to restore the system.

Motorola will provide case management as set forth herein. The SSC will maintain contact with the
on-site Motorola Service Shop until system restoral and case closure. The SSC will continuously track
and manage cases from creation to close through an automated case tracking process.

1.1 Scope

OnSite Support is available 24 hours a day,7 days a week in accordance with Severitv Level
Definitions and Severitv Level Response Time Goals tables.

l-.2 lnclusions
Onsite Support can be delivered on Motorola-sold infrastructure.

1.3 Motorola has the following responsibilities:
1.3.1 Receive service requests.
I.3.2 Create a case as necessary when service requests are received. Gather information

to characterize the issue, determine a plan of action and assign and track the case to
resolution.

1.3.3 Dispatch a field servicer ("Servicer") as required by Motorola's standard procedures
and provide necessary case information.

I.3.4 Provide the required personnel access to relevant customer information as needed.
1.3.5 Servicer will perform the following on-site:
1.3.6 Run diagnostics on the lnfrastructure or Field Replacement Units (FRU).

I.3.7 Replace defective lnfrastructure or FRU, as supplied by customer.
1.3.8 Provide materials, tools, documentation, physical planning manuals, diagnostic/test

equipment and any other requirements necessary to perform the maintenance
service.

1.3.9 lf a third party vendor is needed to restore the system, the Servicer may accompany
that vendor onto the customer's premises.

1.3.10 Verify with customer that restoration is complete or system is functional, if required
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1.3.11
1.3.1,2

by customer's repair verification in the Customer Support Plan. lf verification by
customer cannot be completed within 20 minutes of restoration, the case will be

closed and the Servicer will be released.
Escalate the case to the appropriate party upon expiration of a response time.
Close the case upon receiving notification from customer or servicer, indicating the
case is resolved.
Notify customer of case status as defined by the Customer Support Plan:

Open and closed; or
Open, assigned to the servicer, arrival ofthe servicer on-site, deferred or delayed,
closed.
Provide Case activity reports to customer if requested.

1.3.13

1..3.r4

1.3.15

1.3.16

1.4 Customer has the following responsibilities:
t.4.1 Contact Motorola, as necessary, to request service.
t.4.2 Provide Motorola with the following pre-defined customer information and

preferences prior to start date necessary to complete Customer Support Plan (CSP)

r Case notification preferences and procedure.
. Repair verification preference and procedure.
r Database and escalation procedure forms.
o Submit changes in any information supplied in the CSP to the Customer Support

Manager (CSM).

1.4.3 Provide the following information when initiating a service request:
o Assigned system lD number.
o Problem description and site location.
r Other pertinent information requested by Motorola to open a case.

t.4.4 Allow Servicers access to equipment.
L.4.5 Supply infrastructure or FRU, as applicable, in order for Motorola to restore the

sYstem.

I.4.6 Maintain and store in an easily accessible location any and all software needed to
restore the system.

t.4.7 Maintain and store in an easily accessible location proper system backups.
!.4.8 For E911 systems, test the secondary/backup Public Safety Answering Point (PSAP)

connection to be prepared in the event of a catastrophic failure of a system. Train
appropriate personnel on the procedures to perform the function of switching to
the backup PSAP.

1,.4.9 Verify with the SSC that restoration is complete or system is functional, if required
by repair verification preference provided by customer.

1.4.10 Cooperate with Motorola and perform all acts that are reasonable or necessary to
enable Motorola to provide these services.

1.4.11 Obtain and provide applicable third party consents or licenses at Customer cost to
enable Motorola to provide the Services.

O Motorola ?017

Page 27



Advanced Plus Services

& *]p7('FT{}I.A ,sOLUilOruS

Severity Level Definitions
The following severity level definitions will be used to determine the maximum response times:

Severity
Severity Definition

Severity 1 This is defined as a failure that causes the system and/or infrastructure a loss of voice
functionality and no work-around or immediate solution is available.

The following are examples of this kind of severity:
o 33% of call processing resources impaired
o Site Environment alarms:

o Smoke
o Unauthorized access

o Temperature
o Power failure

reductionthe€auses witate hsyste
servtces {core areseryrces votce,

Severity 3 This is defined as a fault which reduces the functionality, efficiency or usability of core
services (voice, data and network management) and there is a viable work-around in
place.

The following are examples of this kind of severity:
r lntermittent faults that are infrequent and minor impact to core

services
o Statistical orti oblems

Faults resulting in minor functions or features being unsupported or
unreliable in ways that are not noticeable to the user.
Faults that have no impact in how the user perceives the system to
work.
Cosmetic issues.

Requests for i nformation.
Preventive Maintenance

nwhi liasch elittl noor ther'nlI,totl issue, ality,
of servtces.core follTh,e are ofusability owing eNamples
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Severity Level Response Time Goals
(Customer's Response Time Classification is designated in the Customer Support Plan.)

* 
Premier Response is an option that can be purchased, it provides a 2-hour response time for severity 1 issues.

Severity 1* Within 4 hours from receipt of notification continuously

Severity 3 Within 8 hours from receipt of notification

Standard Business DaV
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Appendix F: Annual Preventive Maintenance Statement of Work

The terms and conditions of this Statement of Work (SOW) are an integral part of Motorola's Service
Agreement or other applicable agreement to which it is attached and made a part thereof by this
referen ce.

Annual Preventative Maintenance will provide an annual operational test and alignment, on the
customer's infrastructure equipment (lnfrastructure or Fixed Network Equipment or "FNE") to
monitor the lnfrastructure's conformance to specifications, as set forth in the applicable attached
Exhibit(s), all of which are hereby incorporated by this reference.

1.0 Scope

Annual Preventive Maintenance will be performed during standard business hours (unless otherwise
agreed to in writing). lf the system or Customer requirements dictate this service must occur outside
of standard business hours, Motorola will provide an additional quotation. Customer is responsible
for any charges associated with unusual access requirements or expenses.

1.1 lnclusions
Annual Preventive Maintenance service will be delivered on Motorola sold infrastructure including
integrated third party products per the level of service as defined in Table l": PM Tasks Perforrned.

L.2 Limitations and Exclusions

Unless specifically described in Table 1, the following activities are outside the scope of the Annual
Preventive Maintenance service, but are optional services that are available to Annual Preventive
Maintenance customers at an additional cost:

t.2.1
t.2.2

r.2.7L

1.2.3
r.2.4
1.2.5
'J..2.6

1.2.7
I.2.8
t.2.9
t.2.to

Emergency on-site visits required to resolve technical issues.

Third party support for equipment not sold by Motorola as part of the original
system.
System installations, upgrades, and expansions.
Customer training.
Hardware repair and/or exchange.
Network security services.
Network transport.
lnformation Assurance.
Motorola services not included in this statement of work.
Any maintenance required as a result of a virus or unwanted intrusion is excluded if
the system is not protected against these security threats by Motorola's Pre-tested
Security Update Service when applicable.
Tower mapping analysis or tower structure analysis

1.3 Motorola has the following responsibilities;
1.3.1 Notify the customer of any planned system downtime needed to perform this

Service.

1.3.2 Advise customer of any issue that requires immediate attention.
L.3.3 Maintain communication with the customer as needed until completion
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r.3.4

1.3.5

1.3.6

("resolution" implies a problem is being fixed) of the Annual Preventive
Maintenance.
Determine, in its sole discretion, when a case requires more than the Preventive
Maintenance services described in this SOW and notify customer of an alternative
course of action.
Provide customer with a report documenting system performance against expected
parameters along with recommended actions. Time allotment TBD.
Provide trained and qualified personnel with proper security clearance required to
complete Annual Preventive Maintenance service.

1.4 The Customer has the following responsibilities:
t.4.I Provide preferred schedule for Annual Preventative Maintenance to Motorola.

I.4.2 Authorize and acknowledge any scheduled system downtime.

L.4.3 Maintain periodic backup of databases, software applications, and firmware.
t.4.4 Establish and maintain a suitable environment (heat, light, and power) for the

equipment location and provide Motorola full, free, and safe access to the

equipment so that Motorola may provide services. All sites shall be accessible by

standard service vehicles.

t.4.5 Submit changes in any information supplied in the Customer Support Plan (CSP) to
the Customer Support Manager (CSM).

t.4.6 Provide site escorts in a timely manner if required.
t.4.7 Provide Motorola with requirements necessary for access to secure facilities.
1.4.8 Obtain at Customer's cost all third party consents or licenses required to enable

Motorola to provide the Service.
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Table 1: PM Tasks Performed

SERVERS

ROUTERS

SWITCHES

DOMAIN CONTROLLERS

F!REWALIS

t

E ui ment Alarms Check LED and/or other status indicators for fault conditions

Capture Diags

Perform recommended diagnostic tests based on server type
Capture available diagnostic logs.

NM Client Applications

Review UEM events and transport medium types,
(microwave/leased line/telco, etc). Event log review for
persistent types. Verify all NM client applications are operating
correctly.

Verifv Svstem SW CD's

Perform audit of software media on site. Versions, KC numbers,
types, etc.

Com Backu

ul Alarms

ui ment Alarms

Verify backups have been done or scheduled. SZ database (BAR),

Centracom CD ADM data etc.

Check LED and/or other status indicators for fault conditions

Check LED and/or other status indicators for fault conditions

Capture Diags

Perform recommended diagnostic tests based on switch type
Capture available diagnostic logs.

Verify Redundant
Switches

ment Alarms

Test redundancy in CWR devices. Core router switchover
coordinate with custom

Check LED and/or other status indicators for fault conditions.

Capture Diags

Perform recommended diagnostic tests based on server type
Capture available diagnostic logs.

Ve SW CD's

E ut ment Alarms

Perform audit of software media on site. Versions, KC numbers,
etc.

Check LED and/or other status indicators for fault conditions

Capture Diags

Perform recommended diagnostic tests based on server type.
Capture available diagnostic logs.
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LOGGING EQUIPMENT

MISCELTANEOUS EQUIPMENT

SWITCHES

MISCETLANEOUS EQUlPMENT

Equipment Alarms Check LED and/or other status indicators for fault conditions.

Capture Diags

Perform recommended diagnostic tests based on server type
Capture available diagnostic logs.

Server CPU Health

ment Alarmsu Check LED and/or other status indicators for fault conditions.

i.e. mem , HDD, CPU, diSK ace/uti lization

Capture Diags

Perform recommended diagnostic tests based on server type
Capture available diagnostic logs.

Server CPU Health i.e. memory, HDD, CPU, disk space/utilization

uit ffiITXd:Ii fl({tstr1
SOFTWARE

Ve m SW CD's

E Alarms

Perform audit of software media on site. Versions, KC numbers,
etc

Check LED and or other status indicators for fault conditions

Di

E Alarms

Perform recommended diagnostic tests based on switch type.
re available di nostic

Check LED and or other status indicators for fault conditions

Capture Diags

Perform recommended diagnostic tests based on server type.
Capture available diagnostic logs.

Site Frequency
Standard Check Check lights and indicators for A/B receivers

COMPARATORS

Equipment Alarms Verifv no warning/alarm indicators

Clean Fans and

Equipment Use antistatic vacuum to clean cooling pathwavs
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GENERAT

lnspect all Cables lnspect all cables/connections to external interfaces are secure

Mouse and Keyboard Verify operation of mouse and keyboard

Confisuration File

Verify each operator position has access to required
configuration files

Console Op Time Verify console op time is consistent across all ops

Screensaver Verify screensaver set as customer prefers

Screen Performance Verify screen operational/performance

Touchscreen Verify touchscreen operation (if applicable)

Cabline/Liehts/Fans Visual inspection of all equipment - cabline/ lights/ fans

Filters/Fa ns/Dust Clean any filters/ fans/ dust- all equipment

Monitor and Hard Drive Confirm monitor and hard drive do not "sleep"

DVD/CD Verify / clean DVD or CD drive

HEADSET UNPLUGGED TESTIN6

Speakers

Test all speakers - audio quality, volume, static, drop-outs,
excess hiss when turned up.

Channel Audio in
Speaker Verify selected channel audio in select speaker only

Footswitch Pedals Verify both footswitch pedals operational

Radio On-Air Lieht Verify radio on air light comes on with TX (if applicable)

Radio TX and RX

Verify radio TX/RX from both headset jacks. Verify levels OK

Check volume controls for noise/static or drop-outs.

Speaker Mute Verify select speaker muted

Telephone Operation
Verify telephone operational through both headsetjacks. Check
volume controls for noise/static or drop-outs.

Audio Switches
Verify select audio switches to speaker when phone off-hook. (if
interfaced to phones)

Radio Takeover in

Headset
Verify radio-takeover in headset mic when phone off-hook (mic

switches to radio during PTT and mutes to phone).

OTHER TESTS

Phone Status Light
Verify phone status light comes on when phone off-hook (if
applicable)

Desk Microphone
Operation Confirm desk mic operation (if applicable)

Radio IRR Operation Verify radio IRR operational (if applicable)
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Telephone IRR

o n

Verify telephone [if on radio computer] IRR operational (if
a icable

Recording
Verify operator position being recorded on long term logging
recorder (if applicable)

COMPUTER PERFORMANCE TESTING

Computer Reboot Reboot op position computer

Computer Operational Confirm client computer is fully operational (if applicable)

AUDIO TESTING

Audio Levels and

Quality
Confirm all conventional resources are functional with adequate
audio levels and qualitv

Secure Mode Confirm anV secure talkgroups are operational in secure mode

EQUIPMENT ROOM TESTS

Recording - AIS Test Verify audio loeging of trunked calls

Recording
Test op position logging on analog recorder (with customer
assistance)

Svstem Alarms Review alarm system on all equipment for errors

Verify System SW CD's

Perform audit of software media on site. Versions, KC numbers,
tvpes, etc.

nt Alarms Ve no warnt in dicators.

Clean Fans and

Equipment Use antistatic vacuum to clean cooling pathwavs

Site Frequency
Standard Check Check liehts and indicators for A/B receivers

Basic Voice Call Check Voice test each voice path, radio to radio

Control Channel
Redundancy (trunking) Roll control channel, test, and roll back.

Site Controller
Redundancv (trunkine) Roll site controllers with no dropped audio.

GTR 8000 Results Sheet

Complete GTR tests - Frequency Error, Modulation Fidelity,
Forward at Set Power, Reverse at Set Power, Gen Level Desense

no Tx.

ment Alarmsu

MOSCAD SERVER

O Motorola 2017

Page 35



Advanced Plus Services

& ftI{}ToF?r?LA SOLUr/Ofl/S

Check Alarm/Event
H

MOSCAD CLIENT

MOSCAD RTU's

Review MOSCAD alarm and events to find if there are chronic
issues.

Windows Event Logs Review Windows event logs. Save and clear if full

Password Verification
Site devices to verify passwords. Document changes if any
found.

em SW CD's

t Alarms

Ve

ui

Perform audit of software media on site. Versions, KC numbers,

no warntn alarm indicators.Ve

etc.

Check Alarm / Event
History

Review MOSCAD alarm and events to find if there are chronic
issues.

Windows Event Logs Review Windows event logs. Save and clear if full

Password Verification
Site devices to verify passwords. Document changes if any
found.

SW CD's

ment Alarms

Veri

E

Perform audit of software media on site. Versions, KC numbers,

no warnt arm indicatorsVeri

etc.

Verifv Connectivitv Verify Connectivity

frYd II *TdI d[{l LTI

VISUAL INSPECTION EXTERIOR

ASR Sien Verify that the ASR sign is posted.

Warning Sign - Tower Verify warning sign is posted on the tower

Warning Sign - Gate
Verify that a warning sign is posted at the compound gate
entran ce.

10 Rule Sien

Verify that a 10 rules sign is posted on the inside of the shelter
door.

Outdoor Lighting Verify operation of outdoor lighting/photocell
Exterior of Buildine Check exterior of building for damage/disrepair

Fences / Gates Check fences/gates for damage/disrepair

Landscape / Access

Road Check landscape/access road for accessibility

VISUAL INSPECTION INTERIOR

Electrical Surge

Protectors Check electrical surge protectors for alarms.

Emergency Lightine Verify emergency lighting operation

lndoor Liehtins Verify indoor lighting
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Visually inspect that all hardware (equipment, cables, panels,

batteries, racks, etc.) are in acceptable physical condition for
ment I ction normal eration

Site Frequency
Standard Check Check lights and indicators for A/B receivers.

Regulatory Compliance
(License, ERP,

Frequencv, Deviation) Check station for regulatorV compliance. Update station loes.

Clean Fans and

Equipment Use antistatic vacuum to clean cooling pathways

UPS

Visual inspection
(condition, cabling) Verify corrosion, physical connections, dirt/dust, etc.

GENERATOR

Visual lnspection
Verify, check panel housing, cracks, rust and weathering.
Physical connections, corrosion, dirt/dust, etc.

Fuel

Verify fuel levels in backup generators, document date of last
fuel delivered from fuel service provider.

oil Check the oil dipstick for proper level. Note condition of oil

Verify operation (no

switchover)

Check, verify running of generator, ease of start or difficult. ls

generator "throttling" or running smooth? Any loud unusual
noise? Etc.

HVAC

Air Filter Check air filter and recommend replacement if required

Coils Check coils for dirt

Outdoor Unit Check that outdoor unit is unobstructed

Wiring Wiring (insect/rodent damage)

Coolins / Heatine Check each HVAC unit for cooline/heatins

RADIO

Alarms Check alarm event histo

Software Verifv version of application

TX FrequencV Verify transm it frequency

TX Power Verifv transmit power

RX FrequencV Verifv receive freq uencv

RX Sisnal Level

Verify receive signal level and compare with install baseline
documentation

GJ Motorola 2017

Page 37



Advanced Plus Services

I tfrf,Totr{}LA SOLUI/O/Vs

Save co u ration

WAVEGU!DE

DEHYDRATOR

STRUCTURE CONDITION

TOWER TIGHTING

ANTENNAS AND TINES

GROUNDING

GUY WIRES

Save current confi ration for off site stor

Backhaul Validation

Visual I ection

Monitor UEM status (alarms, logs, etc.) for all links. lf UEM not
used to monitor microwave, then use provided microwave

lnspect for wear or dents (from d usin binocu lars

alarm m server

Connection Verification

Visual I ection

Verify all connections are secured with proper hardware (from

er colorlns ect moisture window for

round usi binocu

Pressure Verification Verifv pressure of all lines

Re-Pressu rization Bleed lines temporarily to verify the dehydrator re-pressurizes

Run Hours Record number of hours ran

Rust Check structure for rust

Cross Members Check for damaged or missing cross members.

Safetv Climb Check safety climb for damage

Ladder Verifv that ladder svstem is secured to tower
Welds Check for cracks or damaged welds

Outdoor
liehting/ph otocell Test outdoor lighting and photocell

Drainage Holes Check that drainage holes are clear of debris

Paint

ts/Markers

Check int condition

Ve alll ers are eration a l.

Dav/Nieht Mode Verify day and night mode operation

Power Cablin

Antennas

Ve that r cables are secured to tower

Visually inspect antennas for physical damage (from ground
using binoculars).

Transmission Lines

Structure Grounds

Tower G

that all transmission lines are secure on the tower

ect round for d or corroston

Check wires for fra and tension
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G Wire Hardware Check hardware for rust.

CONCRETE DITION

Tower Base Check for chips or cracks.
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Appendix G: Network Updates Statement of Work

This Statement of Work ("SOW") is subject to the terms and conditions of Motorola's Professional
Services Agreement, Service Agreement or other applicable agreement in effect between the
parties ("Agreement"). Motorola and Customer may be referred to herein individually as a "Party"
or together as "Parties"

1.0 Description of Service

As network updates become available, Motorola agrees to provide the Customer with applicable
software and hardware updates and implementation services necessary to maintain their ASTRO 25
system at an exceptional level ofsupport. ASTRO 25 system software and hardware updates
improve system functionality/operation and extend the useful life of the network.

1.1 Scope

This service includes 3rd party and Motorola Solution software as well as select hardware to
maintain supportability. All updates are pre-tested and certified in a dedicated ASTRO 25 test lab to
ensure that they are compatible and do not interfere with the ASTRO 25 network functionality.
Network updates may also include feature enhancements. At Motorola's option, feature
enhancements may be offered for purchase.

1.2 The ASTRO 25 software covered under this agreement include:

r Base stations
o Site controllers
. Comparators

. Routers

o LAN switches

o Servers

o Dispatch consoles

o Logging equipment

o Network management terminals
o Network Fault Management ("NFM") products

o Network security devices such as firewalls and intrusion detection sensors
r Associated peripheral infrastructure software

1.3 Motorola Solution will provide certified hardware version updates necessary to refresh the
system with an equivalent level of functionality. Any hardware versions and/or replacement
hardware required to support new features or those not specifically required to maintain
existing functionality are not included. Unless otherwise stated, platform migrations are not
included.

1.4 lf originally provided by Motorola, the following hardware components are eligible hardware for
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refresh when necessary to maintain the system functionality in place at the time this agreement
was executed:

. Servers

r PC Workstations

r Routers

r LAN Switches

1.5 lf originally provided by Motorola, the following hardware components are eligible for board-
level refreshes when necessary to maintain the system functionality in place at the time this
agreement was executed. A "board-level refresh" is defined as any Field Replaceable Unit
("FRU") for the products listed below:

o GTR 8000 Base Stations

r GCP 8000 Site Controllers
. GCM 8000 Comparators

o MCC 7500 Console Operator Positions

. STR 3000 Base Stations

r Quantar Base Stations

r ASTROTAC Comparators

r PSC 9600 Site Controllers
o PBX Switches for Telephone lnterconnect
r NFM/NFM XCIMOSCAD RTU

1.6 The parties agree that this agreement only covers those items expressly stated above. There is

no coverage on any additional software or hardware products unless specifically described in
this agreement. Motorola may, at its sole discretion, choose to include coverage for other
items. Refer to section 2.0 lor exclusions and limitations.

1.7 Motorola will provide implementation services necessary to install the system software and

hardware updates. Any implementation services that are not directly required to support the
network updates are not included. Unless otherwise stated, implementation services necessary

for system expansions, platform migrations, and/or new features or functionality that are

implemented concurrent with the system refresh are not included.

1.8 Motorola agrees to provide the necessary software design and technical resources necessary

to complete the network updates.

1.9 The pricing in this agreement is based on the system configuration outlined in the System

Pricing Configuration. This configuration is to be reviewed annually from the contract effective
date. Any change in system configuration may require a price adjustment to this agreement.

1,L0 This agreement applies only to system release versions within the ASTRO 25 7.x platform.

1,11 Motorola will issue Software Maintenance Agreement ("SMA") bulletins on an annual basis and
post them in soft copy on a designated extranet site for Customer access. Standard and
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optional features for a given ASTRO 25 system release are listed in the SMA bulletin.
1.1-2 Coverage Continuity. The parties agree thatthis agreement requires continuous coverage

beginning within (90) days after system acceptance. Beyond (90) days from system acceptance
or if payments are discontinued, additional payment(s) will be necessary to cover the period for
which coverage was discontinued or delayed. The total of payments for lapses in coverage will
not exceed 3 years.

1.13 Motorola responsibilities

1.13.1 ldentify and communicate with Customer the scope of the network updates as they
become available.

1.13.2 Work with Customer to schedule applicable network updates.

1.13.3 Assign program management support required to perform network updates as

n ecessary.

1.13.4 Assign field installation resources required to perform network updates as

necessary.

1.13.5 Assign centralized engineering resources required to perform network updates as

n ecessary.

1.13.6 lnstall network updates.

1.13.7 Deliver impact and change management training as necessary.

1.13.8 Perform appropriate system backups.

1.13.9 Work with the Customer to validate that all system maintenance is current.
1.13.10 Deliver post update implementation training to the customer as needed.

1.13.11 Validate all system update deliverables are complete.
t.t3.t2 Obtain completion sign off from the customer.

1. 14 Customer responsibilities

L.14.L Contact Motorola to schedule and engage the appropriate Motorola resources.

1.14.2 Customer will allow the permanent installation of a server which will be connected

to Motorola and will be used for system auditing, software uploads, and software
update installation.

1.14.3 Assist in site walks of the system during the system audit when necessary.
'J,.14.4 ProvidealistofanyFRUsand/orsparehardwaretobeincludedinthenetwork

updates when applicable.

I.74.5 Purchase any additional software and hardware necessary to implement optional
system features or system expansions.

1.L4.6 Provide or purchase labor to implement optional system features or system

expansions.

7.14.7 Participate in impact and change management training as necessary.

1-.L4.8 lnform system users of system update and scheduled system downtime if necessary.

1.14.9 Cooperate with Motorola to provide post update implementation training as

needed.

1.L4.1,O Provide Motorola with completion sign off.
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2.0 Exclusions and Limitations

The parties agree that Systems that have non-standard configurations that have not been certified
by Motorola Systems lntegration Testing are specifically excluded from this agreement unless

otherwise agreed in writing by Motorola and included in this SOW.

2.I This agreement does not cover any hardware or software supplied to the
Customer when purchased directly from a third party, unless specifically included in this SOW.

2.2 This agreement does not cover software support for unauthorized
modifications or other misuse of the covered software.

2.3 Updates for equipment add-ons or expansions during the term of this
ASTRO 25 agreement are not included in the coverage of this SOW unless otherwise agreed to in
writing by Motorola and Customer.

3.0 Special provisions

The coverage and the parties' responsibilities described in this Statement of Work will automatically
terminate if Motorola no longer supports the ASTRO 25 7.x software version in the Customer's

system or discontinues this agreement; in either case, Motorola will refund to Customer any prepaid

fees for services applicable to the terminated period.

4.O High-Speed Connectivity Specifications

4.7 The minimum supported link between the core and the zone is a full T1

4.2 Any link must realize or a sustained transfer rate of 175 kBps / 1.4 Mbps or better,

bidirectional

4.3 lnterzone links must be fully operational when present

4.4 Link reliability must satisfy these minimum QoS levels

4.4.1, Port availability must meet or exceed 99.9% (three nines)

4.4.2 Round trip network delay must be 100 ms or less between the core and

satellite (North America) and 400 ms or less for international links o Packet

loss shall be no greater than 0.3%

4.4.3 Network jitter shall be no greater than 2 ms

4.5 The network requirements above are based on the SLA provided for Sprint Dedicated

lPServicesasof April,2Ot2.lt. ispossibleothervendorsmaynotbeabletomeetthis
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exact SLA, so these cases must be examined on a case-by-case basis
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System Pricing Configuration - This configuration is to be reviewed annually from the
contract effective date. Any change in system configuration may require a price

adjustment.

Core

Master Site Configuration 0

Zones in Operation (lncluding DSR and Dark Master Sites) 0

Zone Features: lV&D, TDMA, Telephone lnterconnect, CNl, HPD, CSMS, lA,

POP25, Text Messaging, Outdoor Location, lSSl 8000, lnfoVista, KMF/OTAR 0

RF System

Voice RF Sites & RF Simulcast Sites (including Prime Sites) 0

Repeaters/Stations (FDMA) 0

Repeaters/Stations (TDMA) 0

HPD RF Sites 0

HPD Stations 0

Dispatch Console System

Dispatch Sites 0

MCC 7500 Operator Positions (VPM) 0

Conventional Channel Gateways (CCGW) 0

Conventional Site Controllers (GCP 8000 Controller) 0

Logging System
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Number of AIS Servers 0

Number of Voice Logging Recorder 0

Number of Logging Replay Clients 0

Network Management and MOSCAD NFM

Network Management Clients 0

MOSCAD NFM Systems 0

MOSCAD NFM RTUs 0

MOSCAD NFM Clients 0

REMOVE the following appendices if
Network Hardware Repair with Advanced
Rep lacement. Security Monitoring or
Preventive Maintenance Level 2 are not sold.
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Appendix H: Network Hardware Repair with Advanced Replacement Overview

Network Hardware Repair with Advanced Replacement is a repair exchange service for Motorola and

select third party infrastructure supplied by Motorola. When available, Motorola will provide
customer with an advanced replacement unit(s) or Field Replacement Units (FRUs) in exchange for
customer's malfunctioning equipment. Malfunctioning equipment will be evaluated and repaired by
the infrastructure repair depot and returned to depot's FRU inventory upon completion of repair.
For customers who prefer to maintain their existing FRU inventory they have an option to request a

"Loaner" FRU while their unit is being repaired. Refer to the Advanced Exchange or Loaner Decision
Process flowchart for details on the loaner process.

The Motorola authorized repair depot manages and performs the repair of Motorola supplied
equipment as well as coordinating the equipment repair logistics process.

The terms and conditions of this Statement of Work (SOW) are an integral part of Motorola's Service
Agreement or other applicable agreement to which it is attached and made a part thereof by this
reference.

1.0 Description of Services

lnfrastructure components are repaired at a Motorola authorized lnfrastructure Depot Operations
(lDO). At Motorola's discretion, select third party infrastructure may be sent to the original
equipment manufacturer or third party vendor for repair.

1.L Scope

Repair authorizations are obtained by contacting the Solutions Support Center which is available 24

hours a day, 7 days a week. Repair authorizations can also be obtained online via Motorola Online at
under Repair Status/Submit lnfrastructure RA.

Motorola Online: https://businessonline.Motorolasolutions.com

1.2 lnclusions
Network Hardware Repair with Advanced Replacement is available on Motorola sold infrastructure
including integrated 3'd party products. Motorola will make a "commercially reasonable effort" to
repair Motorola manufactured infrastructure products for seven (7) years after product cancellation.

1.3 Exclusions

lf infrastructure is no longer supported by either Motorola, the original equipment manufacturer or
a third party vendor, as applicable Motorola may return said equipment to the customer without
repair or replacement. The following items are excluded from Network Hardware Repair with
Advanced Replacement:

1.3.1 All Motorola infrastructure hardware over seven (7) years from product
cancellation date.

1.3.2 All third party infrastructure hardware over three (3) years from product
cancellation date.

1.3.3 All broadband infrastructure three (3) years from product cancellation date
1,.3.4 Physically damaged infrastructure.
1.3.5 Third party equipment not shipped by Motorola.
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1.3.6 Consumable items including, but not limited to, batteries, connectors, cables,
toner/ink cartridges, tower lighting, laptop computers, monitors, keyboards and
mouse.

1,.3.7 Video retrieval from digital in-car video equipment.
1.3.8 lnfrastructure backhaul such as: antennas, antenna dehydrators, microwavel, line

boosters, amplifier, data talker wireless transmitter, short haul modems and UPS.1

1.3.9 Test equipment.
1.3.10 Racks, furniture and cabinets.
1.3.11 Non-standard configurations, customer-modified infrastructure and certain third

party infrastructure are excluded from advanced replacement service.
7.3.12 Firmware and/or software upgrades.

1 Excluded from service agreements but may be repaired on an above contract, time and material
basis. All UPS Systems must be shipped to IDO for repair. Excludes batteries and any on-site services.

1.4 Motorola has the following responsibilities:
1.4.L Enable customer access to the Motorola call center which is operational 24 hours a

day, 7 days per week, to create requests for advanced replacement service.
7.4.2 Use commercially reasonable efforts to maintain FRU inventory on supported

platforms.
\.4.3 Provide new or reconditioned FRUs to the customer, upon request and subject to

availability. The FRU will be of similar equipment and version, and will contain
equivalent boards and chips, as the customer's malfunctioning FRU.

I.4.4 Load firmware/software for equipment that requires programming. The software
version information must be provided for the replacement FRU to be programmed
accordingly. lf the customer software version/configuration is not provided,
shipping times will be delayed.

1.4.5 Package and ship Advance Exchange FRU from the FRU inventory to customer
tt".t't';X;::l"ilr., 

operatins hours of Monday through Friday 7:00am to 7;00pm
CST, excluding holidays, FRU will be shipped from Motorola as soon as

possible depending on stock availability and configuration requested.
Motorola will pay for the shipping to the customer, unless customer
requests shipments outside of standard business hours and/or carrier
programs, such as weekend or next flight out (NFO) shipment. ln such cases,

customer will be responsible for shipping and handling charges.
When sending the advanced replacement FRU to customer, provide a return
air bill in order for customer to return the customer's malfunctioning FRU.

The customer's malfunctioning FRU will become property of the Motorola
repair depot or select third party and the customer will own the advanced
replacement FRU.

When sending a loaner FRU to customer, Motorola will pay for outbound
shipping charges. lnbound shipping to Motorola for repair is the
responsibility of the customer. Motorola will repair and return the
customer's FRU and will provide a return air bill for the customer to return
IDO's loaner FRU. Refer to Advanced Exchanpe or Loaner Decision Process
flowchart for the loaner process and Shippins Charges for shipping charge
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L.4.6

1.4.7

1.4.8

L.4.9

1.4.tQ

1.4.Lr

I.4.r2

detail.
Provide repair return authorization number upon customer request for
lnfrastructure that is not classified as an advanced replacement or loaner FRU.

Provide a repair Return Authorization (RA) number so that the returned FRU can
be repaired and returned to FRU stock.
Receive malfunctioning FRU from Customer, carry out repairs and testing and
return it to the FRU stock
Receive malfunctioning infrastructure from customer and document its arrival,
repair and return.
Perform the following service on Motorola infrastructure:

r Perform an operational check on the infrastructure to determine the nature
of the problem.

o Replace malfunctioning Field Replacement Units (FRU) or components.
r Verify that Motorola infrastructure is returned to Motorola manufactured

specifications, as applicable
. Perform a box unit test on all serviced infrastructure.
r Perform a system test on select infrastructure.

Provide the following service on select third party infrastructure:
r Perform pre-diagnostic and repair services to confirm infrastructure

malfunction and eliminate sending infrastructure with no trouble found
(NTF) to third party vendor for repair, when applicable.

. Ship malfunctioning infrastructure components to the original equipment
manufacturer or third party vendor for repair service, when applicable.

o Track infrastructure sent to the original equipment manufacturer or third
party vendor for service.

o Perform a post-test after repair by Motorola, to confirm malfunctioning
infrastructure has been repaired and functions properly in a Motorola
system configuration, when applicable.

For loaner equipment, Motorola will ship repaired infrastructure to the customer
specified address during normal operating hours of Monday through Friday
7:00am to 7:00pm CST, excluding holidays. FRU will be sent two-day air unless
otherwise requested. Motorola will pay for such shipping, unless customer
requests shipments outside of the above mentioned standard business hours
and/or carrier programs, such as NFO (next flight out). ln such cases, customer will
be responsible for payment of shipping and handling charges.

L.5 The Customer has the following responsibilities:
1.5.1 Contact or instruct Servicer to contact the Motorola System Support Center (SSC)

and request a return authorization number prior to shipping malfunctioning
infrastructure or third party infrastructure named in the applicable attached
exhibit.

1.5.2 Provide model description, model number and serial number, type of system and
firmware version, software options, symptom of problem and address of site id for
FRU or infrastructure.

1,5.3 lndicate if FRU or third party FRU being sent in for service was subjected to
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1.5.4

1.5.5

1.5.6

r.5.7

1.5.8

1.5.9

1.5.10
1.5.11

1.5.12

physical damage or lightning damage.
Follow Motorola instructions regarding inclusion or removal of firmware and

software applications from infrastructure being sent in for service.
Provide customer purchase order number to secure payment for any costs

described herein.
Pay for shipping of Advanced Replacement or Loaner FRU from Motorola repair
depot if customer requested shipping outside of standard business hours or
carrier. See Shippins Charges.

Properly package and ship the malfunctioning FRU using the pre-paid air-bill that
arrived with the advanced replacement FRU. Customer is responsible for properly
packaging the malfunctioning infrastructure FRU to ensure that the shipped
infrastructure arrives undamaged and in repairable condition. Customer will be

subject to a replacement fee for malfunctioning FRUs not properly returned.
Within five (5) business days of receipt of the advanced replacement FRU from
Motorola's FRU inventory, properly package customer's malfunctioning FRU and

ship the malfunctioning lnfrastructure to Motorola's repair depot for evaluation
and repair. Customer must send the return air bill back to the repair depot in order
to facilitate proper tracking of the returned infrastructure. Customer will be

subject to a full replacement fee for FRUs not returned within 5 business days.
For lnfrastructure and/or third party infrastructure repairs that are not exchanged
in advance, properly package lnfrastructure and ship the malfunctioning FRU, at
Customer's expense and risk of loss to Motorola.
Clearly print the return authorization number on the outside of the packaging.

Maintain information of software/applications and firmware for re-loading of
infrastructure.
Cooperate with Motorola and perform all acts that are reasonable or necessary to
enable Motorola to provide the infrastructure repair services to customer.
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Advanced Exchange or Loaner Decision Process:

No

Yes

Request an Advanced
Exchange, Receive an RMA
fl & a FRU will be shipped

to customer as soon as
possible.

andwill shipa

Motorolawill repair FRU and
ship to cuslomer designated

Cf) Motorola 201.7

Page 51



Advanced Plus Services

@ firofipIr{}LA solur/o/vs

Shipping Charges:

*Motorola shipping carriers - FedEx and DHL

Motorola

Customer

Customer

Motorola

M,otoro.la

Gu$tomer

Motorola

Customer
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Appendix l: Security Monitoring Service Overview

Motorola's Security Monitoring Services includes anti-malware monitoring and authentication log
monitoring. There are also options for firewall monitoring, intrusion detection system (lDS)

monitoring, and ASTRO 25 system log monitoring.

Motorola's ASTRO 25 Security Monitoring is a complete solution that provides peace of mind and
reduces the risk that your network availability will be impacted by a security threat. The solution
includes 24x7x365 monitoring of the radio network security elements by experienced, specialized
security technologists with years of experience working with ASTRO 25 mission-critical networks. For

highly complex or unusual security events, our technologists have direct and immediate access to
Motorola engineers for rapid resolution.

This Statement of Work ("SOW") is subject to the terms and conditions of Motorola's Professional
Services Agreement, Service Agreement or other applicable agreement in effect between the parties
("Agreement"). Motorola and Customer may be referred to herein individually as a "Party" or
together as "Parties"

L. Description of Security Monitoring Services

1.1. Anti-malware Monitoring
ASTRO 25 comes installed with Anti-malware software ("SW"). Security Monitoring will
verify that malware definition updates, as provided by the Anti-malware OEM, are installed
and running. The anti-malware SW is monitored for activity such as deletion, quarantine,
and alerting of suspicious SW.

1.2. Authentication Monitoring
1,.2.L. Active directory (including domain Linux and RADIUS) and two-factor

authentication log-ins are monitored.
1.3. Firewall Monitoring - The ASTRO 25 system potentially has several firewall options. See

Table 1 in the addendum for a list. ln any of these firewall applications, Motorola provisions
and deploys the firewalls with the ASTRO 25 system. Motorola will monitor each one that
has the firewall monitoring option.

1.4. IDS (lntrusion Detection System) Monitoring. An IDS is an option to ASTRO 25 that may be
deployed between the ASTRO 25 firewall and the CEN.

1.5. Centralized Log Monitoring
ASTRO 25 has an option that provides the ability to forward device syslogs to a single
virtual server called Centralized Syslog Server. This allows monitoring of Linux components
for authentication events.

2. Scope

The Motorola Secure Operations Center (SOC) consists of highly trained and experienced
security specialists. When an event is detected, the technologists will run remote diagnostics
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and initiate an appropriate response. This response could involve: continuing to monitor the
event for further development, attempting to remotely restore the system, or opening of a case

for dispatch of a field servicer ("Servicer").

3. Motorola Responsibilities:
3.1. Provide, maintain, and replace when necessary, hardware ("HW") and SW required to

monitor ASTRO 25 security elements. HW may include a firewall, router, or physical server.
SW may include virtual servers either on the ASTRO 25 core or a separate physical server,
related OS, SIEM collectors, and SW that allows distribution of updates and remote
diagnostics.

3.2. Verify connectivity and monitoring is active prior to system acceptance or start date.
3.3. Coordinate with customer to maintain Motorola service authentication credentials.
3.4. Maintain properly trained and accredited technicians. Monitor the customer's system

2417/365 for malicious or unusual activity.
3.5. Reports are posted to the SSC quality webpage. Contact your CSM for access.

4. The Customer has the following responsibilities:
4.1. Security Monitoring requires a connection from the customer's ASTRO 25 system to

Motorola's SOC in Schaumburg. Motorola offers either a T1 option or a Virtual Private
Network (VPN) option through a customer supplied internet connection.

4.2. Allow Motorola continuous remote access to monitor the ASTRO 25 system. This includes
keeping the connection plugged-in, providing passwords, and working with Motorola to
understand and maintain proper administration privileges.

4.3. Provide continuous utility service to any Motorola equipment installed or utilized at the
customer's premises to support delivery of this service.

4.4. Provide customer contact information necessary to complete the Customer Support Plan.
Notify your CSM within 2 weeks of any contact changes.

4.5. As necessary, upgrade the ASTRO 25 system to supported releases.
4.6. Allow Motorola dispatched-servicers physical access to the equipment when required.
4.7. Comply with the terms of the applicable software license agreements between Customer

and Motorola and the non-Motorola software copyright owners.
4.8. Cooperate with Motorola and perform all acts that are reasonable or necessary to enable

Motorola to provide the services described in this SOW.
4.9. Obtain at Customer's cost all third party consents or licenses required to enable Motorola

to provide the Services.

5. Disclaimer
Motorola disclaims any warranty concerning the non-Motorola software and does not
guarantee that customer's system will be error-free or immune tosecurity breaches as a result
of these services.
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Addendum

Potential ASTRO 25 Firewalls

cNt Customer Network lnterface. This firewall separates the ASTRO 25 Radio

Network from the customer's lT network (often referred to as the CEN or
Customer Enterprise network). There are single and redundant (high-

availability) options for the CNl, the redundant option meaning there are two
firewalls. Both firewalls must be monitored in the redundant case.

DSR Dynamic System Resilience. This is an ASTRO 25 option where a

geographically separated backup master site is implemented as a "hot-
standby" in case of disaster at the primary. This option potentially doubles
the number of firewalls in the system.

zcP Zone Core Protection. This ASTRO 25 option places firewalls at the master
site where the RF and console sites connect. This protects the core from
attack from a compromised site and propagation of the attack to the other
sites. There are always 2 firewalls in this option for redundancy.

TI Telephone lnterconnect. This ASTRO 25 option allows calls to be made
to/from ASTRO 25 subscribers. A firewall is required to protect the RNI from
the telephone connection. One firewall may serve the dual purpose of the Tl

and lSSl interface.

ISSI lnter RF Subsystem lnterface. This option allows connectivity to a separate
system. The original intent of this option was to connect to another P25

system supplied by either Motorola or any other P25 compliant vendor. This
standard has since been used to allow connection to non-P25 systems
through additional interfaces such as WAVE. ln any case, a firewall is

necessary to protect the RNI from this connection.

MCC 7100 The MCC 7100 dispatch console may be configured such that it can connect
via Virtual Private Network (VPN) through an internet connection. A firewall
is required to terminate on the ASTRO 25 side of that connection. This

firewall may be physically located at either a console site or the master site
and there may be multiple firewalls for this purpose.

Custom Some customers may opt to install their own firewalls and want them
monitored, most commonly at console sites. The customer will have to work
with Motorola to determine if and how custom firewalls can be monitored.
Additional charges may apply.
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Appendix J: Preventive Maintenance Level 2

The terms and conditions of this Statement of Work (SOW) are an integral part of Motorola's Service
Agreement or other applicable agreement to which it is attached and made a part thereof by this
reference.

Annual Preventative Maintenance will provide an annual operational test and alignment, on the
cr,rstomer's infrastructure equipment (lnfrastructure or Fixed Network Equipment or "FNE") to
monitor the lnfrastructure's conformance to specifications, as set forth in the applicable attached
Exhibit(s), all of which are hereby incorporated by this reference.

1..0 Scope

Annual Preventive Maintenance will be performed during standard business hours (unless otherwise
agreed to in writing). lf the system or Customer requirements dictate this service must occur outside
of standard business hours, Motorola will provide an additional quotation. Customer is responsible
for any charges associated with unusual access requirements or expenses.

1.1 lnclusions
Annual Preventive Maintenance service will be delivered on Motorola sold infrastructure including
integrated third party products per the level of service as defined in Table 1: PM Tasks Perforrned.

1.2 Limitations and Exclusions

Unless specifically described in Table 1, the following activities are outside the scope of the Annual
Preventive Maintenance service, but are optional services that are available to Annual Preventive
Maintenance customers at an additional cost:

t.2.L Emergency on-site visits required to resolve technical issues,
I.2.2 Third party support for equipment not sold by Motorola as part of the

original system.
I.2.3 System installations, upgrades, and expansions.
1,.2.4 Customertraining.
1,2.5 Hardware repair and/or exchange.
t.2.6 Network security services.
1.2.7 Networktransport.
1.2.8 lnformationAssurance.
1,.2.9 Motorola services not included in this statement of work.
1.2.10 Any maintenance required as a result of a virus or unwanted intrusion is

excluded if the system is not protected against these security threats by
Motorola's Pre-tested Security Update Service when applicable.

1.2.11 Tower mapping analysis or tower structure analysis
1,3 Motorola has the following responsibilities:

1.3.1 Notify the customer of any planned system downtime needed to perform
this Service.

L3.2 Advise customer of any issue that requires immediate attention.
1.3.3 Maintain communication with the customer as needed until completion
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r.3.4

1.3.5

1.3.6

("resolution" implies a problem is being fixed) of the Annual Preventive
Maintenance.
Determine, in its sole discretion, when a case requires more than the
Preventive Maintenance services described in this SOW and notify customer
of an alternative course of action.
Provide customer with a report documenting system performance against
expected parameters along with recommended actions. Time allotment
TBD.

Provide trained and qualified personnel with proper security clearance
required to complete Annual Preventive Maintenance service.

1.4 The Customer has the following responsibilities:
1.4.t Provide preferred schedule for Annual Preventative Maintenance to

Motorola.

t.4.2 Authorize and acknowledge any scheduled system downtime.

t.4.3 Maintain periodic backup of databases, software applications, and firmware

L.4.4 Establish and maintain a suitable environment (heat, light, and power) for
the equipment location and provide Motorola full, free, and safe access to
the equipment so that Motorola may provide services. All sites shall be

accessible by standard service vehicles.

7.4.5 Submit changes in any information supplied in the Customer Support Plan

(CSP) to the Customer Support Manager (CSM).

1".4.6 Provide site escorts in a timely manner if required.

7.4.7 Provide Motorola with requirements necessary for access to secure

facilities.

7.4.8 Obtain at Customer's cost all third party consents or licenses required to

enable Motorola to provide the Service.
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Table 1: PM Tasks Performed

SERVERS

ROUTERS

SWITCHES

DOMAIN CONTROLLERS

t

ui nt Alarms Check LED a or other status indicators for fault conditions X

Ca ure Di

Perform recommended diagnostic tests based on server type.
c ture available dia

X X

NM Client ications

Review UEM events and transport medium types,
(microwave/leased line/telco, etc). Event log review for
persistent types. Verify all NM client applications are operating
cor

X

Veri SW CD's

Perform audit of software media on site. Versions, KC numbers,
etc

X X

lete Ba

Verify backups have been done or scheduled. SZ database (BAR),

Centracom CDM/ADM database, etc.

X X

Server Check Disks Perform checkdisk on server hard drives X

Veri Redundant ZC's

Perform Zone Controller switchover.TC!loZC2 and back again

coordinate with customer

X

Equipment Alarms Check LED andf or other status indicators for fault conditions. X X

Equipment Alarms Check LED and/or other status indicators for fault conditions.
X X

Capture Diags

Perform recommended diagnostic tests based on switch type.
Capture available diagnostic logs.

X X

Verify Redundant
Switches

Test redundancy in CWR devices. Core router switchover
(coordinate with customer).

X X

Equipment Alarms Check LED and/or other status indicators for fault conditions
X X

Capture Diags

Perform recommended diagnostic tests based on server type
Capture available diagnostic logs.

X X

Verify System SW CD's

Perform audit of software media on site. Versions, KC numbers,
types, etc.

x X

Level L Level 2

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2FIREWALTS
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Level 1 Level 2

Level L Level 2

1 Level 2

Level 1 Level 2

Level 1 Level 2

Equipment Alarms Check LED and/or other status indicators for fault conditions

TOGGING EQUIPMENT

MISCELTANEOUS EQUIPMENT

SWITCHES

MISCELLANEOUS EQUIPMENT

Capture Diags

Perform recommended diagnostic tests based on server type
Capture available diagnostic logs.

X X

Equipment Alarms Check LED and/or other status indicators for fault conditions
x X

Capture Diags

Perform recommended diagnostic tests based on server type
Capture available diagnostic logs.

X X

Server CPU Health i.e. memory, HDD, CPU, disk space/utilization X X

Equipment Alarms Check LED and/or other status indicators for fault conditions
x X

Capture Diags

Perform recommended diagnostic tests based on server type.
Capture available diagnostic logs.

X X

Server CPU Health i.e. memory, HDD, CPU, disk space/utilization X X

SOFTWARE

Verifv Svstem SW CD's

Perform audit of software media on site. Versions, KC numbers,
types, etc.

X X

Verify System SW

lnstalled

E ui ent Alarms

Verify software versions installed on system. Document any
cha es.

Check LED andf or other status indicators for fault conditions X

X

X

Capture Diags
Perform recommended diagnostic tests based on switch type.
Capture available diagnostic logs.

X X

Verify Redundant
Switches

E ut ent Alarms

Test redundancy in CWR devices. Core router switchover
coordinate with custom

Check LED and/or other status indicators for fault conditions X X

Capture Diags

Perform recommended diagnostic tests based on server type.
Capture available diagnostic logs.

x X

Site Frequency
Standard Check Check lights and indicators for A/B receivers

X X

Server CPU Health i.e. memory, HDD, CPU, disk space/utilization
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Site Controller
Redundan run

X

Roll site controllers with no dro audio.

Level 2

Equipment Alarms Verify no warning/alarm indicators. X x

Clean Fans and

Equipment Use antistatic vacuum to clean cooling pathwavs

x X
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GENERAL

lnspect all Cables lnspect all cables/connections to external interfaces are secure

X X

Mouse and Kevboard Verifv operation of mouse and kevboard X X

Configuration File

Verify each operator position has access to required
configuration files

X X

Console Op Time Verifv console op time is consistent across all ops X X

Screensaver Verify screensaver set as customer prefers X X

Screen Performance Verifv screen operational/performance X X

Touchscreen Verify touchscreen operation (if applicable) X X

Ca bl inelLiehts/Fa ns Visual inspection of all equipment - cabline/ liehts/ fans X X

Fi lters/Fa ns/Dust Clean any filters/ fans/ dust- all equipment x X

Monitor and Hard Drive Confirm monitor and hard drive do not "sleep" X X

DVD/CD Verify / clean DVD or CD drive X

Time Synchronization Verify console time is svnchronized with NTP server X

Anti-Virus
Verify anti-virus is enabled and that definition files are up to
date (within two weeks of current date)

X

HEADSET UNPTUGGED TESTING

Speakers

Test all speakers - audio quality, volume, static, drop-outs,
excess hiss when turned up.

X

Channel Audio in

Speaker Verify selected channel audio in select speaker only

X X

Footswitch Pedals Verify both footswitch pedals operational X X

Radio On-Air Lisht Verify radio on air light comes on with TX (if applicable) X X

Radio TX and RX

Verify radio TX/RX from both headset jacks. Verify levels OK

Check volume controls for noise/static or drop-outs,

X

Speaker Mute Verify select speaker muted. X X

Telephone Operation
Verify telephone operational through both headset jacks. Check

volume controls for noise/static or drop-outs.

X X

Audio Switches
Verify select audio switches to speaker when phone off-hook. (if
interfaced to phones)

X X

Radio Takeover in
Headset

Verify radio-takeover in headset mic when phone off-hook (mic

switches to radio during PTT and mutes to phone).

x X

OTHER TESTS

Level l- Level 2

Level 1 Level 2

Level 1 Level 2
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Desk Microphone
Operation Confirm desk mic operation (if applicable)

X X

Radio IRR Operation Verify radio IRR operational (if applicable) X X

Telephone IRR

Operation
Verify telephone [if on radio computer] IRR operational (if
applicable)

X X

Recording
Verify operator position being recorded on long term logging
recorder (if applicable)

x

IRR Setup Parameters
Check IRR set-up parameters, and also audio card set-up and

level adjustments

Paging Controls
Confirm all paging controls are functional (including third party
encoders if under maintenance)

X

COMPUTER PERFORMANCE TESTING

Computer Reboot Reboot op position computer x X

Computer Operational Confirm client computer is fully operational (if applicable) X X

For XP and older
Operating Systems

Hard Drive
Fragmentation Check status of hard drive fragmentation- perform if needed

X

Event LoRs Pull event logs and review for major errors X

Hard Drive Backup Create backup of drive for offsite storage. X

Memorv Usaqe Check memory usage x

Application Logs and

Alerts Review built in application logs and alerts

X

Hard Drive Usage Check available space (10% minimum) X

AUDIO TESTING

Audio Levels and

Qualitv
Confirm all conventional resources are functional with adequate
audio levels and quality

x X

Secure Mode Confirm any secure talkgroups are operational in secure mode X

Trunked Resources

Confirm all trunked resources on screen are functioning by
placing a call in both directions (at the customer's discretion)
and at a single op position

X

EQUIPMENT ROOM TESTS

Recording - AIS Test Verify audio logging of trunked calls X

Record ing

Test op position logging on analog recorder (with customer
assistan ce)

X X

SVstem Alarms Review alarm system on all equipment for errors X X

Phone Status
Verify phone status light comes on when phone off-hook (if
a licable

X X

Level 1 Level 2

Level 1 Level 2

Level L Level 2
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Perform audit of software media on site. Versions, KC numbers,
etc.

X X

Level 1 Level 2

Ve m SW CD's

MOSCAD SERVER

SDM AUX l/O Server Confirm all AUX l/O's functional on one operator position X

Backup Resources

Confirm all backup radios meet RF specs and combiner/antenna
system fu lly functional

X

Verify System SW
lnstalled

Verify software versions installed on system. Document any
changes.

X

lP Network Redundancv
lf redundant equipment used (e.g., routers, switches), then
switch to redundant equipment and confirm operation.

X

nt Alarms Verify no warning/alarm indicators.
Etailtr-

X X

Clean Fans and

Equipment Use antistatic vacuum to clean cooling pathwavs

x x

Site Frequency
Standard Check Check lights and indicators for A/B receivers

X X

Basic Voice Call Check Voice test each voice path, radio to radio. X X

Control Channel
Redundancv (trunking) Roll control channel, test, and roll back.

X X

Site Controller
Redundancv (trunkine) Roll site controllers with no dropped audio.

X X

GTR 8000 Results Sheet

Complete GTR tests - Frequency Error, Modulation Fidelity,
Forward at Set Power, Reverse at Set Power, Gen Level Desense
no Tx.

X X

nt Alarms Ve no warnl indicators X X

Check Alarm/Event
HistorV

Review MOSCAD alarm and events to find if there are chronic
issues.

X X

Windows Event Logs Review Windows event logs. Save and clear if full. X X

Password Verification
Site devices to verify passwords. Document changes if any
found.

x X

Verify System SW CD's

Perform audit of software media on site. Versions, KC numbers,
tVpes, etc.

x X

Verify System SW

lnstalled
Verify software versions installed on server. Document any
changes.

X

Server CPU Health i.e. memory, HDD, CPU, Disk space/utilization X
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Verify security patches monthly/quarterly (Motorola and 3rd
Pa Document a es.

X

Patches

MOSCAD CTIENT

MOSCAD RTU's

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2

Equipment Alarms Verifv no warning/alarm indicators. X X

Check Alarm / Event
Historv

Review MOSCAD alarm and events to find if there are chronic
issues.

X X

Windows Event Logs Review Windows event logs. Save and clear if full X X

Password Verification
Site devices to verify passwords. Document changes if any
found.

X X

Verifv Svstem SW CD's

Perform audit of software media on site. Versions, KC numbers,
types, etc.

X X

Verify System SW

lnstalled
Verify software versions installed on system. Document any
changes.

X

Verifv Patches

Verify security patches monthly/quarterly (Motorola and 3rd
Party). Document any changes.

x

Server CPU Health i.e. memory, HDD, CPU, disk space/utilization X

Com ete Backu

ent Alarmsu

Verify backups have been done or scheduled. SZ database (BAR),

no warn alarm indicatorsVe

Centracom CD ADM data etc.

x X

Verifv Connectivitv Verify Connectivity X X

Password Verification
Site devices to verify passwords. Document changes if any
found.

x

Check Alarm / Event
H istorv

Review MOSCAD alarms and events to find if there are chronic
issues.

X

Verifv System SW CD's

Perform audit of software media on site. Versions, KC numbers,
types, etc.

x

Verify System SW

lnsta lle d

Verify software versions installed on system. Document any
changes.

X

VISUAL INSPECTION EXTERIOR

ASR Sien Verify that the ASR sign is posted X X

Warning Sign - Tower Verifv warning sign is posted on the tower X X

Warninq Sign - Gate

Verify that a warning sign is posted at the compound gate
entra nce.

X

L0 Rule Sign

Verify that a 10 rules sign is posted on the inside of the shelter
door.

X X

Outdoor Lishtine Verify operation of outdoor lighting/photocell X
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Fences / Gates Check fences/gates for damage/disrepair X

Landscape / Access

Road Check landscape/access road for accessibility

X X

VISUAI INSPECTION INTERIOR

Electrical Surge

Protectors Check electrical surge protectors for alarms

X X

Emergency Lighting Verifv emergencv liehting operation. X X

lndoor Lighting Verify indoor lighting X X

Equipment lnspection

Visually inspect that all hardware (equipment, cables, panels,
batteries, racks, etc.) are in acceptable physical condition for
normal operation.

X X

Site Frequency
Standard Check Check lights and indicators for A/B receivers.

X X

Regulatory Compliance
(License, ERP,

Frequency, Deviation) Check station for regulatorV compliance. Update station logs

X X

Clean Fans and

Equipment Use antistatic vacuum to clean cooling pathways

X X

UPS

Visual inspection
(condition, cabling) Verify corrosion, phvsical connections, dirt/dust, etc.

X x

Verify rollover and

rollback Verify automatic switch to backup power when main power fails

X

Battery voltage checks Verifv, check and measure batterv voltages X

GENERATOR

Visual lnspection
Verify, check panel housing, cracks, rust and weathering.
Physical connections, corrosion, dirt/dust, etc.

X X

Fuel

Verify fuel levels in backup generators, document date of last
fuel delivered from fuel service provider.

X X

oil Check the oil dipstick for proper level. Note condition of oil X X

Verify operation (no

switchover)

Check, verify running of generator, ease of start or difficult. ls
generator "throttling" or running smooth? Any loud unusual
noise? Etc.

X x

Verify rollover and
rollback

***Depends on configuration of Transfer switch. Auto versus
manual*** Rollover should be tested weekly under load.

X

HVAC

Air Filter Check air filter and recommend replacement if required X x

Coils Check coils for dirt X X

Exterior of Buildin Check exterior of buildin for da isre X X

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2

O Motorola 2017

Page 65



Advanced Plus Services

s TY'{py.'Fr{}LA SOLU ]-/OAIS,

Outdoor Unit

GENERAT

STRUCTURE CONDITION

Check that outdoor unit is unobstructed X X

Level 21

RADIO Level 1

Level 2

Level L Level 2

Level 1 Level 2

Wiring Wiring (insect/rodent damage) X X

Cooling / Heatine Check each HVAC unit for cooling/heating x X

Tra ort Performance

Alarms

Confirm transport performance by viewing UEM for site link
warn or errors

Check alarm event histo X

x

X

Software Verifv version of application X X

TX Frequencv Verify transm it frequency X x

TX Power Verifv transmit power X X

RX Frequencv Verify receive frequency X X

RX Signal Level

Verify receive signal level and compare with install baseline
documentation

X X

Save configuration Save current configuration for off site storage X X

Backhaul Validation

Visuall ection

Monitor UEM status (alarms, logs, etc.)for all links. lf UEM not
used to monitor microwave, then use provided microwave
alarm server

lns for wear or dents from du binoculars

x

x

X

x

Connection Verification

Visual ln ction

Verify all connections are secured with proper hardware (from
und usi binoculars

lns moisture window for er color

X

X

X

X

Pressure Verification Verify pressure of all lines X X

Re- P ressu ri zation Bleed lines temporarily to verify the dehydrator re-pressurizes

X X

Run Hours Record number of hours ran X X

Rust Check structure for rust X x

Cross Members Check for damaged or missing cross members. X X

Safety Climb Check safety climb for damage X X

Ladder Verify that ladder system is secured to tower X X

Welds Check for cracks or damaged welds X x
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Outdoor
hotocell

TOWER LIGHTING

ANTENNAS AND TINES

GROUNDING

GUY WIRES

CONCRETE CONDITION

Test outdoor hti and cell

X X

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2

Level 1 Level 2

Drain e Holes Check that drai holes are clear of debris. X x

Paint Check nt condition X X

Li rs are ionalVe X X

ModeD tionVe d and ni ht mode X X

Power Cabl r cables are secured to towerVe that X X

Antennas
Visually inspect antennas for physical damage (from ground
ustn binoculars)

X X

Transmission Lines that all transmission lines are secure on the towerVe X X

Structure Grounds ndi for dam or corroslonlns X X

Tower Gu Check wires for fr and tension. X X

Wire HardwareG Check hardware for rust. X X

Tower Base Check for chi or cracks. X X
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Appendix A-l

2 C.F.R. $ 200.326 and 2 C.F.R. Part 200. Appendix II. Required Contract Clauses

Requirements under the Uniform Rules. A non-Federal enti ty's contracts must contain the
applicable contract clauses described in Appendix II to the Uniform Rules (Contract Provisions
for non-Federal Entity Contracts Under Federal Awards), which are set forth below. 2 C.F.R. $

200.326.

1. Equal Employment Opportunity

a. Key Definitions.

(1) Federally Assisted Construction Contract. The regulation at 41 C.F.R.

$ 60-1.3 defines a "federally assisted consttuction contract" as any
agreement or modification thereof between any applicant and a person for
construction work which is paid for in whole or in part with funds
obtained from the Government or borrowed on the credit of the
Government pursuant to any Federal program involving a grant, contract,
loan, insurance, or guarantee, or undertaken pursuant to any Federal
program involving such grant, contract, loan, insurance, or guarantee, or
any application or modification thereof approved by the Government for a
grant, contract, loan, insurance, or guarantee under which the applicant
itself participates in the construction work.

(2) Construction Work. The regulation at 41 C.F.R. $ 60-1.3 defines
"construction work" as the construction, rehabilitation, alteration,
conversion, extension, demolition or repair of buildings, highways, or
other changes or improvements to real property, including facilities
providing utility services. The term also includes the supervision,
inspection, and other onsite functions incidental to the actual construction

b. Applicability. This requirement applies to all FEMA grant and cooperative
agreement programs.

"During the perfornrance of this contract. the contractor agrees as follows:c

(l) The contractor will not discrirninate against any employee or applicant for
employment because of race, color, religion, sex, or national origin. The
contractor will take affirrnative action to ensure that applicants are employed,
and that ernployees are treated during employment without regard to their
race, color, religion, sex, ornational origin. Such action shall include, but not
be limited to the following: Ernployment, upgrading, demotion, or transfer;
recruitment or recruitrnent advertising; layoff or termination; rates of pay or
other forms of cornpensation; and selection for training, including
apprerrticeship. The contractor agrees to post in conspicuous places, available
to ernployees and applicants for ernploynrent, notices to be provided setting
forth the provisions of this nondiscrimination clause.

(2) The contractor will, in all solicitations or advertisements for employees
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placed by or on behalf of the contractor, state that all qualified applicants will
receive considerations for employrnent without regard to race, color, religion,
sex, or national origin.

(3) The contractor will send to each labor union or representative of workers
with which he has a collective bargaining agreement or other contract or
understanding, a notice to be provided advising the said labor union or
workers' representatives of the contractor's commitments under this section,
and shall post copies of the notice in conspicuous places available to
employees and applicants for employrnent.

(4) The contractor will comply with all provisions of Executive Order 11246
of September 24,1965, and of the rules, regulations, and relevant orders of
the Secretary ofLabor.

(5) The contractor will furnish all information and reports required by
Executive Order 11246 of September 24,1965, and by rules, regulations, and
orders of the Secretary of Labor, or pursuant thereto, and will permit access to
his books, records, and accounts by the administering agency and the
Secretary of Labor for purposes of investigation to ascertain compliance with
such rules, regulations, and orders.

(6) In the event of the contractor's noncompliance with the
nondiscrimination clauses of this contract or with any of the said rules,
regulations, or orders, this contract may be canceled, terminated, or
suspended in whole or in part and the contractor may be declared ineligible
for further Government contracts or federally assisted construction contracts
in accordance with procedures authorized in Executive Order 11246 of
September 24,7965, and such other sanctions as may be imposed and
remedies invoked as provided in Executive Order 11246 of September 24,
1965, or by rule, regulation, or order ofthe Secretary ofLabor, or as
otherwise provided by law.

(7) The contractor will include the portion of the sentence immediately
preceding paragraph (l) and the provisions ofparagraphs (l) through (7) in
every subcontract or purchase order unless exernpted by rules, regulations, or
orders ofthe Secretary ofLabor issued pursuant to section 204 of Executive
Order 11246 of Septernber 24, 1965, so that such provisions will be binding
upon each subcontractor or vendor. The contractor will take such action with
respect to any subcontract or purchase order as the adrninistering agency may
direct as a rneans of enforcirrg such provisions, including sanctions for
noncompliance: Provided, however, That in the event a contractor becomes
involved in, or is threatened with, litigation with a subcontractor or vendor as

a result of such direction by the adrlinistering agency the contractor may
request the United States to enter into such litigation to protect the interests of
the United States."

2. Davis Bacon Act and land Anti-Kickback Act.

a. Applicabilitv of Davis-Bacon Act. The Davis-Bacon Act only applies to the
emergency Management Preparedness Grant Program, Homeland Security Grant
Program, Nonprofit Security Grant Program, Tribal Horneland Security Grant
Program, Port Security Grant Program, and Transit Security Grant Program. !,1
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does not annlv to other FEMA srant and coonerative asreement Drosrams
includins the Public Assistance Prosram.

b. All prime construction contracts in excess of $2,000 awarded by non-Federal
entities must include a provision for compliance with the Davis-Bacon Act (40
U.S,C. $$ 3141-3144 and3146-3148) as supplemented by Department of Labor
regulations at 29 C.F.R. Parl 5 (Labor Standards Provisions Applicable to Contracts
Covering Federally Financed and Assisted Construction)). See 2 C.F,R. Part 200,
Appendix II,lJD.

In accordance with the statute, contractors must be required to pay wages to
laborers and mechanics at arale not less than the prevailing wages specified in a
wage determination made by the Secretary of Labor. In addition, contractors must
be required to pay wages not less than once a week.

d. The non-Federal entity must place a copy of the curuent prevailing wage
determination issued by the Department of Labor in each solicitation. The decision
to award a contract or subcontract must be conditioned upon the acceptance of the
wage determination. The non-Federal entity must report all suspected or reported
violations to the Federal awarding agency.

e. In contracts subject to the Davis-Bacon Act, the contracts must also include a
provision for compliance with the Copeland "Anti-Kickback" Act (40 U.S.C. $
3145), as supplemented by Department of Labor regulations at 29 C.F.R. Parl3
(Contractors and Subcontractors on Public Building or Public Work Financed in
Whole or in Part by Loans or Grants from the United States). The Copeland Anti-
Kickback Act provides that each contractor or subrecipient must be prohibited from
inducing, by any means, any person employed in the construction, completion, or
repair of public wotk, to give up any part of the compensation to which he or she is
otherwise entitled. The non-Federal entity must report all suspected or reported
violations to FEMA.

f. The regulation at 29 C.F.R. $ 5.5(a) does provide the required contract clause that
applies to compliance with both the Davis-Bacon and Copeland Acts. However, as

discussed in the previous subsection, the Davis-Bacon Act does not apply to Public
Assistance recipients and subrecipients. In situations where the Davis-Bacon Act
does not annly. neither does the Copeland "Anti-Kickback Act." However. for
purposes of grant proerams where both clauses do apply. FEMA requires the
following contract clause :

"Compliance with the Copeland "Anti-Kickback" Act.

(l) Contractor. The contractor shall comply with l8 U.S.C. g 874,40
U.S.C. $ 3145, and the requirements of 29 C.F.R. pt. 3 as may be
applicable, which are incorporated by reference into this contract.

(2) Subcontracts. The contractor or subcontractor shall insert in any
subcontracts the clause above and such other clauses as the FEMA may by
appropriate instructions require, and also a clause requiring the
subcontractors to include these clauses in any lower tier subcontracts. The
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prime contractor shall be responsible for the compliance by any
subcontractor or lower tier subcontractor with all of these contract clauses.

(3) Breach. A breach of the contract clauses above may be grounds for
termination of the contract, and for debarment as a contractor and

subcontractor as provided in 29 C.F.R. $ 5.12."

3. Contract Work Hours and Safety Standards Act.

a. Applicability: This requirement applies to all FEMA grant and cooperative
agreement programs.

b. Where applicable (see 40 U.S.C. $ 3701), all contracts awarded by the non-Federal
entity in excess of $100,000 that involve the employment of mechanics or laborers
must include a provision for compliance with 40 U.S.C. $$ 3702 and3J04, as

supplemented by Department of Labor regulations at 29 C.F.R. Parl5. See 2 C.F.R.
Par1200, Appendix II,lT E.

c. Under 40 U.S.C. 5 3702, each contractor must be required to compute the wages of
every mechanic and laborer on the basis of a standard work week of 40 hours.
Work in excess of the standard work week is permissible provided that the worker
is compensated at arate of not less than one and a half times the basic rate of pay
for all hours worked in excess of 40 hours in the work week.

d. The requirements of 40 U.S.C. $ 3704 are applicable to construction work and
provide that no laborer or mechanic must be required to work in surroundings or
under working conditions which are unsanitary,hazardous or dangerous. These
requirements do not apply to the purchases of supplies or materials or articles
ordinarily available on the open market, or contracts for transportation or
transmission of intelligence.

The regulation at 29 C.F.R. $ 5.5(b) provides the required contract clause
concerning compliance with the Contract Work Hours and Safety Standards Act:

"Compliance with the Contract Work Hours and Safet)'Standards Act.

(l) Overtime requirelnents. No contractor or subcontractor contracting
for any part of the contract work which may require or involve the
employment of laborers or mechanics shall require or permit any such
laborer or mechanic in any workweek in which he or she is employed on
such work to work in excess of folty hours in such workweek unless such
laborer or mechanic receives compensation at a rale not less than one and
one-half times the basic rate of pay for all hours worked in excess of forty
hours in such workweek.

(2) Violation: liability for urigiid wages: liquidated damages. In the
event of any violation of the clause set forth in paragraph (1) of this
section the contractor and any subcontractor responsible therefor shallbe
liable for the unpaid wages. In addition, such contractor and
subcontractor shall be liable to the United States (in the case ofwork

e
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done under contract for the District of Columbia or a territory, to such
District or to such territory), for liquidated darnages. Such liquidated
damages shall be computed with respect to each individual laborer or
mechanic, including watchmen and guards, employed in violation of the
clause set forlh in paragraph (l) of this section, in the sum of $10 for each

calendar day on which such individual was required or permitted to work
in excess of the standard workweek of forty hours without payment of the
overtime wages required by the clause set forth in paragraph (1) of this
section.

(3) Withholdine for unpaid waees and liquidated damages. The (write in
the name of the Federal agency or the loan or grant recipient) shall upon
its own action or upon written request of an authorized representative of
the Department of Labor withhold or cause to be withheld, from any
moneys payable on account of work performed by the contractor or
subcontractor under any such contract or any other Federal contract with
the same prime contractor, or any other federally-assisted contract subject
to the Contract Work Hours and Safety Standards Act, which is held by
the same prime contractor, such sums as may be determined to be
necessary to satisfy any liabilities ofsuch contractor or subcontractor for
unpaid wages and liquidated damages as provided in the clause set forth in
paragraph (2) of this section.

(4) Subcontracts. The contractor or subcontractor shall insert in any
subcontracts the clauses set forth in paragraph (1) through (4) ofthis
section and also a clause requiring the subcontractors to include these

clauses in any lower tier subcontracts. The prime contractor shall be

responsible for compliance by any subcontractor or lower tier
subcontractor with the clauses set forth in paragraphs ( I ) through (a) of
this section."

4. Riehts to Inventions Made Under a Contract or Agreement

a. Stafford Act Disaster Grants. This requirement does not annly to the Public
Assista n ce, Hazar d Miti gation Grant Pro gram, Fire Management Assi stance

Grant Program, Crisis Counseling Assistance and Training Grant Program,
Disaster Case Management Grant Program, and Federal Assistance to Individuals
and Households - Other Needs Assistance Grant Program, as FEMA awards
under these programs do not meet the definition of "funding agreement."

b. If the FEMA award meets the definition of "funding agreement" under 37C.F.R.

$ a01.2(a) and the non-Federal entity wishes to enter into a contract with a small
business firm or nonprofit organization regarding the substitution of parties,
assignment or performance of experimental, developmental, or research work
under that "funding agreement," the non-Federal entity must comply with the
requirements of 37 C.F.R. Part 401 (Rights to Inventions Made by Nonprofit
Organizations and Small Business Firms Under Goverment Grants, Contracts
and Cooperative Agreements), and any implementing regulations issued by
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FEMA. See 2 C.F.R. Part 200, Appendix II, fl F

c. The regulation at 37 C.F.R. $ 401.2(a) currently defines "tunding agreement" as

any contract, grant, or cooperative agreement entered into between any Federal
agency, other than the Tennessee Valley Authority, and any contractor for the
performance of experimental, developmental, or research work funded in whole
or in part by the Federal govemment. This term also includes any assignment,
substitution of parties, or subcontract of any type entered into for the performance
of experimental, developmental, or research work under a funding agreement as

defined in the first sentence of this paragraph.

5. Clean Air Act and the Fe Water Pollution Control Act. Contracts of amounts in excess
of $ 1 50,000 must contain a provision that requires the contractor to agree to comply with all
applicable standards, orders, or regulations issued pursuant to the Clean Air Act (42 U.S.C.
$$ 7401-7671q) and the Federal Water Pollution Control Act as amended (33 U.S.C. gg

1251-1387). Violations must be reported to FEMA and the Regional Office of the
Environmental Protection Agency. See 2 C.F.R. Part200, Appendix II, fl G.

a. "Clean Air Act

(1) The contractor agrees to comply with all applicable standards, orders
or regulations issued pursuant to the Clean Air Act, as amended, 42 U.S.C

$ 7401 et seq.

(2) The contractor agrees to report each violation to the (name of the
state agency or local or Indian tribal government) and understands and
agrees that the (name of the state agency or local or Indian tribal
government) will, in turn, report each violation as required to assure
notification to the (name of recipient), Federal Emergency Management
Agency, and the appropriate Environmental Protection Agency Regional
Office.

(3) The contractor agrees to include these requirements in each
subcontract exceeding $150,000 financed in whole or in part with Federal
assistance provided by FEMA.

Federal Water ution Control Act

(l) The contractor agrees to comply with all applicable standards, orders
or regulations issued pursuant to the Federal Water Pollution Control Act,
as amended,33 U.S.C. 1251 et seq.

(2) The contractor agrees to report each violation to the (narne of the
state agency or local or Indian tribal government) and understands and
agrees that the (name of the state agency or local or Indiantribal
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government) will, in turn, report each violation as required to assure
notification to the (name of recipient), Federal Emergency Management
Agency, and the appropriate Environmental Protection Agency Regional
Office.

(3) The contractor agrees to include these requirements in each
subcontract exceeding $150,000 financed in whole or in partwith
Federal assistance provided by FEMA."

6. Debarment and Suspension

a. Applicabilit)r: This requirement applies to all FEMA grant and cooperative
agreement programs.

b. Non-federal entities and contractors are subject to the debarment and suspension
regulations implementing Executive Order 12549, Debarment and Suspension
(1986) and Executive Order 12689, Debarment and Suspension (1989) at 2 C.F.R.
Part 180 and the Department of Homeland Security's regulations at 2 C.F.R. Part
3 000 Q.Jonprocurement Debarment and Suspension).

c. These regulations restrict awards, subawards, and contracts with certain parties
that are debarred, suspended, or otherwise excluded from or ineligible for
participation in Federal assistance programs and activities. See 2 C.F.R. ParI200,
Appendix II, fl H; and Procurement Guidance for Recipients and Subrecipients
Under 2 C.F.R. Part 200 (Uniform Rules): Supplement to the Public Assistance
Procurement Disaster Assistance Team (PDAT) Field Manual Chapter IV, fl 6.d,
and Appendix C, !12 fhereinafter PDAT Supplemenf]. A contract award must not
be made to parties listed in the SAM Exclusions. SAM Exclusions is the list
maintained by the General Services Administration that contains the names of
parties debarred, suspended, or otherwise excluded by agencies, as well as parties
declared ineligible under statutory or regulatory authority other than Executive
Order 12549. SAM exclusions can be accessed at www.sam.gov. See 2 C.F.R. $
180.530; PDAT Supplement, Chapter IV, fl 6.d and Appendix C, J[ 2.

d. In general, an "excluded" party cannot leceive a Federal grant award or a contract
within the meaning of a "covered transaction," to include subawards and
subcontracts. This includes parties that receive Federal funding indirectly, such as

contractors to recipients and subrecipients. The key to the exclusion is whether
there is a "covered transaction," which is any nonprocurement transaction (unless
excepted) at either a "primary" or "secondary" tier. Although "covered
transactions" do not include contracts awarded by the Federal Government for
purposes of the nonprocurement common rule and DHS's implementing
regulations, it does include some contracts awarded by recipients and
subrecipient.

Specifically, a covered transaction includes the following contracts for goods or
services:

e
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(l) The contract is awarded by a recipient or subrecipient in the amount of
at least $25,000.

(2) The contract requires the approval of FEMA, regardless of amount.

(3) The contract is for federally-required audit services

(4) A subcontract is also a covered transaction if it is awarded by the
contractor of a recipient or subrecipient and requires either the approval of
FEMA or is in excess of $25,000.

d. "Suspension and Debarment

(l) This contract is a covered transaction for purposes of 2 C.F.R. pt.
180 and 2 C.F.R. pt. 3000. As such the contractor is required to verify that
none of the contractor, its principals (defined at 2 C.F.R. $ 180.995), or its
affiliates (defined at 2 C.F.R. $ 180.905) are excluded (defined at 2 C.F.R.

$ 180.940) or disqualified (defined at 2 C.F.R. $ 180.935).

@ The contractor must comply with 2 C.F.R. pt. 180, subpart C and2
C.F.R. pt. 3000, subpart C and must include a requirement to comply with
these regulations in any lower tier covered transaction it enters into.

(3) This certification is a material representation of fact relied upon by
Harbor Department. If it is later determined that the contractor did not
comply with 2 C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, subpart
C, in addition to remedies available to City of Los Angeles Mayor's
Office and Harbor Department, the Federal Government may pursue
available remedies, including but not limited to suspension and/or
debarment.

(4) The bidder or proposer agrees to comply with the requirements of2
C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, subpart C while this offer
is valid and throughout the period of any contract that may arise from this
offer. The bidder or proposer further agrees to include a provision
requiring such compliance in its lower tier covered transactions."

9. Byrd Anti-Lobb)'ing Amendment.

a. Applicability: This requirement applies to all FEMA grant and cooperative
agreement programs.

b. Contractors that apply or bid for an award of $ 100,000 or more must file the
required certification. See 2 C.F.R. Part 200, Appendix II, fl I; 44 C.F.R. Part 18;
PDAT Supplement, Chapter IV, 6.c; Appendix C,n 4.

c. Each tier certifies to the tiel above that it will not and has not used Federal
applopriated funds to pay any person or organization for influencing or'
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attempting to influence an officer or employee of any agency, a member of
Congress, officer or employee of Congress, or an employee of a member of
Congress in connection with obtaining any Federal contract, grant or any other
award covered by 3l U.S.C. $ 1352. Each tier must also disclose any lobbying
with non-Federal funds that takes place in connection with obtaining any Federal
award. Such disclosures are forwarded from tier to tier up to the non-Federal
award. See PDAT Supplemenl, Chapter IV, ''[f 6.c and Appendix C, fl 4.

d."Bvrd Anti-Lobb)'ine Amendment. 31 U.S.C. $ 1352 (as amended)

Contractors who apply or bid for an award of $ 100,000 or more shall file the required
certification. Each tier certifies to the tier above that it will not and has not used

Federal appropriated funds to pay any person or organization for influencing or
attempting to influence an officer or employee of any agency, a member of Congress,

officer or employee of Congress, or an employee of a member of Congress in
connection with obtaining any Federal contract, grant, or any other award covered by
31 U.S.C. $ 1352. Each tier shall also disclose any lobbying with non-Federal funds
that takes place in connection with obtaining any Federal award. Such disclosures are

forwarded from tier to tier up to the recipient."

TIFICATION REGARD

Certification for Contracts, Grants, Loans, and Cooperative Agreements

(To be submitted with each bid or offer exceeding $100,000)

The undersigned fContractor] certifies, to the best of his or her knowledge , thal:

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of
the undersigned, to any person for influencing or attempting to influence an officer or
employee of an agency, a Member of Congress, an officer or employee of Congress,

or an employee of a Member of Congress in connection with the awarding of any

Federal contract, the making of any Federal grant, the making of any Federal loan, the

entering into of any cooperative agreement, and the extension, continuation, renewal,
amendment, or modification of any Federal contract, grant,loan, or cooperative
agreement.

2. If any funds other than Federal appropriated funds have been paid or will be paid to
any person for influencing or attempting to influence an officer or employee of any
agency, a Member of Congress, an officer or employee of Congress, or an employee
of a Member of Congress in connection with this Federal contract, grant, loan, or
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cooperative agreement, the undersigned shall complete and submit Standard Form-

LLL, "Disclosure Form to Report Lobbying," in accordance with its instructions.

3. The undersigned shall require"that the language of this certification be included in
the award documents for all subawards at all tiers (including subcontracts, subgrants,

and contracts under gtants, loans, and cooperative agreements) and that all
subrecipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed

when this transaction was made or entered into. Submission of this certification is a
prerequisite for making or entering into this transaction imposed by 3 1 , U.S.C. $ 13 52

(as amended by the Lobbying Disclosure Act of 1995). Any person who fails to file
the required certification shall be subject to a civil penalty of not less than $10,000

and not more than $ 100,000 for each such failure.

The certifies or affirms the truthfulness and

accuracyof each statement of its certification and disclosure, if any.In addition, the

Contractor understands and agrees that the provisions of 31 U.S.C. $ 3801 et seq.,

apply to this certification and disclosure, if any.

Signature of Contractor's Authorized Official

Name and Title of Contractor's Authorized Official

Date"

10. Procurement of Recovered Materials.

a. Applicability: This requirement applies to all FEMA grant and cooperative
agreement programs.

b. A non-Federal entity that is a state agency or agency of a political subdivision of a
state and its contractors must comply with Section 6002 of the Solid Waste
Disposal Act, Pub. L. No. 89-272 (1965) (codified as amended by the Resource
Conservation and Recovery Act at 42 U.S.C. $ 6962). See 2 C.F.R. Part200,
Appendix II, fl J; 2 C.F.R. $ 200.322; PDAT Supplentent, Chapter V, '1T7.

c. The requirements of Section 6002 include procuring only items designated in
guidelines of the EPA at 40 C.F.R. Part24l that contain the highest percentage of
recovered materials practicable, consistent with maintaining a satisfactory level of
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competition, where the purchase pdce of the item exceeds $10,000 or the value of
the quantity acquired by the preceding fiscal year exceeded $10,000; procuring
solid waste management services in a manner that maximizes energy and resource
recovery; and establishing an affirmative procurement program fol procurement
of recovered materials identified in the EPA guidelines.

d. "(1) In the performance of this contract, the Contractor shall make maximum use
of products containing recovered materials that are EPA- designated items unless
the product cannot be acquired-

(i) Competitively within a timeframe pr"oviding forcompliance with
the contract performance schedule'

(ii) Meeting contract performance requirements; or

(iii) At a reasonable price.

(2) Information about this requirement, along with the list of EPA-
designate items, is available at EPA's Comprehensive Procurement
Guidelines web site, https://www.epa. gov/smm/comprehensive-

.',

11. Additional FEMA Requirements.

a. The Uniform Rules authorize FEMA to require additional provisions for non-
Federal entity contracts. FEMA, pursuant to this authority, requires or
recommends the following:

b. Changes.

To be eligible for FEMA assistance under the non-Federal entity's FEMA grant or
cooperative agreement, the cost of the change, modification, change order, or
constructive change must be allowable, allocable, within the scope of its grant or
cooperative agreement, and reasonable for the completion of project scope. FEMA
recommends, therefore, that a non-Federal entity include a changes clause in its
contract that describes how, if at all, changes can be made by either party to alter the
method, price, or schedule of the work without breaching the contract. The language
of the clause may differ depending on the nature of the contract and the end-item
procured.

c. Access to Records

All non-Federal entities must place into their contracts a provision that all contractors
and their successors, transferees, assignees, and subcontractors acknowledge and
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agree to comply with applicable provisions governing Department and FEMA access

to records, accounts, documents, information, facilities, and staff. See DHS Standard
Terms and Conditions, v 3.0, fl XXVI (2013).

d. "Access to Records. The following access to records requirements apply to this
contract:

(1) The contractor agrees to provide City of Los Angeles Mayor's
Office, Harbor Department, the FEMA Administrator, the Comptroller
General of the United States, or any of their authorized representatives
access to any books, documents, papers, and records of the Contractor
which are directly pertinent to this contract for the purposes of rnaking
audits, examinations, excerpts, and transcriptions.

(2) The Contractor agrees to permit any of the foregoing parties to
reproduce by any means whatsoever or to copy excerpts and transcriptions
as reasonably needed.

(3) The contractor agrees to provide the FEMA Administrator or his
authorized representatives access to construction or other work sites
pertaining to the work being completed under the contract."

12. DHS Seal. Loeo. and Flags.

a. All non-Federal entities must place in their contracts a provision that a contractor
shall not use the DHS seal(s), logos, crests, or reproductions of flags or likenesses
of DHS agency officials without specific FEMA pre-approval. See DHS Standard
Terms and Conditions, v 3.0, fl XXV (2013).

b. "The contractor shall not use the DHS seal(s), logos, crests, or reproductions of
flags or likenesses of DHS agency officials without specific FEMA pre-
approval."

13. Compliance with Federal Law, Regulations. and Executive Orders.

a. All non-Federal entities must place into their contracts an acknowledgement that
FEMA financial assistance will be used to fund the contract along with the
requirement that the contractor will comply with all applicable federal law,
regulations, executive orders, and FEMA policies, procedures, anddirectives.

b. "This is an acknowledgement that FEMA tinancial assistance will be used to
fund the contract only. The contractor will cornply will all applicable federal law,
regulations, executive orders, FEMA policies, procedures, and directives."

12



Appendix A-l

14. No Obligation by Federal Government.

a. The non-Federal entity must include a provision in its contract that states that the
Federal Government is not aparty to the contract and is not subject to any
obligations or liabilities to the non-Federal entity, contractor, or any other party
pertaining to any matter resulting from the contract.

b. "The Federal Government is not a party to this contract and is not subject to any
obligations or liabilities to the non-Federal entity, contractor, or any other party
pertaining to any matter resulting from the contract."

15. Program Fraud and False or Fraudulent Statements or Related Acts.

a. The non-Federal entity must include a provision in its contract that the contractor
acknowledges that 31 U.S.C. Chap. 38 (Administrative Remedies for False
Claims and Statements) applies to its actions pertaining to the contract.

b. "The contractor acknowledges that 31 U.S.C. Chap.38 (Administrative
Remedies for False Claims and Statements) applies to the contlactor's actions
pertaining to this contract."
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